Net olicy ans pa3pa60T n
KaK, 3a4eM U noyemy ’

Cepren KaHubop
R&D / Container Security, Luntry



(LUNTRY
| whoami

- R&D/Container Security B Luntry

« Cneumanuanpytocb Ha 6e30MNacHOCTH
KOHTenHepoB n Kubernetes

« Cnukep PHDays, VolgaCTF, HackConf,
CyberCamp, BEKOH

* PepakTop Tenerpam KaHana



https://t.me/k8security

| Agenda

- WTF Kubernetes ?1?



| Agenda

- WTF Kubernetes ?1?
. NetworkPolicy
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| Agenda

- WTF Kubernetes ?1?
. NetworkPolicy

. CospnaHue ceTeBbIX MOJIUTUK



(@LLN

| Agenda

- WTF Kubernetes ?1?
. NetworkPolicy
. CospnaHue ceTeBbIX MOJIUTUK

. KOHTpONb pecypcoB



(SUNTRY

3ayeM pa3paboTumKam 3HaTb
- npo NetworkPolicy 7!



| 3ayem KoHTpONUpoBaTb?

® HenpaBMano HalnnnmcaHHad NoJIMTUKa MOXET CJZIOMaTb JIOTUKY pa6OTbI

Ballero cepBucCa



| 3ayem KoHTpONUpoBaTb?

® HenpaBMano HalnnnmcaHHad NoJIMTUKa MOXET CJZIOMaTb JIOTUKY pa6OTbI
Ballero cepBucCa

e KOHTpPO/Nb YMeLlaeT NOBEPXHOCTb aTaku



| 3ayem KoHTpONUpoBaTb?

e HenpaBuNbHO HanMcaHHasA NOJIMTUKA MOXET C/ZIOMaTb JIOrMKY PaboThbl
BalLEero cepBuca

e KOHTpPO/Nb YMeLlaeT NOBEPXHOCTb aTaku

e Jlaxxe ecnu Balle NPUNIOXKEHNE YA3BUMO, 3/T0YMbILLJIEHHUK HE CMOXKET

NPO3aKCra1lyatTnpoBaTb YA3BUMOCTDb

@CUNT

10



- WTF Kubernetes ?1?



TLUNTRY

| Kak Mbl 0 3TOro J0KaTUNUCh

-
p . A :

Bin/ Library Bin/ Library

Operation Operation

System System Bin/ Library|| Bin/ Library|| |Bin/ Library

Virtual Machine Virtual Machine * Container Container Container

B2 - & :
tedae e e m%"tamerm
TpagnynoHHoe BupTtyanusnposaHHoe KoHTenHepusnposaHHoe . .
pa3BepTbiBaHNE : pa3BepTbiBaHNE pa3BepTbiBaHNE -
' »
L

12



(
| Kubernetes — aapo Linux 21 Beka
Kakou opkecTpaTop Bbl ucnonb3yerte?
N ;o
— 28

< 15%

Docker Swarm

Kubernetes

98%

KOMMaHWI ucnonb3yer VMware Tanzu

Kubernetes
Nomad

Apyrou

|
29%

|

40 60

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
He ucnonbsyem :
|
|

NccnepoBaHme
Express 42 — State of DevOps Russia 2023 @ 2023 @ 2021

UNTRY



ALUNT!
| Kubernetes == kyya cyLiHoCTEMN

L

0 % ® @ |
Ingress-managed
Load Balancer

14



C UNTRY

- HayHeMm c Hl0aHCOB




| EcTb HI0O@HCBI

YcnoBus:

e GitOps

(CUNTF
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| EcTb HI0O@HCBI

YcnoBus:

e GitOps

Ingress
Controller

/ \

17



| EcTb HI0O@HCBI

YcnoBus:
e GitOps

[TpnnoXxeHue:

Ingress
Controller

/ \
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Al
| EcTb HI0O@HCBI

YcnoBus: Q

e GitOps

Traffic l

Ingress
Controller

[TpnnoXxeHue:

e 2 Deployments, 2 Service, 1 Ingress

/ \
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Al
| EcTb HI0O@HCBI

YcnoBus: Q

e GitOps

Traffic l

Ingress
Controller

[TpnnoXxeHue:

e 2 Deployments, 2 Service, 1 Ingress

. s
YT0 HYXKHO 3HaTb U yYNTbIBATb:

20



ALUNT

| EcTb HI0O@HCBI

YcnoBus: Q

° GItOpS Traffic l
[TpnnoxkeHune:

. Ingress
e 2 Deployments, 2 Service, 1 Ingress Controller
YTO HY)XXHO 3HaTb W Y4YMUTbIBATD:

- 3HaHue labels y B3anmopgencreyrowmx namespaces

21



Al
| EcTb HI0O@HCBI

YcnoBus: Q

e GitOps

Traffic l

[TpnnoXxeHue:

Ingress

e 2 Deployments, 2 Service, 1 Ingress Controller

YT0 HYXKHO 3HaTb U yYNTbIBATb:

- 3HaHue labels y B3anmopgencreyrowmx namespaces

*  Wcnonbayetca nu ServiceMesh?

22



Al
| EcTb HI0O@HCBI

YcnoBus: Q

e GitOps

Traffic l

[TpnnoXxeHue:

Ingress

e 2 Deployments, 2 Service, 1 Ingress Controller

. s
YT0 HYXKHO 3HaTb U yYNTbIBATb:

- 3HaHue labels y B3anmopgencreyrowmx namespaces

*  Wcnonbayetca nu ServiceMesh?

- . Kakaa peanusauunsa Ingress?

23



Al
| EcTb HI0O@HCBI

YcnoBus: Q

e GitOps

Traffic l

[TpnnoXxeHue:
Ingress

e 2 Deployments, 2 Service, 1 Ingress Controller

YT0 HYXKHO 3HaTb U yYNTbIBATb:

- 3HaHue labels y B3anmopgencreyrowmx namespaces

*  Wcnonbayetca nu ServiceMesh?

- . Kakaa peanusauunsa Ingress?

- Kypa oTgaroTcsa MeTpUKK, Norn U Tpeuchbl?

24



| PaboTa c HIOaHCaMM

@onT

25



| PaboTa c HIOaHCaMM

« B peanbHbIX OKPY>XeHUAX CETEBOE B3aMMOAEeNCTBME HAMHOIO CIIOXKHEE,

YeM TO YTO JIEXXUT B OTBETCTBEHHOCTU pa3paboTynka MUKpocepBUca

(@LUNT
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| PaboTa c HIOaHCaMM

« B peanbHbIX OKPY>XeHUAX CETEBOE B3aMMOAEeNCTBME HAMHOIO CIIOXKHEE,
YEeM TO YTO NIEXXUT B OTBETCTBEHHOCTU pa3paboTyMka MUKpPOCepBMUCa

*  Wtoroeble NetworkPolicy — Tpya HECKONbKUX AenapTaMeHTOB

@CUNT
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| PaboTa c HIOaHCaMM

B peanbHbIX OKpY>XEHUAX ceTeBOE B3aUMOLAENCTBUE HAMHOIO C/IOXKHee,
4YeM TO YTO JIEXUT B OTBETCTBEHHOCTU paspaboTymkKa MMKpocepBuca
NToroeblie NetworkPolicy — Tpya HeCKONbKUX AenapTaMeHTOB
Pa3paboTunk nyylle Bcex (A0/HKEH) MOHUMaET 6BU3HEC-TTIOMUKY

MUKpOcepBuca

@CUNT

28
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Kubernetes Network 101



| Kubernetes Network 101

e Y BcexnoaosecTb IP

Kubernetes cluster
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| Kubernetes Network 101

e Y BcexnoaosecTb IP

e PodCIDR Ha kaxpon* Node

Kubernetes cluster
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| Kubernetes Network 101

e Y BcexnoaosecTb IP
e PodCIDR Ha kaxpon* Node

e Service ans load-balancing

Kubernetes cluster

32



| Kubernetes Network 101

e Y BcexnoaosecTb IP
e PodCIDR Ha kaxpon* Node
e Service ans load-balancing

e DNS ans service-discovery

Kubernetes cluster

(@LLN

33



| CeTeBoe noeepaeHue Pod'oB

[lo ymonyaHuto Pods B Kubernetes moryT kKoMmmyHunumpoBaTtb co Bcemu Pods 6e3

OrpaHNYeHunn:

@CUNT
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| CeTeBoe noeepaeHue Pod'oB

[lo ymonyaHuto Pods B Kubernetes moryT kKoMmmyHunumpoBaTtb co Bcemu Pods 6e3
OrpaHNYeHunn:

e North-south traffic — ¢c pecypcamu 3a npegenamun Kubernetes

@CUNT

s



| CeTeBoe noeepaeHue Pod'oB

[lo ymonyaHuto Pods B Kubernetes moryT kKoMmmyHunumpoBaTtb co Bcemu Pods 6e3
OrpaHNYeHunn:
e North-south traffic — ¢c pecypcamu 3a npegenamn Kubernetes

e East-west traffic — ¢ apyrumu npunoxeHmnamm B Kubernetes

@CUNT
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| CeTeBoe noeepaeHue Pod'oB

[lo ymonyaHuto Pods B Kubernetes Mmoryt kKoMmmyHuumpoBaTb co BceMu Pods 6e3
OrpaHNYeHunn:

e North-south traffic — ¢c pecypcamu 3a npegenamn Kubernetes

e East-west traffic — ¢ apyrumu npunoxeHmnamm B Kubernetes

e Tpaduk He WngdpyeTcs

@CUNT
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| CeTeBOE noeeaeHmne Pod'o.

Mo ymon4yanutio Pods B Kubernetes moryT kKoMMyHuumnpoBaTb co BcemMu Pods 6e3
OrpaHNYeHnin*;

e North-south traffic — ¢c pecypcamu 3a npegenamn Kubernetes

e East-west traffic — ¢ apyrumu npunoxeHmnamm B Kubernetes

e Tpaduk He WngdpyeTcs

F' >

(LUNTR!

38


https://www.youtube.com/watch?v=ctbWwaNFUbg

| Container Networking Interface (CNI)

kubectl get all -n kube-system | egrep -i "ACl|Calico|Canal|Cilium|CNI-

Genie|Contiv|Contrail|Flannel|Knitter|Multus|OVN-Kubernetes| OVN4NFV-K8S-Plugin|NSX-

TINuage|Romana|Weave"

o
rREA | | A T O@. CNI-Genie
cilium

' kg
o (O
ISOVALENT By
Open szifch SUBMARINER unastenfabric

(@LUNT
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KOHTpO/b ceTu, KOHLenuus
- MUKpoOCerMeHTauum

(SUNTRY



ALUNT
| KoHuenuus Zero Trust

OREILLY"

“Zero Trust Networks are resilient even when
attackers manage to breach applications or
infrastructure. They make it hard for attackers to
move laterally, and reconnaissance activities easier to
spot.

Organizations that embrace the change control model

in this How-To will be able to tightly secure their e
network without imposing a drag on innovation in their Z@IO TIU_SJ[,

applications. Security teams can be enablers of NetWO]_”kS

business value, not roadblocks.”

BUILDING SECURE SYSTEMS IN UNTRUSTED NETWORKS

Evan Gilman & Doug Barth

41


https://projectcalico.docs.tigera.io/security/adopt-zero-trust

| KoHTponb ceTeBoOro B3aumMoencTBus B
Kubernetes

* Ha ypoBHe NpuoXxxeHnm

« Yepes 6nbnoTeky, 4o6aBEHHYIO Npu
cHOpKe, NN Yepes NHXXEKT

- PeannsoBaHo B user space

 [lononHUTenbHble oBepxeabl
* Tak genaTtb He Haao

CLunt

42



| KoHTponb ceTeBoOro B3aumMoencTBus B
Kubernetes

- Ha ypoBHe Service Mesh (Istio, Linkerd)
* C nomolybto sidecar-koHTenHepa
» 06bI4HO, aTO pecypc AuthorizationPolicy
* YpoBeHb L/
- PeannsoBaHo B user space

* MOXXHO pacCMOTpPETb KaK aJibTePHATUBY
- Bce elé oBepxenbl |

((GUNT
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| KoHTponb ceTeBoOro B3aumMoencTBus B
Kubernetes

- Ha ypoBHe CNI
 Native nnn Custom NetworkPolicy
* YpoBeHb L3-L4 (nHorpa u L7)
- PeanusoBaHo B kernel space

44



| YAML NetworkPolicy — metadata & spec

apiVersion: networking.k8s.10/v1
kind: NetworkPolicy
metadata:
name. test-network-polic MMA NOJTUTUKH

namespace: default B KAKOM hamespace ageucrsyer

TO K Kakum Pods byaer npumeHeHa NoNIMTHUKa

TUNbI NpaBnn B NOJIMTUKE. o YMONTHaHHUIO, Ingress.

(@LUNT
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| YAML NetworkPolicy - ingress rules

Otkyaa tpadpumk

1 UCTOYHMK

2 UCTOYHMUK

3 UCTOUYHMK

Ha kakou noprt

- protocol: TCP
port: 6379

(@LUNT

610K ingress npasun

46



(@LunT
| YAML NetworkPolicy — egress rules

egress: 610K egress npasun
- to: p—
- ipBlock:
cidr: 10.6.0.0/24

- ports: ) Ha kakom noprt
- protocol: TCP
port: 5978

47



| policyTypes — Native

Native, Calico: ecnu HuKkakom policyTypes He ykasaH, TO N0 YMOo4aHuio 6yaeT BbiCTaB/1EH
Ingress.

Cilium: ecnu Hukakom policyTypes He ykasaH, To paboTaTb He 6yaeT

Ingress
(not working, Cilium)

Yes Ingress, Egress

48



| Custom network policy

e [lo3BonseTt orpaHnUuYMBaTb AOCTYN HE TONbKO K Pod

mn»--——

49



| Custom NetworkPolicy

e [lo3BonseTt orpaHnUYMBaTb AOCTYN HE TONbKO K Pod

e L3,L4,L7 nonntunku

mn»--——
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| Custom network policy

e [lo3BonseTt orpaHnUYMBaTb AOCTYN HE TONbKO K Pod
e L3,L4,L7 nonutuku

e DNS-based nonuntuku

mn»--——

o1



| Custom network policy

e [lo3BonseTt orpaHnUYMBaTb AOCTYN HE TONbKO K Pod
e L3,L4,L7 nonutuku
e DNS-based nonntuku

e Clusterwide nonnTuku

mn»--——

S



| Custom network policy

e [lo3BonseTt orpaHnUYMBaTb AOCTYN HE TONbKO K Pod
e L3,L4,L7 nonntunku

e DNS-based nonntuku

e Clusterwide nonutTuku

e PacwupeHHbIN pyHKLUMOHaN paboTbl CENEKTOPOB

mn»--——

53]



| Custom network policy

e [losBondaeT orpaHn4MBaTb 4OCTYN He TONbKO K Pod
e L3,L4,L7 nonntunku

e DNS-based nonntuku

e Clusterwide nonutmnku

e PacwupeHHbIN pyHKLUMOHaN paboTbl CENEKTOPOB

e [lpuBAska K Service, ServiceAccount, ...

mn»--——
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@ UNTRY

Co3paHue CeteBbix [lonnTuk




| Cilium Editor

@ Outside Cluster

Any endpoint

{ } In Namespace

Any pod

In Cluster

{ } In Namespace
E Ingress
Detault Allow

app=foo

@ Outside Cluster
Any endpoint

10.0.2125/32

{ } In Namespace

Any pod

» In Cluster

Feedback/Questions?

-.g" Ask on Slack

Everything in the cluster Everything in the cluster

Kubernetes DNS Allow DNS

v Tutorial: Allow Egress To Pod | Flows upload

[N ©  Kubernetes Network Policy | Cilium Network Policy Policy Rating 888 Download @

apiVersion: networking.k8s.io/vl Tutorial: Allow Egress To Pod

kind: NetworkPolicy
metadatas If you come from a traditional Networking background, it might be tempting to use a
/32 CIDR rule to allow traffic to the IP address of a Pod as shown in the output of

name; .allowsegress to=-pod kubectl describe pod. For example:

spec:
podSelector: egress:

matchLabels: 5t .
- ipBlock:

cidr: 10.0.2.125/32

0 N o B W N

app: foo
egress:

- to: However, Pod IPs are ephemeral and unpredictable, and depending on a network
plugin implementation, ipBlock rules might only allow egress traffic to destinations
outside of a cluster. Kubernetes documentation recommends using ipBlocks only
for IP addresses outside of your cluster.

- ipBlock:
cidr: 10.0.2.125/32

Instead of using ipBlock, use podSelector and namespaceSelector to:
o Allow egress traffic to only certain pods

¢ Allow all egress traffic within same namespace




| Cilium Editor

e MOXXHO Ierko HakKJIMKUBaTb HY>XHbl€ NMOJINTUKU

57



| Cilium Editor

e MOXXHO Ierko HakKJIMKUBaTb HY>XHbl€ NMOJINTUKU

e ECTb BO3MOXXHOCTb aBTOMaTU4YeCKOM reHepaunm no soram

mn»--——
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| Cilium Editor

e MOXXHO Nerko HakIMKnBaTb HY>XXHble MOJIUTUKN
e EcCTb BOBMOXHOCTb aBTOMaTM4YeCKOW reHepauun no noram
e hubble observe --output jsonpb --last 1000 --follow --namespace

your-namespace > your-namespace-flows.json

mn»--——

S



| Cilium Editor

e MOXXHO Nerko HakIMKnBaTb HY>XXHble MOJIUTUKN

e EcCTb BOBMOXHOCTb aBTOMaTM4YeCKOW reHepauun no noram

e hubble observe --output jsonpb --last 1000 --follow --namespace
your-namespace > your-namespace-flows.json

e CepBuc BucuT B NHTEpHeTe

mn»--——
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| Cilium Editor

e MOXXHO Nerko HakIMKnBaTb HY>XXHble MOJIUTUKN

e ECTb BO3MOXXHOCTb aBTOMaTUYeCKON reHepauumn rno aoram

e hubble observe --output jsonpb --last 1000 --follow --namespace
your-namespace > your-namespace-flows.json

e CepBuc BucuT B NHTEpHeTe

® reHepaLl,I/IFI MOJINTUK MO JZiI0laM B KOHerTHbIVI MOMEHT BPEMEHN

(@LUNT
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| Cilium Editor

e MOXXHO Nerko HakIMKnBaTb HY>XXHble MOJIUTUKN

e ECTb BO3MOXXHOCTb aBTOMaTUYeCKON reHepauumn rno aoram

e hubble observe --output jsonpb --last 1000 --follow --namespace
your-namespace > your-namespace-flows.json

e CepBuc BucuT B NHTEpHeTe

e [eHepayna NOAUTUK NO SioraM B KOHKPETHbIN MOMEHT BPEMEHMU

e 3aBsi3ka Ha KOHKpeTHbIN. CNI n gononHuTenbHble pecypcbl Ha cepsuc hubble

(@LUNT
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| Inspektor gadget

Various : Inspired by Brendan Gregg original image
trace capabilities Applications
trace dns snapshot socket
top ebpf
System Libraries race tcpdrop
trace exec
traceloop trace open
trace fsslower System Call Interface e—traifagg?:;
frace mount g trace tcpconnect
N VFS Sockets Scheduler .
top file _
) File Systems TCP/UDP Virtual
top block-io
P Volume Manager IP Memory snapshot process
Block Device Ethernet Clocksource trace oomakill
profile block-io Device Drivers
trace network Firmware
’ trace sni trace bind  top tcp profile cpu ¢

63



| Inspektor gadget — generate network policy

e kubectl krew install gadget

(@LLN
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| Inspektor gadget — generate network policy

e kubectl krew install gadget
e kubectl gadget deploy

(@LLN
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| Inspektor gadget — generate network policy

e kubectl krew install gadget
e kubectl gadget deploy
e kubectl gadget advise network-policy monitor -n demo --output

./networktrace. log

@LUNT
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| Inspektor gadget — generate network policy

e kubectl krew install gadget

e kubectl gadget deploy

e kubectl gadget advise network-policy monitor -n demo --output
./networktrace. log

e kubectl gadget advise network-policy report --input ./networktrace.log

> network-policy.yaml

67/



| Inspektor gadget — generate network policy

e kubectl krew install gadget
e kubectl gadget deploy
e kubectl gadget advise network-policy monitor -n demo --output

./networktrace. log

e kubectl gadget advise network-policy report --input ./networktrace.log

> network-policy.yaml

e Hy)>XHbI AOMONHUTENbHbIE PECYPChbI

68



| Inspektor gadget — generate network policy

e kubectl krew install gadget

e kubectl gadget deploy

e kubectl gadget advise network-policy monitor -n demo --output
./networktrace. log

e kubectl gadget advise network-policy report --input ./networktrace.log
> network-policy.yaml

e HyXHbI ,EI,OI'IO}'IHI/ITeﬂbH.bIe pecypchbl

o BcAa reHepaums ToIbKO B KOHKPETHbIN MOMEHT BPEMEHMU -

69



| Inspektor gadget — generate network policy

e kubectl krew install gadget

e kubectl gadget deploy

e kubectl gadget advise network-policy monitor -n demo --output
./networktrace. log

e kubectl gadget advise network-policy report --input ./networktrace.log
> network-policy.yaml

e HyXHbI ,EI,OI'IO}'IHI/ITeﬂbH.bIe pecypchbl

e Bcs reHepauus ToNIbKO B KOHKPETHbIN MOMEHT BPEMEHMU -

e ECTb MHCTpYMeHTbI, rae nonyvyeHue rnoJMTUK aBToOMaTU3NpPOBaHO, HO KaK npaBuo

OHW MJ1aTHbl€E i



C UNTRY

. KOHTponb pecypcoB




| NIcnonbayem CODEOWNERS

e EcTb B nnatHoun Bepcum Gitlab

(@LLN
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| NIcnonbayem CODEOWNERS

e EcTb B nnatHoun Bepcum Gitlab

® PeBbI-OBepr Ha3HaA4alroTCA aBTOMATU4YECKHN

@CUNT
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| NIcnonbayem CODEOWNERS

e EcTb B nnatHoun Bepcum Gitlab
e PeBbloBepbl Ha3dHaYyalOTCs aBTOMaTUYECKHU

e Mepa)X He NponaeT Noka Bnageney ganna He 0 J06pUT peKBeCT

@CUNT
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| NIcnonbayem CODEOWNERS

e EcTb B nnatHoun Bepcum Gitlab
e PeBbloBepbl Ha3dHaYyalOTCs aBTOMaTUYECKHU

e Mepa)X He NponaeT Noka Bnageney ganna He 0 J06pUT peKBeCT

8~/ Requires 3 approvals from Code Owners.

v Collapse
Approvers Approvals Commented by Approved by
All eligible users @ Optional

Code Owners

Documentation
*.md

Ruby
*.rb

@CUNT
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(LUNTRY
| NyTb Ao aennos

Object B .
Schema Validating Persisted

admission Validation admission to etcd

API request API

HTTP Authentication

Authorization

Mutating

handler

-l.1
Webhook Webhook Webhook I

76



| Ncnonb3yem PolicyEngine

e B Kyverno ectb BOBMOXHOCTb nucaTtb Validation Rule, yuntbiBas Hannume nognucu

Y pecCypcCa

@LUNT
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| Ncnonb3yem PolicyEngine

e B Kyverno ectb BOBMOXHOCTb nucaTtb Validation Rule, yuntbiBas Hannume nognucu
Yy pecypca
e [eHepupyeM napbl KNKOYen Ana cosign

$ cosign generate-key-pair

@CUNT
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| Ncnonb3yem PolicyEngine

e B Kyverno ectb BO3MOXHOCTb nucaTtb Validation Rule, yuntbiBas Hannume noanucu
y pe€cypca

e [eHepupyeM napbl KNKOYen Ana cosign

$ cosign generate-key-pair

« C nomouwbto yTunutbl kubectl-sigstore nognucbiBaemM Halw MaHUGECT 3aKpbITbIM
KJIFOMOM; Ha BbIXO4e NoslydyaeM HOBbIM NOANMUCAHHbIN MaHU@eCT

$ kubectl-sigstore sign -f secret.yaml -k cosign.key --tarball no -o

networkpolicy-signed.yaml

@CUNT
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| Ncnonb3yem PolicyEngine

e B Kyverno ectb BOBMOXHOCTb nucaTtb Validation Rule, yuntbiBas Hannume nognucu
y pe€cypca

e [eHepupyeM napbl KNKOYen Ana cosign

$ cosign generate-key-pair

« C nomouwbto yTunutbl kubectl-sigstore nognucbiBaemM Halw MaHUGECT 3aKpbITbIM
KJIFOMOM; Ha BbIXO4e NoslydyaeM HOBbIM NOANMUCAHHbIN MaHU@eCT

$ kubectl-sigstore sign -f secret.yaml -k cosign.key --tarball no -o

networkpolicy-signed.yaml

e. B nonutuke ana kyverno ykasbiBaeM OTKPbITbIN KJ1tOY, MOSTYYEHHbIN HA NEPBOM

JTare

@CUNT
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| Ncnonb3yem PolicyEngine

apiVersion: kyverno.io/vl
kind: ClusterPolicy
metadata:
name: validate-secrets
spec:
validationFailureAction: Enforce
background: true
rules:
- name: validate-secrets
match:
any:
- resources:
kinds:
- NetworkPolicy
validate:
manifests:
attestors:
- count: 1
entries:
. - keys: .
publicKeys: |-

MFkwEwYHK0ZIzj@CAQYIKoZIzj@DAQcDQQAEStoX3dPCFYFD2uPgTjZ0f1I5UFTa
1tIu7uoGoyTxJqgEg7K2aqU+vy+aK76uQ5mcllc+TymVtcLk10kcKvb3FQ==




| No6aBnsiem GitOps onepaTop

e Kyverno otnm4yHo BcTtpauBaetca B Cl/CD

(@LLN
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| No6aBnsiem GitOps onepaTop

e Kyverno otnm4yHo BcTtpauBaetca B Cl/CD
e MoXHO nognucbiBaTb pecypchbl Yepes

keyless signing

@CUNT
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| No6aBnsiem GitOps onepaTop

e Kyverno otnm4yHo BcTtpauBaetca B Cl/CD

e MoXHO nognucbiBaTb pecypchbl Yepes
keyless signing

e HacTtpanBaem ArgoCD Taknm o6pasom,
YTO6bI AENNOUTNCL PECYPCHI TONIbKO U3

MoAMNMCaHHOW BETKU

i

ZLUNT
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| BbiBogbI

- B peajibHbIX OKPYXEHUAX CETEBOE B3auMO[eNCTBME HAMHOIO CJ/I0XKHee, YeM

TO YTO JIEXXUT B OTBETCTBEHHOCTU pa3paboTynka MMKpocepBuca

mn»--——
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| BbiBogbI

* B peanbHbIX OKPY>XEHUAX CETEBOE B3aMMOJeNCTBME HAMHOIO CNIOXHEE, YEM
TO YTO JIEXXUT B OTBETCTBEHHOCTU pa3paboTynka MMKpocepBuca

*  Wtoroeble Network Policy — Tpyg HECKOIbKUX AenapTaMeHTOB

(@LUNT
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| BbiBogbI

* B peanbHbIX OKPY>XeHUAX ceTeBOe B3auMMOLEeNCTBNE HAMHOIO CJIOXKHEe, YeM
TO YTO JIEXXUT B OTBETCTBEHHOCTU pa3paboTunka MMKpocepBuUca
*  Wtoroeble Network Policy — Tpyg HECKOIbKUX AenapTaMeHTOB

- PaspaboTuumk nydiue Bcex (JosXKEH) MOHUMAET GU3HEC-NOTMKY MUKPOCEPBMUCA

(@LUNT
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| BbiBogbI

* B peanbHbIX OKpY>XeHUSX ceTeBOE B3aUMOLENCTBME HAMHOIO C/TOXKHEE, YEM
TO YTO JIEXXUT B OTBETCTBEHHOCTM paspaboTumnka MUKpPOCepBMUCa

*  Wtoroeble Network Policy — Tpyg HECKOIbKUX AenapTaMeHTOB

- PaspaboTuumk nydiue Bcex (JosXKEH) MOHUMAET GU3HEC-NOTMKY MUKPOCEPBMUCA

« C nomouwbto Network Policy MOXXHO 04eHb rMH6KO OrpaHMYnBaTh CETEBOE

B3auMoencTBume Ballnx cepBunCcoB

@CUNT
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| BbiBogbI

* B peanbHbIX OKpY>XeHUSX ceTeBOE B3aUMOLENCTBME HAMHOIO C/TOXKHEE, YEM
TO YTO JIEXXUT B OTBETCTBEHHOCTM paspaboTumnka MUKpPOCepBMUCa

*  Wtoroeble Network Policy — Tpyg HECKOIbKUX AenapTaMeHTOB

- PaspaboTuumk nydiue Bcex (JosXKEH) MOHUMAET GU3HEC-NOTMKY MUKPOCEPBMUCA

« C nomouwbto Network Policy MOXXHO 04eHb rMH6KO OrpaHMYnBaTh CETEBOE
B3aMMOENCTBUE BaLLMX CEPBUCOB

¢ MwuKpocerMeHTaLUusa — Ba)KHbI acneKkT 6e30nacHOCTU U KoHLuenuun ZeroTrust

@CUNT
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Cnacu6o 3a BHUMaHue!

Telegram: @rObinak
E-mail: sk@luntry.ru

(@LUNTDU

luntry.ru
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