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03 September 2024

Android 15 is released to AOSP

Posted by Matthew McCullough — VP of Product Management, Android Developer

Android 15




fr > PRODUCTS > ANDROID

What's new in Android 15, plus more
updates

Oct 15, 2024 We're launching new theft protection features, a private space for sensitive apps, multitasking capabilities on

2 min read foldables and tablets and more.

Seang Chau
VP and GM of Android Platform

Theft protection
o 15 Q)
Ko\ <? o
Qo o I% |
Install apps  Cupify Socials TriBank
e
Camera Contacts Drive e Auto-lock p t
~
Theft Detection Lock
@ The screen will lock if this setting detects 0

that someone took your device and ran away
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Get the last known location

Using the Google Play services location APIs, your app can request the last known location of the user's device. In
most cases, you are interested in the user's current location, which is usually equivalent to the last known location of
the device.

Specifically, use the fused location provider to retrieve the device's last known location. The fused location provider is
one of the location APIs in Google Play services. It manages the underlying location technology and provides a simple
API so that you can specify requirements at a high level, like high accuracy or low power. It also optimizes the device's
use of battery power.

* Note: When your app is running in the background, access to location should be critical to the core functionality of the

app and is accompanied with proper disclosure to users.

This lesson shows you how to make a single request for the location of a device using the getLastLocation()
method in the fused location provider.

Set up Google Play services

To access the fused location provider, your app's development project must include Google Play services. Download
and install the Google Play services component via the SDK Manager and add the library to your project. For details,
see the guide to Setting Up Google Play Services.

Specify app permissions



Added in API level 1

Geocoder =

Kotlin | Java

class Geocoder

kotlin.Any
L android.location.Geocoder

A class for handling geocoding and reverse geocoding. Geocoding is the process of transforming a street address or
other description of a location into a (latitude, longitude) coordinate. Reverse geocoding is the process of
transforming a (latitude, longitude) coordinate into a (partial) address. The amount of detall in a reverse geocoded
location description may vary, for example one might contain the full street address of the closest building, while
another might contain only a city name and postal code.

Use the isPresent() method to determine whether a Geocoder implementation exists on the current device. If no
implementation is present, any attempt to geocode will result in an error.

Geocoder implementations are only required to make a best effort to return results in the chosen locale. Note that
geocoder implementations may return results in other locales if they have no information available for the chosen
locale.

Warning: Geocoding services may provide no guarantees on availability or accuracy. Results are a best guess, and
are not guaranteed to be meaningful or correct. Do not use this API for any safety-critical or regulatory compliance
purpose.

Summary



getFromLocation Added in API level 33

fun getFromLocation(
latitude: Double,
longitude: Double,

maxResults: Int,
listener: Geocoder.GeocodelListener
) : Unit

Provides an array of Addresses that attempt to describe the area immediately surrounding the given latitude and
longitude. The returned addresses should be localized for the locale provided to this class's constructor.

Warning: Geocoding services may provide no guarantees on availability or accuracy. Results are a best guess, and
are not guaranteed to be meaningful or correct. Do NOT use this API for any safety-critical or regulatory compliance
purposes.

Parameters

latitude Double: the latitude a point for the search Value is between -90D and 90D inclusive
longitude Double: the longitude a point for the search Value is between -180D and 180D inclusive
maxResults Int: max number of addresses to return. Smaller numbers (1to 5) are recommended Value is 1 or

greater

listener Geocoder.GeocodelListener: a listener for receiving results This value cannot be null.
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» Google Play Services

.~ Firebase Services

.~ Fused Location Provider

.~ Fused Orientation Provider
.~ Google Analytics

.~ Google Play Analytics

.

Google Maps API
Google ML Kit

Tensor Flow Runtime

SafetyNet
Google Play Integrity AP



» Google Play Services
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PaspaboTka Google

Android pa3pabaTtbiBaeTcs C ornaakou Ha nHterpaunio GMS
3aKpbITbI UCXOAHbIN KOA

[IpnnoXeHne ¢ NONHbIMU CUCTEMHbIMU NPaBaMu

JlnueH3npyeTcs Npomn3BOAUTENSAM YCTPOUCTB 3a AEHbIM
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3 Anton L. :/) MeHep)xep coobuwectBa « ABTOp NepBOn 3anucu 10 aBr. 2021r.

O cutyauum c yctpomcteamMmm Huawei u
cepsucamun Google

16 masa 2019 r. npasutenbcteo CLUA BkntoumMno Huawei B CNMCOK OopraHmnsaunm, noanagatowmx
nop AencTeme 0CobbiX NpaBu 3KCMNOPTHOrO KOHTPONSA. PakTUYECKN STO O3HAYAET 3aMNpPeET Ha
coTpyaHunyecTBo ¢ Huawei gng scex komnaHuu na CLLUA, Bkntoyasa Google.

Takum obpa3oM, Google 3anpeleHo pabotaTb ¢ Huawel Hag HOBbIMU MOAENAMU YCTPOUCTB UK
npenocTaBnaTb npunoxexus, eknodaa Gmail, Kaptel, YouTube, Google Play n gpyrune, ans
npensarpys3ku Unm ckaumBaHus Ha Takmue yCTPOUCTBA.

Mbl cTpemMmmcs 3alWnTUTb Nonb3oBaTenen Google Bo BceM Mupe, NO3TOMY NPOAOMKMUM
coTpygHuyaTb ¢ Huawei n npegoctaBnsaTb OOHOBEHUS CUCTEMbI 6E30MACHOCTU U gpyrue
ncnpasneHna ansg npunoXxXeHmn n cepencoB Google Ha CyLWecTBYOWMUX yCcTpoucTBax Huawel,
noka 3TO He NPOTMBOPEUMT TpeboBaHMAM 3aKOHO4ATENbCTBA. B HacToswee Bpemsa Google
MMeeT NpaBo paboTaTb ¢ Huawel TONbKO N0 TEM MOAENAM YCTPOUCTB, KOTOPbIE NOSABUIUCD B
npopaxe 0o 16 maga 2019 r. BkNoUNTENLHO.

Mbl NnpogomKaem NonyyaTb BONPOCHI O HOBbIX YCTpoMCTBax Huawei (Kkak 0 MOgensx, BblleALWmnX

HAeNnArRHO TAK 1 O TeY KOTODRIE ARIAU RkIiAVIIIAHKI Aocne 16 Maa 2019 r MO R HAKOTODRIY
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micro(G Project

A free-as-in-freedom re-implementation of Google’s
proprietary Android user space apps and libraries.

About

The linux-based open-source mobile operating system Android is not only the most popular mobile operating
system in the world, it’s also on the way to becoming a proprietary operating system. How is that?

While the core operating system is still released as part of the Android Open Source Project, the majority of core
apps are not. It gets worse: More and more libraries and APIs are only available on phones that run various Google

apps pre-installed, effectively locking third-party apps to the Google ecosystem. For these reasons Android is
described as being a “look but don’t touch” kind of open.

At this point, several popular open-source applications already require some of Google’s proprietary libraries to be
installed. Increasing demand in the free software community in addition to severe problems in Google’s proprietary
software discovered by the Android modding community, have led to the development of a free software clone of
Google’s proprietary core libraries and applications - the microG Project was born.

Although most microG components are far from complete, users are amazed by the results. Free software users



Components

e Service Core (GmsCore) is a library app, providing the functionality required to run apps that use Google
Play Services or Google Maps Android API (v2).

More details and installation instructions

e Services Framework Proxy (GsfProxy) is a small helper utility to allow apps developed for Google Cloud tc
Device Messaging (C2DM) to use the compatible Google Cloud Messaging service included with GmsCore.

Read GmsCore documentation for details

e Unified Network Location Provider (UnifiedNIp) is a library that provides Wi-Fi- and Cell-tower-based
geolocation to applications that use Google’s network location provider. It is included in GmsCore but can
also run independently on most Android systems.

More details and installation instructions

 Maps API (mapsv1) is a system library, providing the same functionality as now deprecated Google Maps
API (v1).

More details and installation instructions

o Store (Phonesky) is a frontend application providing access to the Google Play Store to download and
update applications. Development is in early stage and there is no usable application yet.
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Fonts
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I Partial
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Mostly
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Crashing
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v No
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Issues

Major regressions in 0.2.7.17455, fixed in 4713797edc
(0.2.8.17785)

It may works if the official Android Auto apk is installed as
privileged application

Minor issues

#® Exposure Notifications

#849, currently FIDO/FIDO2 security keys can be connected
only via USB or NFC

#1198,#1281 Supported methods: Anonymous login,
Email/Password login, Phone login, Custom-Token login Not
supported methods: GoogleSignin, FirebaseUl

#797, Not implemented



LineageOS for microG

The full Android experience
without Google Apps

v Installation v FAQ
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XecTkaa npuesaska K OgHOMY BEHOOPY
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HeBO3MOXXHOCTL/CNOXHOCTbL BbiOOpa anbTepHAaTMBDI

CTOPOHHME MPUTNOXKEHUS HE MOTYT MOSYYUTb raPaHTUN BCTPOEHHbIX
CEpPBUCOB

[asneHne Google Ha npoun3soaunTenen yCTpoUCTB
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TexHonorum u megua, 30 nek 2022, 04:28

«KomMmmMmepcaHTDb» Y3HaN O
nnaHax «fdAHpexkca» u VK no
co3paHuio moomnbHoum OC

Android

KoMnaHuu HaMepeHbI pa3BUTh 3KocucTeMy HOBOU OC
1 3aMEHUTH IIpeyCTaHOBJIEHHbIE IIPUTIOXKEHUS OT
Google Ha coocTBeHHBbIe. CoObeceHUKU ra3eTbl COYJIY,
YTO KOMIIAaHUU MOI'YT CO3aTh HOBYIO OIlepallMOHHYIO
CHUCTEeMY 3a rof

«AHgekc», CoepbaHkK, VK u «PocTenekoM» HaMepPeHbI yYpeaUuTh
KOMITAHHUIO — Pa3paboTuyrnKa HOBOM MOOMIIBHOU OIePaIl[iOHHOU

S oy ~a '\



KoMMepcaHTDb

03.05.2024, 01:29

CncTeMHbIN pa3HO60M

KpynHble IT-komnaHum 6yayT paspabatbiBatb MO6UNbHbIe OC He3aBUCUMO

VK, «Cbep» n «AHAeKC» He CMOrnu 40roBOPUTLCA 0 CO34aHUM KOHCOpLMyMa ANs
pa3paboTky obLyen poccMmnckon MobunbHom onepaymoHHoun cuctemsl (OC) Ha ocHoBe
Android. Tenepb Kaxzas KOMMnaHUA cocpefoToumnTcs Ha cobcteeHHoU OC. SkcnepThl
NosaratoT, UTo Aaxke C y4eTOM CO6CTBEHHbIX 3KocucTeM noteHumansHble OC ot VK,
«Cbepa» n «AHAEKCa» He CMOTYT 3aHATb 3HAYUMYKO 400 PbIHKA U COCTAaBUTb PeasibHYH
KOHKYPEHLMI0 aMepPUKaHCKOU cucTeme.

NcTouHuK “b” Ha IT-pbIHKe pacckasan, uto «AHaekc», «Cbep» 1 VK oTkasanucb ot nge:
C034aHuNa coBMecTHOM MobunbHoU OC Ha ocHoBe oTKpbITOoro koga AOSP (Android Open
Source Project) n cocpeaoTouNINCL Ha pa3paboTke COBCTBEHHLIX BEPCUIA.
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Overview [ Repositories 15 @ Packages

One Platform Foundation

Ay 2 followers () Worldwide

Popular repositories

OpenlAB (Public archive)

Open In-App Billing for Google Play, SlideMe, Amazon Store, Nokia
Store, Samsung Apps, Yandex.Store, Appland, Aptoide, AppMall and
Fortumo.

W a74 % 171

@® Java

AppDF (Public archive)

Application description file for the appstores. Best way to distribute
your apps!

w128 % 36

@® Java

OPFlab (Public archive)

Q@Java Wwel F 12

(] Repositories

Q_ Find a repository...

A People

Delivering open-source cross-store distribution tools to Android developers and enabling fair competition between app stores.

OpenlAB-Unity-Plugin (Public archive)

OpenlAB Unity Plugin for Android (Google Play, Samsung Apps, Amazon
Appstore, SlideME, Nokia Store, Appland, Aptoide, AppMall,
Yandex.Store, Fortumo), Windows Phone and iOS.

@c# w147 % 58

OPFPush CPuinc archive)

Android push notifications client (GCM, ADM, Nokia Push)

Q@Java Wwse1 Y17

OPFMaps (Public archive)

w20 %o

@® Java

Type ~ Language ~ Sort ~
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[lpnno>xeHusa No ymon4aHuio

Bbi6op npnnoXeHmsa no yMo4yaHuIo Oig 3anycka
Intent nnun Deep Link

Yandex Go




Added in API level 29

RoleManager

This class provides information about and manages roles.

A role is a unique name within the system associated with certain privileges. The list of available roles might change
with a system app update, so apps should not make assumption about the availability of roles. Instead, they should
always query if the role is available using isRoleAvailable(java.lang.String) before trying to do anything with it.
Some predefined role names are available as constants in this class, and a list of possibly available roles can be found
in the AndroidX Role library.

There can be multiple applications qualifying for a role, but only a subset of them can become role holders. To qualify
for a role, an application must meet certain requirements, including defining certain components in its manifest.
These requirements can be found in the AndroidX Libraries. Then the application will need user consent to become a
role holder, which can be requested using Activity.startActivityForResult(Intent, int) with the Intent
obtained from createRequestRoleIntent(java.lang.String) .

Upon becoming a role holder, the application may be granted certain privileges that are role specific. When the
application loses its role, these privileges will also be revoked.

Summary
Constants
String ROLE_ASSISTANT
The name of the assistant app role.
String ROLE_BROWSER

The name of the browser role.



Ponun B Android

= ASSISTANT ~~ NOTES

~~ BROWSER = SMS

.~ CALL_REDIRECTION ~ WALLET

.~ CALL_SCREENING ~~ APP STORE

.~ DIALER .~ LOCATION PROVIDER
~~ EMERGENCY ~~ PUSH NOTIFICATION

- HOME .~ SAFETY SERVICE



[lpnno>xeHusa No ymon4aHuio

Default apps

.~ bpaysep

Browser app
Chrome

~ 3BOHWUIKA

Caller ID & spam app

Yandex

= SMS

Digital assistant app

Yandex

— naYqup g Home app
Nova Launcher

.~ [onocoBov NOMOLLHUK

Phone app

.~ Push cepsuc
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OTpenbHOE NpUnoXXeHue

.~ CucTeMHble NpaBa
.~ He Hy>xHa Mmogundukaumna npoLLInNBKU

~ AHanormnyHble NpuHUUnbI padoThl




Peanm3auud




Android Components

Activity Ul koMNoHeHT Onsa nokasa nosib3oBaTeNIbCKOro uHTepdpenca

Service BoinonHeHue 3apay B poHe

BroadcastReceiver

ContentProvider [NpepocTaBrieHne gaHHbIX OPYruM NPUIIOXKEHUAM
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[ lepencnonb3oBaHue

OpaHa n3 KoHuenuuin, KotTopas 3aKsagbiBasiacb B apXUTEKTYpPY
paboTbl meXxay npunoXxXeHunamm B Android OC. NMpunoxeHus
MOryT UCMOJIb30BaTb KOMMOHEHTbI APYrux npuioXXeHun ans

peann3auum pyHKLMoHana



Peann3auusa B Android

Android IPC

~ Bound Service
— AIDL
_ Intent

—~ Parcelable



Use binder IPC

This page describes changes to the binder driver in Android 8, provides details on using binder IPC, and lists required
SELinux policy.

Changes to binder driver

Starting in Android 8, the Android framework and HALs now communicate with each other using binder. As this
communication dramatically increases binder traffic, Android 8 includes several improvements designed to keep binder
IPC fast. SoC vendors and OEMs should merge directly from the relevant branches of android-4.4, android-4.9, and
higher of the kernel/common project.

Multiple binder domains (contexts)
Common-4.4 and higher, including upstream

To cleanly split the binder traffic between framework (device-independent) and vendor (device-specific) code, Android 8
introduced the concept of a binder context. Each binder context has its own device node and its own context (service)
manager. You can access the context manager only through the device node to which it belongs and, when passing a
binder node through a certain context, it is accessible from that same context only by another process, thus completely
isolating the domains from each other. For details on using, see vndbinder and vndservicemanager.

Scatter-gather
Common-4.4 and higher, including upstream

In previous releases of Android, every piece of data in a binder call was copied three times:

e Once to serialize it into a Parcel in the calling process

e Once in the kernel driver to copy the Parcel to the target process



Android Interface Definition Language

crneunanbHbI CUHTaKCUC ONMCaHna UHTEPPENCOB
B3aMMOOENCTBUSA MexXay npoueccamm B Android. Ha
ocHoBe AlIDL reHepupytoTca Java ko C peanusaumen
B3anMOLOeCTBUA



AIDL pns nonyyeHuss o6HOBIEHUN

Slide Subtitle

interface ILocationService {
void registerCallback(ILocationCallback callback);

void unregisterCallback(ILocationCallback callback);
1

interface IlLocationCallback {

void onLocationUpdated(double latitude, double longitude);
1

* [loxoXX Ha Java, HO oT/in4yaeTcH



Peanusauusa Service npoBangepa

YnpouleHHas peannsayms ¢ OCHOBHbIMU AeTaNIAMU

class LocationService : Service() {

private val callbackList = RemoteCallbackList<ILocationCallback>()
override fun onBind(intent: Intent) = binder

private val binder = object : ILocationService.Stub() {
override fun registerCallback(callback: ILocationCallback) A{

if (checkCallingPermission(Permissions.LOCATION) = PERMISSION_GRANTED) A
callbacklList.register(callback)

}.
}.

override fun unregisterCallback(callback: ILocationCallback) A
callbackList.unregister(callback)

}.



O6epTKa ana pabotbl ¢ Service

class FusedLocationManage(private val context: Context) A
private var locationService: IlLocationService? = null
private val serviceConnection = ..

private var locationCallback: ILocationCallback? by observable(null) { _, oldValue, newValue -
if (oldValue == null && newValue = null) unboundService()
} else if (oldValue = null) boundService()

}

private fun boundService() {
context.bindService(newLocationServiceIntent(), serviceConnection, Context.BIND_AUTO_CREATE)

}.

private fun unboundService() {
val locationService = locationService ?: return
locationService.unregisterCallback(locationCallback)
context.unbindService(serviceConnection)

}.

fun connect(callback: ILocationCallback) { this.locationCallback = callback }

fun disconnect() { this.locationCallback = null }



NUcnonb3oBaHue FusedLocationProvider

class MainActivity : AppCompatActivity(R.layout.activity_main) A

private val locationServiceManager: FusedLocatlionManager
by lazy(LazyThreadSafetyMode.NONE) { FusedLocationManager.init(this) }

private val locationCallback = object : ILocationCallback.Stub() { .. }

override fun onStart() {
super.onStart()
locationServiceManager.connect(locationCallback)

}.

override fun onStop() A1
super.onStop()
locationServiceManager.disconnect ()



NUcnonb3oBaHue FusedLocationProvider

class MainActivity : AppCompatActivity(R.layout.activity_main) A

private val locationServiceManager: FusedlLocationManager
by lazy(LazyThreadSafetyMode.NONE) { FusedLocationManager.init(this) }

private val locationCallback = object : ILocationCallback.Stub() { .. }
override fun onCreate(savedInstanceState: Bundle?) A

super.onCreate(savedInstanceState)
locationServiceManager.connect(lifecycle, locationCallback)
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