["Tnwem ceoun iOS
CUMYJTATOP



TepmMmmnHonornA



Virtualisation
Emulation



BupTtyanmusauua

ApXxnTekTypa xocTta Mo>xHO co3paTb
“BUPTYanbHyO MaLINHY”

x86 — x86 Windows arm64 Ha Apple Silicon
arm — arm



BupTtyanmnsauua

vy Parallels || Parallels

VirtualBox % ,

g
VMware Fusion % Virtualization.framework ’ Apple



IMyAUnA

JllobaA apxuTtekTypa YctaHoBka Linux x86 Ha Arm

x86, arm, MIPS, RISC, ... 3anyck NES wvrp non x86



IMyNAUNA

QEMU @emu UTM

i
PPSSPP OO Rosetta (v1/2) & Apple
MIPS DO TpaHcnATop



IOS Simulator



iOS Simulator

Hamburg

_Berlin

Munich

Maps Calendar

Calendar Reminders News

= B

Wallet Settings

v

Q Search

D @




iOS Simulator

OueBungHble haKThbl

MpunoxeHne ona macOS

B _CodeSignature X SimulatorShareExtension.appex
B Info.plist

@ MacOs

B Pkginfo

@ Plugins

@ Resources

R version.plist

HasbiBaeTcAa cumynAaTtop,
HO HEe AMYNATOP

YMeeT 3anyckaTb cneumanbHble
NPUNOXEHNA
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iOS Simulator

Ha makax ¢ npoueccopamu
intel — x86

Ha makax ¢ npoueccopamu
M* — arm64

[Mopaep>xmBaeT TONbKO BuHapu
CBOEWN apXUTEKTYpbI

BupTtyannsauma, Ho C
nckycteeHHon OC

11



Y10 Mbl Byoem genatb?



Llenn cynep KpaTko

3anycTtntb® NpuUnoXXeHne gnAa
iOS Ha macOS

He ncnonb3osatb npu 3Tom iOS
Simulator

13



Kakou nnaH?

Monpobyem 3anycTuTb .app iOS
Ha macOS as is

Pasbepémca 4To npomncxoanT BO
BpemA 3anycka

Monpobyem 3anyctutb Mach-O
camu

14



3anyckaem .app Ha macOS



» ® ® Payload

®

N

EndpointSecurity




3anyckaem .app Ha macOS
N3 KOHCONU

17



./Endpoi ntSecur‘ityﬂ




“[aBanTte pasbupartbca”

macOS Mo)XeT Ha MHOrmx atanax
OTKasbliBaTbCA 3anyCTUTb
OUHaPHUK

Otan 0 (.app)
CMOTpUM B plist

19



plistutil —p ./Info.plist

"CFBundleSupportedPlatforms":
"1Phone0S"
1,

[

20



“[aBanTte pasbupartbca”

macOS Mo)XeT Ha MHOrmx atanax
OTKasbliBaTbCA 3anyCTUTb
OUHaPHUK

Otan 0 (.app)
CMOTpUM B plist

OTan 1 (M3 KoHcoNN)
nposepAem nnatdgpopmy B Mach-O

21



[ThaTtdopma

B ogHom 13 “meTa” pasnoenos
Mach-O ecTb nHopmauma o
nnartgopme

B Hawem 6mnHape ykasaHa
nnatdgopma 0x2

0x2 CooTBeTCTBYET nnatgopme
I0S

macOS He 6yneT Takoe
3anyckaTb

22



Kak HanncaTtb iOS Simulator?

[TOHATb, HY>XEH HaM CUMYNATOP, N3yunTb cTpoeHne 6uHapa iOS
AMYNIATOP, WY BUPTyanbHaA NPUNOXEHNA

MalmHa

PasobpaTbca B cTpoeHun iOS 3arpy3uTb B namATb 6uHapb AnA

app NCMOJTHEHUA

23



Kak HanncaTtb iOS Simulator?

PasobpaTbcA ¢
NPUINHKOBAHHBLIMM
6ubnmoTekamm

3anycTuTb NPUNOXeEHNe, 1
papoBaTbCA

24



MIHCTPYMEHTDI



KaknMy MHCTPYMeHTamMn oygem
NoJSIb30BaTbLCA?

Xcode

26



L]
B

[l | >

B QaAeQ (=)

~ @ CustomSimulator PID 20465 ®

CcPU

Memory

4 Energy Impact

£ Disk

v @ Thread 1 Queue: com.a|

4
4
k4
4
Ed
@
4
4
LR
£
£
=
L
L
L
s
=
s
L]
L]
£
£
k4
k4
k4

0%
199,3 MB

Zero
Zero KBJs
Zero KBJs

-thread (serial)
0 SimpleBinaryAnalyzer.readLcBuildVers...
1 SimpleBinaryAnalyzer.readNextComm...
2si - N

3 SimpleBinaryAnalyzer.analyze(url:)

4 BinaryExecutor.execute()

5 closure #1 in closure #1in ContentVie...
6 __lidb_unnamed_symbol240782

7 __lidb_unnamed_symbol192299

8 __lidb_unnamed_symbol193064

9 ___lidb_unnamed_symbol183167

10 __lldb_unnamed_symbol240099

11 _lidb_unnamed_symbol240097

12 __lldb_unnamed_symbol192444

13 __lldb_unnamed_symbol192445

4 -[NSApplication(NSResponder) send...
15 __40-[NSControl _sendActionsForEv...
16 -[NSControl _sendActionsForEvents:...
17 NSControlTrackMouse

18 -[NSCell trackMouse:inRect:of View:u...
19 -[NSButtonCell trackMouse:inRect:of...
20 -[NSControl mouseDown:]

21 -[NSWindow(NSEventRouting) _hand...
22 -[NSWindow (NSEventRouting) _reall...
23 -[NSWindow(NSEventRouting) send...
24 -[NSApplication(NSEventRouting) se...
5 -[NSApplication _handleEvent:]

26 -[NSApplication run]

27 NSApplicationMain

28 __lldb_unnamed_symbol85187

29 ___lldb_unnamed_symbol140501

30 static App.main()

31 static CustomSimulatorApp.$main ()
32 main
33 start

Thread 2
Thread 3
Thread 6
Thread 7
com.apple.NSEventThread (8)

CustomSimulator 3 CustomSimulator ) = My Mac

g <

Ci )

3 Activity 3 SwiftPrintDestination 3\ FileEditor 3 BinaryAnalyzer (1) README 3 LCBuildVersionCommand

) 3 Binary ) M readl
SimpleBinaryAnalyzer: BinaryAnalyzer {

readLcSymTab(commandReader: MemoryEditor, binaryStartReader: MemoryEditor)
STringlapleuTTset: STringlanleuTTset,

stringTableSize: stringTableSize,
symtabEntries: symtabEntries)
command

readLcBuildVersion(commandReader: MemoryEditor)
commandHeader = CommandHeader(type:

-> LCBuildVersionCommand {
commandReader.readNext(), size:

platformRaw: = commandReader.readNext ()
platform = LCBuildVersionCommand.Platform(rawValue: platformRaw)
| Error.unsupportedPlatform

min0S:
sdk:
nTools:

commandReader.readNext()
commandReader.readNext ()
commandReader.readNext ()

tools = [LCBuildVersionCommand.BuildToolVersion]()
0..<nTools {
toolTypeRaw: = commandReader.readNext ()
toolType = LCBuildVersionCommand.BuildToolVersion.Tool(rawValue: toolTypeRaw)
Error.unsupportedTool

tool = LCBuildVersionCommand.BuildToolVersion(tool: toolType, version:
tools. (tool)

command = LCBuildVersionCommand(type: commandHeader.type,
size: commandHeader.size,
platform: platform,
minos: min0S,
sdk: sdk,
ntools: nTools,
tools: tools)

command

readLoadDylibCommand (commandReader: MemoryEditor)
commandHeader = CommandHeader(type:

—> LinkLibraryCommand {
commandReader.readNext(), size:

stringOffset: =
> 2o & 2 > 8 7

commandReader. readNext ()

@ customsimulator ) @ Thread 1) @ 0 Si readL

LF11€:ENUPOLIITIECULLLY |UTTSET:OXCRY |
> [ commandReader = (BinaryUtils.FileEditor) 0x00006000066b00c0

> [ self=
> @
) platformRaw = (UInt32) 2
B platform = (BinaryAnalyzer.LCBildVersionCommand.Platform) iOS.
> [@ Exception State Registers
> (@ Floating Point Registers
> [@ General Purpose Registers

[File:EndpointSecurity|O0ffset:0xdee]

[File:EndpointSecurity|O0ffset:@xdee]
[File:EndpointSecurity|O0ffset:@xd20]
[File:EndpointSecurity|O0ffset:@xd20]

[File:EndpointSecurity|O0ffset:@xd38]

(11db)

3 LinkLibraryCommand

Paused CustomSimulator ~ &7

S SegmentLoadSection 3 Loader 3 CustomSimulatorTests

—> LCSymTab {

commandReader . readNext())

= Thread 1: step over

commandReader . readNext())

commandReader.readNext())

Line: 294 Col: 13 (J
rinisnea

Started

Finished

Started

Finished

Started




KaknMy MHCTPYMeHTamMn oygem
NoJSIb30BaTbLCA?

Xcode

PaznunyHblie Mach-O
aHanm3aTopbl
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[ ] libSystem.B.dylib

v Fat Binary Address Data LO Data HI

> Fat Arch (x86_64) 0001C838 7F @B 01 02 84
v Fat Arch (armé4) 0001C848 34 01 02 Fo 04
v Shared Library (arm64) 0001C858 01 07 01 01 BC
Mach Header 0001C868 02 OC 01 07 01

v Load Commands
> LC_SEGMENT_64 (__TEXT) 0001C878 02 oC 01 o1 o7
0001C888 01 A4 02 @A oC

> LC_SEGMENT_64 (__DATA_CONST)
> LC_SEGMENT_64 (__DATA) 0001C898 01 07 01 o1 88
LC_SEGMENT_64 (__LINKEDIT) 0001C8A8 @A @C 01 o1 o7
LC_ID_DYLIB (libSystem.B.dylib) 0001C8B8 01 98 0A 02 oc
LC_DYLD_CHAINED_FIXUPS 0001C8C8 01 07 01 o1 FC
LC_DYLD_EXPORTS_TRIE 0001C8D8  OA OC 01 o1 o7
LC_SYMTAB 0001C8ES 01 DC 01 oA oC
LC_DYSYMTAB 0001C8F8 01 07 01 01 B4

LC_UuID
LC_BUILD_VERSION 0001C908 @A oC 01 o1 07
0001C918 01 90 09 oA oC

LC_SOURCE_VERSION
LC_SEGMENT_SPLIT_INFO 0001C928 01 07 01 01 C8
LC_REEXPORT_DYLIB (libcache.dylib) 0001C938 09 oC o1 01 o7
LC_REEXPORT_DYLIB (libcommonCrypto.dylib) 0001C948 01 F8 08 01 oC
LC_REEXPORT_DYLIB (libcompiler_rt.dylib) 0001C958 01 07 01 91 BC
LC_REEXPORT_DYLIB (libcopyfile.dylib) 0001C968 09 OC 01 01 07
LC_REEXPORT_DYLIB (libcorecrypto.dylib) 0001C978 01 84 09 o5 20
LC_REEXPORT_DYLIB (libdispatch.dylib)

LC_REEXPORT_DYLIB (libdyld.dylib) SR ) ) ) & (8
LC_REEXPORT_DYLIB (libmacho.dylib) 0091C995F0CH04338 81338
LC_REEXPORT_DYLIB (libremovefile.dylib) 0001C9A8  oC 01 07 07 o1
LC_REEXPORT_DYLIB (libsystem_asl.dylib) 0001C9B8 80 @9 oC oc o1
LC_REEXPORT_DYLIB (libsystem_blocks.dylib) 0001C9C8 07 01 E8 Fo 03
LC_REEXPORT_DYLIB (libsystem_c.dylib) 0001C9D8 00 02 05 38 06
LC_REEXPORT_DYLIB (libsystem_collections.... 0001COE8 14 02 05 A4 03
LC_REEXPORT_DYLIB (libsystem_configurati... 0001COF8 06 01 B8 94 04
LC_REEXPORT_DYLIB (libsystem_containerm... 0001CAO8 01 06 01 o8 34
LC_REEXPORT_DYLIB (libsystem_coreservice...

LC_REEXPORT_DYLIB (libsystem_darwin.dylib) GLHESS € G e 2 W
LC_REEXPORT_DVYLIB (libsystem_dnssd.dylib) 0001CA28 01 F8 02 09 03
LC_REEXPORT_DYLIB (libsystem_eligibility.d... 0001CA38 01 34 80 01 06
LC_REEXPORT_DYLIB (libsystem_featureflag... 0001CA48 01 C8 01 08 3F
LC_REEXPORT_DYLIB (libsystem_info.dylib) 0001CA58 01 04 08 01 10
LC_REEXPORT_DYLIB (libsystem_m.dylib) 0001CA68 01 1C 08 01 28
LC_REEXPORT_DYLIB (libsystem_malloc.dylib) 0001CA78 01 34 08 01 40
LC_REEXPORT_DYLIB (libsystem_networkext... 0001CAS8 01 4C 08 o1 58
LC_REEXPORT_DYLIB (libsystem_notify.dylib)

LC_REEXPORT_DYLIB (libsystem_sandbox.dy... LGS G G0 W G 0
LC_REEXPORT_DYLIB (libsystem_sanitizers.d... CLEEGLRG)  Ci o/e Gl L9 Ci
LC_REEXPORT_DYLIB (libsystem_sim_kernel.... 0001CAB8 90 01 06 05 o1
LC_REEXPORT_DYLIB (libsystem_sim_platfor... 0001CAC8 08 AC 01
1~ DEFYDNDRT NVI IR (lihevetam nthraa AAA1CADR 1% ca_ a1
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*/

The 64-bit segment load command indicates that a part of this file is to be

mapped into a 64-bit task's address space. If the 64-bit segment has
sections then section_64 structures directly follow the 64-bit segment
command and their size is reflected in cmdsize.

struct segment_command_64 {

uint32_t
uint32_t
char
uinte4_t
uinted_t
uinto4_t
uinte4_t
vim_prot_t
vm_prot_t
uint32_t
uint32_t

cmd;
cmdsize;
segname[16];
vmaddr;
vmsize;
fileoff;
filesize;
maxprot;
initprot;
nsects;
flags;

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

for 64-bit architectures */
LC_SEGMENT_64 x/

includes sizeof section_64 structs x/
segment name *x/

memory address of this segment */
memory size of this segment x/
file offset of this segment *x/
amount to map from the file */
maximum VM protection */

initial VM protection x/

number of sections in segment */
flags */

31
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NoJSIb30BaTbLCA?

Xcode Apple Opensource (XNU)
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CodeBrowser(4): asmios:/printf

File Edit Analysis Graph Search Select Tools Window Help
& = BPREPRE JOQIDULFVEB: @@ o -a JEYEDGL0BO IR @
| Program Trees i3 & ® x| [HListing: printt Bl =x @ E-Xx
100003151 00 7 oen
~ ©F printt 100003760 00 7 ooh
S B _TExT 100003761 00 7 ooh 100003d60
N - 100003762 00 7 oeh 100083470
X g —E:;:-D%?”ST 100003763 00 7 ooh 100003d80
-~ 100003764 00 7 ooh 100003d90
100003765 00 7 ooh 100003da0
100003766 00 7 ooh 100003db0
10000367 00 7 ooh 100003dca
10000368 00 77 0h 100003dde
100003769 00 7 00h 100003de0
100003f6a 00 ” 9eh i:ggggg;g
A 100003f6b 00 p 7 ooh Toosoreas
7 text 10000320
= 10000330
/7 —TEXT) 100003e40
// ram:100003f6c-ram: 10000378b 100003056
10000360
100003¢70
10000380
Program Tree X * FUNCTION * 100003e90
100003ea0
undefined entry() 100003eb0
- Symbol Tree [ R undefined 0:1 <RETURN> 100003ece
> D Imports undefineds Stack[-0x10]:8 local_10 XREF[2]: 1000036c (1), 100003edo
> B Exports 10000384 (x) 100003ee0
> () Functions _main XREF[2]: Entry Point(%), 100008098(*) 160063ef0
> [ Labels entry 1000e3f00
> D Classes 100003f6c fd 7b bf a9 stp x29,%30, [sp, #local_10]! }ggggg;;g
> () Namespaces 100003770 fd 03 00 91  mov x29,5 10000330
100003774 00 00 00 90 adrp x0,0x100003000 100003740
100003778 00 60 3 91  add x0=>s_Hello,_World_10000398, x0,#0x798 100003750
100003f7c 04 00 00 94 bl _printf 100003760
100003780 00 00 80 52 mov 0, #0x0 .
100003784 fd 7b c1 a8  ldp x29=>local_10,x30, [sp], #0x10 100003 f6¢ £d 7b bf at
100003788 c0 03 5 d6  ret 100003170 d 03 00 91 00 00 00 90 00 60 3e 91 04 00 €0 9
" 100003180 @0 00 80 52 fd 7b c1 a8 c@ 03 5f d6
J/ _stubs e, . e
71 _TEXT 10000378c 10 00 00 bi
// ram:100003f8c-ram: 10000397 10000390 10 02 40 f9 00 02 1f d6
” 100003798 48 65 6c 6 6 2¢ 20 5
100003720 6f 72 6c 64 00 00 00 00
Filter: - THUNKC FUNCTION N 100003728 1 00 00 00 1c 00 00 0I
; 1000037b0 @0 00 00 00 1c 00 00 00 00 00 00 00 1c 00 00 O
[ e - X thunk int _printf(char x paran_i, ...) 100003ca 02 00 00 00 6c 3f 00 00 40 00 00 00 40 00 00 O
g Thunked-Function: /usr/lib/libSystem.B.dy... 1000037d0  8c 3 00 00 00 00 00 00 40 00 00 00 00 00 00 0I
- - Nk int wo:4 <RETURN> 100003fe 00 00 00 00 00 00 00 00 03 00 00 00 OC 00 01 O
char x0:8 param_1 100003770 10 00 01 00 00 00 00 00 @0 00 00 04 00 00 00 0I
A Data Types _printf XREF[3]: entry:100003f7c(c), 10eee3fed(j), | L. fe e e ee e e e e
> # BuilinTypes 100004000 (%) 100004000 8c 3f 00 00 01 00 00 00
> [Eoprint 100003f8c 10 00 00 b0 adrp X16,0x100004000 . dove e e e
> B mac_osx 10000390 10 02 40 £ ldr %16, [x161=>->_printf Start: 100000000  End: 10000bfff  Offset: 00000000 Insertion: 100003f6c
10000394 00 02 1f d6  br x16=>_printf
7 C; Decompile: entry x  [&] Bytes: printf x
|EJ Console - Scripting [ N-ARS
Filter:

@

[100003f6¢

[ entry

\—r

[ stp x20,x30,(sp, #-0x101!
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Y10 BHYTpK IOS npunoxxeHnAa?
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v v

vV v v

-
]
@
@
k
-
-
-
-
=
-
[
-
-
]
>
-
B

FrAnewPilIPPP DL

_CodeSignature
Agreements.plist
Applcon60x60@2x.png
Applcon76x76@2x~ipad.png
Assets.car

Base.lproj

Bridge.momd

de.lproj
embedded.mobileprovision
en.lproj

EndpointSecurity

es-419.lproj

es.lproj

fr.lproj

Frameworks

Info.plist

it.lproj

ja.lproj

Kaspersky Sans Text Bold.ttf
Kaspersky Sans Text DemiBold.ttf
Kaspersky Sans Text ExtraBold.ttf
Kaspersky Sans Text Medium.ttf
Kaspersky Sans Text Regular.ttf
KLApplicationinfo.plist
ksn_kes_ios_staging.json
ksn_kes_ios.json
legal_notices.txt

Pkginfo

pl.lproj

Plugins

Privacylnfo.xcprivacy
ProductURLs.plist

pt-BR.lproj

ru.lproj

zh-Hans _Ioroi
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Y10 BHYTpK IOS npunoxxeHnAa?

Pecypcbl (KapTUHKN, CTPOKMU, ®penmBopkK N Extension-bl
wpndThl, ...)

NHdopmauma o nognmcum NcnonHAaembin GMHapHbIA hann

37



Kak 3anyckaeTca .app?

3anyckaetT npunoxeHue OC 3arpy3uTb OCHOBHOW BMHapb

[MpoBepunTb, MOXHO N1 BOOOLLE 3arpy3uTb Heobxoamnmble A
ero sanyckarb cTapTa nmbbl

38



Kak 3anyckaeTca .app?

[Mope3onBuTb BCe BHELLHME (a
nHorga v BHYTPEHHWE) CUMBOJIbI

HauvaTb BbINOMHEHME BMHapA ¢
Entrypoint (kak npasuno _main)

39



[louemy Henb3A B3ATb 1 3anyCTUTb
IOS npuno)eHne Ha make?

Bo-nepBbiX, MOXXHO

40



® 0 Security

&

Enter an activation code

C________ ]

Get an activation code from your administrator.
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[louemy Henb3A B3ATb 1 3anyCTUTb
IOS npuno)eHne Ha make?

Bo-nepBbiX, MOXHO Mo>xHO 3anycTuTb arm64 ipa Ha
M* npoueccopax

HO MO>XHO 3anyCTUTb TONbKO [ocTtaTo4yHo 0o6aBUTbL OOHY
ec/n coBnagaroT apxXnTeKTypbl rasiouKky B HaCTpomKax

42



A 4TO C intel?

A BOT Ha intel y>ke Takoun pokyc
He nony4uTcA

ApxntekTypa buHapHuka B ipa
arm64, a intel x86

43

OC 310 BUAOUT, N HE JAéT
3anycTuTb GUHapb

NHCTpyKumnmn B GUHapHnKe oT
OPYron apxXUTeKTypbl



Y10 Oyoem penatb Mbl?

Intel-om Mbl 3aHMMaTbCA He
6ynem, TK Hy>KHO byneT
TpaHcNMpoBaTb BCE NHCTPYKLUMN

[Monpobyem BOCMpPON3BECTH
3anyck arme64 ipa Ha M*

44



Mach-O



[Tapy cnos npo Mach-O

[MpocTo 6UHapHbLIN hopmaT Copepxumt 6ubnmuoTexkn
dhanna
Copep>XXnT ncnonHAemble dpannol OTO TOT BUHAPHUK, KOTOPbIN Bbl

BUOUTE BHYTPU app

46



[Tapy cnos npo Mach-O

YKasblBaeT Kak 3arpysmTb U
3anycTuTb BUHAPHUK

47



Payload
SwiftSupport

browser_corp_ios

browser_corp_ios
Application - 366,5 MB

Information

B background_...imation.json
B Base.lproj

@ BookmarksS...urces.bundle
@ BroFuturisSt...trings.bundle
B browser_100_percent.pak
B browser_200_percent.pak
B browser_300_percent.pak
["] browser_corp_ios

@ CamerakKitStrings.bundle
R chromium_c...mand_line.txt
@ CitySelectio...zation.bundle
R common.json

@ Commonlnte...ation.bundle
@ CommonLoc...trings.bundle
@ CommonUIC...ssets.bundle
@ ContextMen...urces.bundle
@ CorpBroStrings.bundle

48



[ ne ncnonbdyetca Mach-O?

Tonbko B OS o1 Apple I0S

macOS
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Cynep KOpoTKO 0 chopmaTte

KomaHAab! ana sarpysymnka NHdopmauma o cumBonax
“Cblpble” 6ainTbl BUHapHUKa C MeTa-nHopmauma (Hanpumep,
MHCTPYKUMAMM onAa kakon OS 6UHapHUK,

YHUKasbHbIN id)

50



Binary Loader



dyld

DYLD(1)

NAME
dyld - the dynamic linker
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Y10 nomKeH genartb 3arpy3ymk

PasobpaTtb Mach-O dopmart MoarpysnTb 3aBUCUMOCTHU

BbInONHUTL KOMaHab!l (Hanpumep, 3arpy3uTb UCNoNHAEMbIN doann B
no 3arpyske Tabnuubl CUMBOJIOB) namMmATb
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Y10 nomKeH genartb 3arpy3ymk

[MopesonsuTb BCce undefined [lepemecTuUTb yKasaTtenb Ha
CUMBO/bI Entrypoint
[NomeTnTb NnamMATb Kak R/X HayaTb BbINOMHEHUE

ncrnonHAaemoro cavna
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“NpeanbHbIiN” KOO

func execute() {
// Parse
let analyzer = ..
let analyzedMachO = ..

// Load
let loader = ..
let entrypoint = ..

// Execute
let vm = VM()
vm. jmp(entrypoint.address)



PeanbHbi KOO
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func execute() throws {
executorActivity.info("Open \(fileUrl.path)")
// Parse
let analyzer = try SimpleBinaryAnalyzer(parentActivity: executorActivity, fileURL: fileUrl)
let analyzedMachO = try analyzer.analyze().first(where: { $0.binary.isArmé64 })!

// Load
let functionsHandler = FunctionsHandler()
let functionsTable = functionsHandler.functionsTable()

.reduce(into: [String: Int]()) { $0[$1.key] = $1.value.intValue }

let loadedLibrariesStorage = LoadedLibrariesStorage()
let loader = MachOLoader.Loader(parentActivity: executorActivity,

externaFunctionImplementations: functionsTable,
objectFile: analyzedMachO.binary,
objectFileReader: analyzedMachO.reader,
loadedLibrariesStorage: loadedLibrariesStorage)

let loadedBinary = try loader. load()
if let executable = loadedBinary as? LoadedExecutable {

// Execute
let vm = VM()
vm. jmp(executable.entrypoint.address)

else if let library = loadedBinary as? LoadedLibrary {

executorActivity.info("Loaded library: \(library)")

else {

}

executorActivity.failure("Unsupported binary type: \(analyzedMachO.binary.header.fileType)")
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CtpoeHne Mach-O



Mach-0
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[omﬂlano‘ls

LC_Sym
; ot
LC_Man

54?7,»0.'.&
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.Se(]mon {’S

Sedwn )

__TEAT

__text
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KomaHgb!l (OCHOBHbIX 0K0s0 10)

Mony4eHne meTa-nHpopmaumnm 3arpyska Tabnmubl CUMBOJIOB
LC_UUID, LC_RPATH, LC_SYMTAB
LC_ID_DYLIB, ...

3arpy3ka 6MHapHbIX OaHHbIX

LC_SEGMENT /
LC_SEGMENT_64
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KomaHabl (BCEro OCHOBHbLIX OKOJI0
10)

MonyyeHne meTa nHpopmaLmm 3arpyska Tabnuubl CMMBOJIOB
LC_UUID, LC_RPATH, LC_SYMTAB

LC_ID_DYLIB, ...

3arpyska 6uHapHbIX OaHHbIX KomaHaa Ha pe3onB BHELUHUX
LC_SEGMENT / CMMBOJI0B

LC_SEGMENT_64 LC_DYLD_CHAINED_FIXUPS

70



Memory
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[TpuxoguTe K Ham B Swift, y Hac ecTb:

UnsafePointer UnsafeMutableRawPointer UnsafeMutableRawBufferPointer

UnsafeRawPointer UnsafeBufferPointer <t_0_0>()

UnsafeMutablePointer UnsafeMutableBufferPointer



Y10 Oyoem genatb C NamMATbIO

“IMNepenoxxum” 6anTbl 3 pavina B [Mepekniovnm pexkum goctyna K
RAM no cmeweHnAam namAaTun (rwx)

Morosopum npo ASLR
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ASLR

Address Space Layout
Randomization

Ka)kablid 3anyck — pasHble
y4acTKN NamATy

N3meHAeTcA agpec cTeka, Kyyu,
N OUHaAMUNYeCcKnx 6mbnmoTtek

NMomoraeT 6opoTbeA ¢ overflow
YA3BMMOCTAMMU
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Bnnanne ASLR
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Mack-O
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Loade I
|
» Meal RAM
3e-
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LN
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Bnnanne ASLR

[ep>xnm B yme, 4TO BCe agpeca
6yaoyT COBMHYTbI HA HEKOTOPLIN
Base Address

81



Base Address

OTKyaa Mbl ero BO3bMEM?

[MpocTo nHMumManuaupyem
namATb ANnA npouecca

Bo3bméM 3HaveHme ykasaTens
Ha cTapT 6ydepa

Bynem ncnonb3oBaTb 3TOT CTApT
B kKadecTBe Base Offset

82



let virtualMemoryBuffer = UnsafeMutableRawBufferPointer
.allocate(byteCount: alignedSize,
alignment: pageSize)

83



memset(virtualMemoryBuffer.baseAddress!, 0x0, Int(alignedSize))

84



[lpaBa gocTtyna Ha namATb

Henb3A Tak NpocTo B3ATb U B aTom nomoxxeT memprotect

Ha4aTb UCMONIHATb MHCTPYKLINK
n3 RAM

Hy>HO npeaBapuTesibHO Ha 3Ty
namATb BblgaTb pa3peLleHna

85



[lpaBa gocTtyna Ha namATb

let protection: Int32 = PROT_READ | PROT_EXEC

mprotect(virtualMemoryBuffer.baseAddress,
Int(virtualMemory.size),
protection)

86



Kak Ha4daTb BbIMO/IHATbL KOO ?

- (int) jmp:(NSInteger)address
{

int (xjump_function)(void) = (int (%) (void))address;
int result = jump_function();
return result;

¥
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KomMaHObl



LC_SEGMENT(64)

KomaHga 3arpy3ku cermeHTa B
namATb

PeanbHbi1 KOO Bawewn
nporpamMmbl

CTtaTnydyeckne gaHHble

Bce cermeHTbl nogeneHbl Ha
cekummn

89



LC_SYMTAB

Tabnuuya cMmBOIOB

B Heun copoepxuntca odopceT Ha
nMA cumMBoOsa

A Tak e agpec, roe uckaTtb
peannsauuio (npaBuibHOE C/0BO
— 3Ha4eHue)

90



LC_MAIN

CoOep>XnUT camoe BaXKHoe —
odocpceT Ha Entrypoint

A Tak »Xe pa3mep cTeka

Hy>kHa no cyTu TonbKo AsiA
Executable Tnnos 6uHapHnKoOB

91



[laBanTe yxe
YTO-TO 3anyckaTb



[laBanTte, a 4TO?

[nA Havana — npunoXeHue
macOS Ha macOS :)

MO>XHO ero BbINO/HUTbL NPOCTO
J/binary_name

A Mbl 3arpy3nm 1 BbIMOSTHUM
camu

93



[TpocToe npunoxxeHne ana macOS

Kak BbIrnaguT camoe npocToe
npunoxXeHve?

94



int main()

{
}

return 123;

95



gcc

./main.c —0 mailn

96



[laBanTe npoboBaTb 3anyckaTb

97



int result = jump_function();
() ) NSLog(@"result: %d", result);
Y

@end

Waiting to attach Line:9 Col: 35 (2




YT0-TO Nnocnoy)xHee"?

99



100

#include <stdio.h>

void print_please()

{
printf("Hello, World!\n");
I3

int main() {
print_please();
¥



101

gcc ./printf.c -o printf



1/
//

try
let

let
let

"Loading section: \(section.sectname). Offset i1n file: \(section.offset.hexRepresentation) Size: \(section.size)"

objectFileReader.setVirtualOffset(section.offset)
sectionContent = try objectFileReader.readNext(section.size)

sectionAddressInRam = executable ? section.addr - 0x100000000 : section.addr

sectionEditor = try segmentEditor.baseReader().child(startingAt: sectionAddressInRam - segmentEditor.realOffset, size:

hexRepresentation = try sectionEditor.hexRepresentation()

CustomSimulator

Select file.

Open

virtualMemoryBuffer.baseAddress!))

let protection: Int32 = PROT_READ | PROT_EXEC

<V> [Root] Started

section.size)

Will never be executed -

Line: 11€
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103

YTO-TO nowno He Tak...

Yem oTnuyatroTcAa gBa Hawmx
6uHapA?

OpHOMY N3 HUX Hy>KHa PyHKUMA
printf, KOTOPYIO HY>KHO OTKYOa-TO
NOArpy3nTb



Dynamic linking
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Kak noarpy3mtb OUHAMUYECKYIO
6nénnoTeky?

Hy>XHO 3HaTb €€ UmA 3arpysntb eé B RAM

[(ne oHa HaxoouTcA MonyunTb agpeca yHKUUN,
KOTOpbIE B HEN OMNpeneneHbl
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YTO He xBaTaeT Hawemy buHapto?

Ectb komanga LC_LOAD_DYLIB NogcTaBuTb agpec aToro
(libSystem.B.dylib) cuMBONa B Haw 6uHapb

CumBon _printf (ocTanbHble He
MHTEPECYIOT)
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Let’'s do it



for command in allLoadSegmentCommands.filter({ !$@.segname.contains("__PAGEZERO") }) {
loaderActivity.verbose("Loading segment: \(command.segname)")
let segmentStartAddress = executable ? command.vmaddr - ©x100000000 : command.vmaddr
let segmentEditor = try virtualMemory.baseReader().child(startingAt: segmentStartAddress, size: command.vmsize)
for sectq i i

Pntation) Size: \(section.size)"

Ram - segmentEditor.realOffset, size: section.size)

Select file.

Open

let useFIXup
if useFixupChains {
let fixups = objectFile.getlLcChainedFixupsCommands()
ixups(fixups: fixup who m: vi alMemo aseVmAddress: Int(bi

<V> [Root] Started



113

Kakne ocobeHHOCTn y bnbnnotek

CywecTtyeT Shared Cache K Hum obpawtatotca App / Libs

[py3ATCA OOMH pas Moarpy>katoTcA “0CO6EHHbIM”
crnocobom



Own Library impl
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YT0 elwe MOXXHO genaTtb
MHTEPECHOro?

3HaeM MMA BbI3bIBAEMOU Mo>xem NnoaMeHUTb peannsauuto
YyHKLMN Ha CBOIO

3Haem agpec
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Hunyero He HanoMmmHaeT?

Objc @selector

SEL IMP



ObjcldeV; .
facingproblew
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Let’s do it [2]



void function_printf(char *xformat,...)

{

printf("MY PRINTF\n");

va_list args;
va_start(args, format);

vprintf(format, args);

va_end(args);

124



125

void xfunction_pointer = (voidx)function_printf;



10 va_start(args, format);
vprintf(format, args);

va_end(args);

Select file.

Open

Line: 10 Col: 28

<V> [Root] Started




Pe3ynbTaThl?

Mbl Hay4Ynnmncb 3anyckaTb
macOS npunoxeHne Ha macOS

f 24 RN
[ SA TR

A Kak xe i0OS?

127



Simple app



129

Kak BbIrnAOUT MUHUMASTbHOE
npunoxeHne onAa i0S?



SimpleApp
SimpleApp
3 SimpleAppApp
3 ContentView
Assets
Preview Content

SimpleApp 3 SimpleApp )

3 SimpleAppApp

SimpleApp ) SimpleApp ) 3 SimpleAppApp ) No Selection

import SwiftUI

@main
struct SimpleAppApp: App {
var body: some Scene {
WindowGroup {
ContentView()

iPhone 15 Pro

SimpleApp: Ready | Today at 18:00

Line: 11 Col: 1
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® Gl > SimpleApp SimpleApp ) [ iPhone 15 Pro

SimpleApp: Ready | Today at 18:00

A aQ A © g D B B < % Main (Base)

SimpleApp ) SimpleApp ) > Main ) X Main (Base) ) {@ View Controller Scene ) . View Controller ) [l View

SimpleApp !
SimpleApp v @ View Controller Scene
3 AppDelegate v @ View Controller
3 SceneDelegate v [l View
3 ViewController a SHB/A
First Responder
N o
X Main B Exit
=
(G Assets ® storyboard Entry Point
X LaunchScreen

E3 Info

+ (@ Filter




[} Il SimpleObjectivecApp SimpleObjectivecApp ), Any iOS Device (arm64) Build Succeeded | Yesterday at 00:57 A 1

B R QA F E] main b © @ ¢ 132

v SimpleObjectivecApp SimpleObjectivecApp ) SimpleObjectivecApp ) main ) No Selection

v & SimpleObjectivecApp #import <UIKit/UIKit.h>

AppDelegate #import "AppDelegate.h"
AppDelegate
SceneDelegate int main(int argc, char *x argv[]) {
SceneDelegate return 12345;
ViewController
ViewController

{ Main NSString * appDelegateClassName; Code will never be executed
Assets Qautoreleasepool {

X LaunchScreen // Setup code that might create autoreleased objects goes here.

&8 Info appDelegateClassName = NSStringFromClass([AppDelegate class]);
M main
}

return UIApplicationMain(argc, argv, nil, appDelegateClassName);

No Selection

Line: 16 Col: 1 | (&

messages may be missing. If this issue persists, try setting
IDEPreferLogStreaming=YES in the active scheme actions
environment variables.
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Y10 nonydmm, ecnm cobepem?

[MoNHOUEHHOE NpUoXeHne anA Ham onAa npoBepku xBatut
IOS (cTaBUTCA HA YCTPOWUCTBO U
3anyckaeTtcA)

He nenaet Hu4ero, Kpome Kak
BOo3BpawaeT 12345



Let’s do it [3]



int result = jumy _CodeSignature Folder
“ NSLog(@"result: B Base.lproj Folder
} B embedded.mobileprovision
B info.plist
B Pkginfo

en
@end [ SimpleObjectivecApp

<V> [Root] Started

Line: 11 Col: 1
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PesynbTaThbl

3anyck cocToAsncH Hy>xHO ByneT 3anmMnieMeHTUTb
“Koe-4To”

Mo>XHO nn 3anyckaTb YTO-TO
CNno>kHee?
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Koe-4yTo:

Foundation libSystem.dylib

libobjc.dylib UIKit



boHyC

3anyckaem macOS npunoxenue Ha iOS
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[Toyemy OomKHO paboTaTbh?

Becb ko nucanca Ha Swift / 3aBucmmMocTen HeT
Objective-C++/ C

Ul Ha SwiftUl



Let’s do it [4]



Select file.




Type Time Process Message

Subsystem: -- Category: -- -

S LSS
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CtatTucTtmka



144

CKONbKO HY>XHO NOPE30/1BUTL
CUMBOJIOB O1A 3arpy3ku libsystem?

] 752
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Ckonbko Hy>kHO RAM onAa 3arpy3ku
libsystem 1 3aBUCUMOCTEN LLETMKOM?

350 MB
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CKOMbKO 3aBUCUMOCTEN Y
npocTtenwiero bMHapHukKa?

40



CKONbKO 3aBUCUMOCTEN Y
npocTtenwiero bMHapHukKa?

libsystem_blocks.dylib
libsystem_darwin.dylib
libsystem_sim_pthread_host.dylib
libcommonCrypto.dylib
libcorecrypto.dylib
libsystem_info.dylib
libsystem_c.dylib
libsystem_containermanager.dylib
libsystem_sanitizers.dylib
libsystem_sim_kernel_host.dylib
libsystem_notify.dylib
libremovefile.dylib
libsystem_eligibility.dylib
libdyld.dylib
libsystem_sim_platform_host.dylib
libsystem_pthread.dylib
libsystem_featureflags.dylib
libmacho.dylib

libxpc.dylib
libsystem_sim_kernel.dylib
libsystem_coreservices.dylib
libdispatch.dylib
libsystem_asl.dylib
libcopyfile.dylib
libsystem_collections.dylib
libsystem_sim_platform.dylib
libsystem_networkextension.dylib
libsystem_dnssd.dylib
libsystem_m.dylib
libsystem_platform.dylib
libsystem_sandbox.dylib
libsystem_kernel.dylib
libcache.dylib
libsystem_configuration.dylib
libunwind.dylib
libsystem_trace.dylib

libsystem_malloc.dylib
libcompiler_rt.dylib
libsystem_sim_pthread.dylib
libSystem.B.dylib
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CKONbKO BpPpEMEHU 3arpy>kaeTcA
Hall GUHAPHUK?

10 cekyHf
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13 npukonos
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Integer

struct dyld_chained_import

{
uint32_t lib_ordinal : 8
weak_import : 1,
name_offset : 23



n_sect

struct nlist_64 {
union {

uint32_t n_strx; /% index into the string table x/

} n_un;

uint8_t n_type;
uint8_t n_sect;
uintl6_t n_desc;
uint64_t n_value;

/*x type flag, see below *x/

/* section number or NO_SECT x/

/* see <mach-o/stab.h> x/

/* value of this symbol (or stab offset) x/

151
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n_sect

The n_sect value in the nlist_64 struct refers to the 1-based index of the section within the
complete list of sections. The linker uses this index to locate the corresponding section by
counting through the sections in all segments.
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Fixups
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Fixups

OcTanoch TONIbKO apxXvBaLunio
npuaenarb...



struct dyld_chained_fixups_header

{

Fixups

uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t
uint32_t

fixups_version;
starts_offset;

imports_offset;
symbols_offset;
imports_count;

imports_format;
symbols_format;

//
//
//
//
//
//
//

0

offset of dyld_chained_starts_in_image in chain_data
offset of imports table in chain_data

offset of symbol strings in chain_data

number of imported symbol names

DYLD_CHAINED_IMPORT:*

® => uncompressed, 1 => zlib compressed
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NIToru
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NTorm

[MNnoTHO NO3HaAKOMWUIUCL C Hanucanu ceomn 3arpy3udmnk
Mach-O

Hayunnuce paboTtaTb € “cbipoin” HemHoro

namMmAaTbio NO3KCMNEPEMEHTMPOBAN C

NnogMeHOW peanusaymn



NTorm

Nokonanuck B ASM / C koge

Hayunnuce paboTtaTb C
nHcTpymeHtamun (Ghidra / LLDB /
Mach-O readers)

3anyctunm iOS app Ha macOS
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[TpoekT Ha Github



Cnacubo 3a
BHMaHue



