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@00 application.properties

spring.datasource.url=jdbc:postgresqgl: //\

D e ${PG_HOST:1localhost}:\
@ ${P6_PORT:5432}/${PG_DB:demo}
"YWl  spring.datasourcefusername=${PG_USER:demo} |

spring.datasourcej password ${PG PASS changeme}ﬁ

T === —




Ytro takoe PAM?

® some_project
L @ secrets
® credentials

B postgres
B redis
B rabbit

® tokens
L B some_external_api_token
® ssh_keys

L B on_prem_customer_1
P ssl




-
Uto Ttakoe PAM?

3a cyeTt yero bezonacHo?

TONbKO U3 BHYTPEHHEU ceTu
benble CMINCKU KIINEeHTCKUX aapecoB
CBOU TOKEH Ha KaXAylo rpynny ceKpeTos
TOKeH cBfi3aH C NpUIoXXeHuem
ToKeH BbigaeTtcsa nog noanucb
JIlornpoBaHue Bcex obpaileHun
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PamConfig.java
(0Bean

dataSource(

N3yuutb Koa

) Exception {
StaticUserCredentials credentials
= readCredentials(pamPath, pamSecret, pamToken):
DataSourceBuilder.create().url(jdbcUrl)
.username(credentials.username())
.password(credentials.password()).build();
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application-pam.properties

.db.secret.path=/path/to/secret/changeme
.db.secret.name=demo
.kKrontech.token=some_token
.krontech.client-id=${spring.application.name}




Llar 2

Spring boot starter

PamConfig.java

@EnableKrontech
@Profile("pam")
@Configuration toywmo craprep  VisyauTh KOR
public class PamConfig {
(0Bean
dataSource(..
KronTechClient kronTechClient) A
1




Llar 2

Spring boot starter

PamConfig.java
(0Bean

dataSource(

U3yuutb cTaptep U3yuutb Koa

) Exception {
StaticUserCredentials credentilals
= kronTechClient.read(pamPath, pamSecret);
DataSourceBuilder.create().url(jdbcUrl)
.username(credentials.username())
.password(credentials.password()).build();
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Spring boot starter
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@00 application.properties

spring.datasource.url=jdbc:postgresql://\
${PG_HOST:1localhost}:\
${PG_PORT:5432}/${PG_DB:demo}

——— = .  ——— e — — =—

‘ #prlng datasource.username=${PG_ USER: d emo}
Lsprlng datasource password ${PG PASS changeme})

= — = —

.




application-pam.properties

/ — e = e —— — -— —_— R e e e

- pam. db secret. path /path/to/secret/changeme
(pam.db.secret.name=demo

—— e ——— — — —_———
e —— —_—— _ = - — ——— S —

® | =some_token -
® . =${spring.application.name}
|

— ———— — —— e




pam.db.secret.path
pam.db.secret.name

spring.datasource.username
spring.datasource.passwonrd
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ApplicationContextlnitializer

application-pam.yaml

pam:
overrides:
db:
Keys:
user: spring.datasource.username
nass: spring.datasource.passwonrd
secret:
nath: /path/to/secret
name: db_credentials

O OO ~J O~ U1 N AW DN B




Lar 3

ApplicationContextlnitializer

22. public record PamProps(Map<String, Override> overrides, ..) 1

23. oublic record Override(Keys keys, Secret secret) A
24 }

25.

26. nublic record Secret(String name, String path) 7
27. F

28.

29. public record Keys(String user, String pass) 1

30. }

31, }F




Lar 3

ApplicationContextlnitializer

PamContextlnitializer.java

21. public class PamContextInitializer implements
22. AppllcatlonContextIn1t1a112eP<ConflguPableAppllcatlonContext>

—_—— =

— — == e-—\‘- —_—— e = ‘gm — —~—— — —_— -

25. 1 I
24 .

25. initialize(..) {

26.

27. }

28. }




Lar 3

ApplicationContextlnitializer

25. vold initialize(ConfigurableApplicationContext context) {

26. ConfigurableEnvironment env = context.getEnvironment();
27 .

28. if (lenv.matchesProfiles("pam")) return;

29.

30. PamProps pamProps = Binder.get(env)

31. .bind("pam", Bindable.of(PamProps.class))

32. .0orElseThrow(() — ApplicationContextException());
535.

45. }




Lar 3

ApplicationContextlnitializer

25. initialize( context) {
26.

27 . pamProps.overrides().forEach((item, override) — A
28. Secret secret = override.secret():

29 . Keys keys = override.keys():

30. StaticUserCredentials credentlials =

31. pamClient.read(secret.path(), secret.name());
32. env.getPropertySources().addFirst(

33. overrideProps(item, keys, credentials)):

34. });

45. }




lar 3

ApplicationContextlnitializer

MapPropertySource overrideProps(
String name,

Keys Kkeys,
StaticUserCredentials credentials

U3yunTb Koa

) 1

Map<String, Object> props = HashMap.newHashMap(2);
props.put(keys.user(), credentials.username());
props.put(keys.pass(), credentials.password());
return new MapPropertySource(name + "Props", props);
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ApplicationContextlnitializer

MDUKCUPOBAHHbIN KOO MOAMEHbDI MPONCOB
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NMpeteHaeHT N2 2

HashiCorp Vault

m
o

Open Source
HashiCorp XpaHUT pas3Hble TUnbl AaHHbIX

3. TpaH3UTHbLIN cepBUC LWWNPPOBAHUA U
V Vault

noannCaHmnAa NaHHbLIX

N

4. EcTb opHamMmuuyeckue cekpeTtbl
5. CLIn WEB pna HacTpoukn
6. APl onga nHterpauuum
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Kak o6buwarbca?
Spring Cloud Vault

HashiCorp

VVauIt

Hawe
NPUIOKEHUe

Spring Cloud
Vault Config




Kak obwarbca?

Spring Cloud Vault

spring-cloud-starter

spring-cloud-starter-vault-config




Kak obwarbca?

Spring Cloud Vault

spring-cloud-vualt-config-database

spring-data-keyvalue




Kak obwarbca?

Spring Cloud Vault

${VAULT_HOST:http://localhost:8200%
TOKEN
${vault.app-token}

- vault://
- vault: //secret/${spring.application.name}




Kak o6bwarbca?

Spring Cloud Vault

${VAULT_HOST:http://localhost:8200}
TOKEN

${vault.app-tokent}
database:

enabled: true

role: ${spring.application.name}
packend: database

- vault://
- vault://secret/${spring.application.name}

- U



Porauua kpepnos

Spring Cloud Vault

(evt SecretLeaseExpiredEvent lee) {
configDataContextRefresher.refresh();




Porauua kpenos

Spring Cloud Vault

ORefreshScope




Porauua kpenos

Spring Cloud Vault

N3yuutb Koa

-0: Starting JPointDemoApplication v@.0.1-vault-sandbox using Java 25 with PID 1 (demo.jar ..
INFO: The following 1 profile 1s active: "vault"

INFO: Bootstrapping Spring Data Vault repositories in DEFAULT mode.

INFO: Finished Spring Data repository scanning 1n 51 ms. Found 1 Vault repository interface.
INFO: Root WebApplicationContext: i1nitialization completed 1n 2562 ms

INFO: Creating DataSource with user: v-token-jpoint-d-78a0x5ZFPZ8HaE1RwWOEA-1775552356

INFO: Secret loaded: this!is*my#secret@from~vault

INFO: Started JpointDemoApplication in 6.876 seconds (process running for 8.035)
INFO: HikariPool-1 - Starting..

INFO: HikariPool-1 - Added connection org.postgresql.jdbc.PgConnection@2d4bchéf
INFO: HikariPool-1 - Start completed.

INFO: Lease expired! Event: SecretlLeaseExpiredEvent. Context refreshed!

INFO: HikariPool-1 - Shutdown 1nitiated...
INFO: HikariPool-1 - Shutdown completed.
INFO: Creating DataSource with user: v-token-jpoint-d-pjmlsCMzNK1rz9VBShDx-1775552396

INFO: HikariPool-2 - Starting..
INFO: HikariPool-2 - Added connection org.postgresqgl.jdbc.PgConnection@8b%eb7cd
INFO: HikariPool-2 - Start completed.

- U
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A MUHYycCHbI
6yayr?

Open Source

CO)XHOCTb HAaCTPOUKM

He Bcerga npuMeHMbl Bce MeXaHu3Mbl 3allUThI
Hy)XeH KnacTtep

ABTOMaTU4yeckKkas porauus KpeaoB
UMeeT CBOU HIOAQHCbI






Hy>xHbI cekpeTtbl?

Cxoaoun 3a HUMu cam!

NnPUIoXeHue
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é HashiCorp
— W Vault

Spring Cloud
Vault Config




SecretsProvider<T>

interface
ApplicationContextInitializer

@RefreshScope




Spring Cloud Vault HashiCorp Vault

https://gitverse.ru/realimp/JPoint demo-2026
https:

https://developer.hashicorp.com/vault/docs



https://gitverse.ru/realimp/JPoint_demo-2026
https://gitverse.ru/realimp/JPoint_demo-2026-spring-starter
https://docs.spring.io/spring-cloud-vault/reference/index.html
https://developer.hashicorp.com/vault/docs

