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[laTTepHbl ANA peLueHuUs

reverse proxy

ObpaTHbIN NPOKCH

—)

: BFF
Gateway (backend for frontend)

API-wnto3 bekeHa ana GpoOHTEHN,

10



[laTTepHbl ANA peLueHuUs

reverse proxy

ObpaTHbIN NPOKCH

YaCTHbIU
Cy4yau

—)

Gateway

APIl-wno3

YaCTHbIN
CAy4yau

—)

BFF

(backend for frontend)

bekeHa Ana ppoHTEHA
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[laTTepHbl ANA peweHUA

reverse proxy

* TLS TepmunHaumAa

(HTTPS => HTTP)
6anaHCMPOBKaA
KewunpoBaHue

cxatue

OrpaHNYEeHnEe CKOPOCTH
MapLIpyTU3aLUnA
HabnoaaemocTb

npoTtoKkonbl gRPC,
WebSocket

YaCTHbIW
c/y4yau

API

CEIWVEL,

aBTOPM3aLMA 3aNpPocoB
napameTpuyeckas
MapLIpyTU3aLmA
NpoBepKa COAEPHKMMOro
TpaHchopmauma
3anpocos/oTBeTOB
NPUKNaaHasA
HabnoaaemocTb

YaCTHbIW
cy4yau

BFF
(backend for frontend)

* aBTOPM3aLMA NONb30BATENS
* dopmunposBaHue API

N1 KOHKPETHOr o KAMEHTa
* arperauusa 3anpocos
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CywecTtsyouwme peweHna s mupe .NET

ProxyKit

Microsoft YARP

(Yet Another Reverse Proxy)
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CywecTtsyouwme peweHna s mupe .NET

ProxyKit

e
o
O 0 0

Pa3paboTKka npeKpalleHa
B ntone 2021 roaa

Microsoft YARP

(Yet Another Reverse Proxy)
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Ocelot

Open Source pelweHue, pa3suBatouleeca ¢ 2016 roaa
[Mo3numoHupyeTt ceba HenocpeacTBeHHO KaKk APl Gateway
[MpeactasnseTt n3 ceba Habop BUBANOTEK M paclMpeHNI
BcTpanBaeTtca B npunoxkeHne ASP.NET

middleware, BbiICTpOEHHbIE B onpeae/siEHHOM nopsagke
Peannsyet cobCcTBEHHYIO MapLLUPYTU3ALUIO
Noanepxunsaet WebSocket

[logaep*KKa arperaunm 3anpocos

NopneprKKa AMHAMUNYECKON KOHPUrypaumm

[loaneprKKa Service Discovery
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https://github.com/ThreeMammals/Ocelot

* https://github.com/microsoft/reverse-proxy

* Open Source peweHune ot Microsoft, pa3suBatoLleecs C
2020 rona

* Mo3nuymoHupyet ceba Kak Reverse Proxy (level 7 HTTP
proxy)

* MpeacTtasnseT n3 ceba bUbANOTEKY, BCTPAaNBAEMYIO B
ASP.NET, Kak endpoints

* WHTterpupyetca B mapwpytmsauymio ASP.NET

* Moaneprxnsaet WebSocket, gRPC 1 npamyto noTokoByto
nepeagpecaumnto 3anpocos

© MimeeT AeKNnapaTUBHYIO PaclUIMPAEMOCTb
* [MonHaa nogaepKKa ANHAMNYECKON KOHPUrypaLumm
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https://github.com/microsoft/reverse-proxy

OrpaHU4YeHUA U MUHYCDI
Ocelot

<

HeT noaaep*Kn gRPC

[Mpu onpeaeneHnmn mappyTos TpebyeTca MHOITOKPaTHO
VKa3blBaTb agpeca cepsucosB (Downstream™**)

N30bITOYHaA KoHUrypauma (ocelot.json)

BO3MOXKHOCTM paclInMpAOTCA KOMMOHEHTAMM
(nnarmHamu), otaenbHo ot ASP.NET

He npegoctaBaaeT NpAMYIO MOTOKOBYIO Nepeagpecauunio
HeT noaaep*XKM KpynHOro BeHA0pa
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OrpaHU4YeHUA U MUHYCDI
YARP

HeT noaaepXKn arperaumm 3anpocos
HeT npamoun noaaepku Service Discovery
[10CTaTOYHO MOI0A0UN NPOEKT

21



CpaBHeHuUue YARP vs Ocelot

BO3MOXHOCTDL

[MBKaa mapLlpyTm3auma 3anpocos

[NopaepKa asTopmsaumm, CORS

OrpaHu4yeHmne CKOpPOCTH

banaHCcKUpOBKa

NoppepxKa gRPC u noToKOBOU Nnepeagpecauum
Arperauyua 3anpocos

MOHUTOPUHT U TPACCUPOBKA

[IMHammnyecKaa KoOHPUrypauus

PaspeneHune KoHPUrypaumm maplipytos MU Ha3HauyeHus
NoppepxKka BeHAopa (Microsoft)

Ocelot
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Haw BblboOp
YARP

Microsoft YARP

(Yet Another Reverse Proxy)




Cyero HayaTb?

Co3aatb nycton npoeKT ASP.NET

dotnet new web -n MyProxy -f net8.0

[TogKntounTb Naket Yarp.ReverseProxy

<ltemGroup>
<PackageReference Include= Version= />
</ltemGroup>

3aperncTtpupoBaTtb cepsnc n nobasuTb B pipeline 06paboTKM 3anpocos:

var builder = WebApplication.CreateBuilder(args);

builder.Services
AddReverseProxy()
.LoadFromConfig(builder.Configuration.GetSection("ReverseProxy"));

var app = builder.Build();

app.MapReverseProxy();

app.Run();
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Cyero HayaTb?

{
"ReverseProxy": {
"Routes": {
"routel": {
"Clusterld": "cluster1”,
MuHMManbHaa KOHGUrypaumsa Vrch
B appset“ngs.json }"Path": "{**catch-all}"
}
b
B naHHOM Npumepe, BCe npuLlelime 3anpochl "Clusters™: {
6yayT nepeaapecoBaHbl Ha cepeep fl[;’;’zjirnlat:ic{ms,,. {
https://some.backend.ru/ Kak ecTb, 6e3 "destinationl": {
M3IMEHEeHUMN. "Address": "https://some.backend.ru/"
}
}
}
}
}
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https://some.backend.ru/

MpuHuun pabotbl YARP

HTTP
request

Kestrel

middlewares

Routing
UseRouting()

Authentication
UseAuthentication()

Authorization
UseAuthorization()

RatelLimiter
UseRateLimiter()

Endpoints
UseEndpoints()

endpoints

Reverse Proxy
MapReverseProxy ()

inner
middleware

.. Apyrmne endpoints

HTTP
response
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MpuHuun pabotbl YARP

middlewares

HTTP a
request Routing

UseRouting()

Kestrel L
Authentication

UseAuthentication()

Authorization

MapuwpyTtbl YARP : .
UseAuthorization()

obpabaTbIBatOTCA BMECTE C
OCTa/IbHbIMU MAPLUPYTaMMU

ASP.NET -
RateLimiter

UseRateLimiter()

Endpoints
UseEndpoints()

endpoints

Reverse Proxy
MapReverseProxy ()

inner
middleware

.. Apyrmne endpoints

HTTP
response
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MpuHuun pabotbl YARP

middlewares

HTTP a
request Routing

UseRouting()

Kestrel L
Authentication

UseAuthentication()

Authorization

MapuwpyTtbl YARP : .
UseAuthorization()

obpabaTbIBatOTCA BMECTE C
OCTa/IbHbIMU MAPLUPYTaMMU

ASP.NET o
RateLimiter
UseRateLimiter()
/ Endpoints
Hukakmne middleware He .
UseEndpoints()
nobasndatoTcA

endpoints

Reverse Proxy
MapReverseProxy ()

inner
middleware

.. Apyrmne endpoints

HTTP
response

28



MpuHuun pabotbl YARP

middlewares

HTTP a
request Routing

UseRouting()

Kestrel L
Authentication

UseAuthentication()

Authorization

MapuwpyTtbl YARP : .
UseAuthorization()

obpabaTbIBatOTCA BMECTE C
OCTa/IbHbIMU MAPLUPYTaMMU

ASP.NET o
RateLimiter
UseRateLimiter()
/ Endpoints
Hukakmne middleware He .
UseEndpoints()
nobasndatoTcA

<

na scex mapwpyrtos YARP

endpoints PErncTpMpyeTca KoHeYHas
TOYKa ANA BbINONHEHMSA

nepeagpecaumu

Reverse Proxy
MapReverseProxy ()

o HacTpaunBaeTcs
inner = — nacm !

: BNOXeHHbIN pipeline
middleware 06paboTKM 3anpoca

.. Apyrmne endpoints

HTTP
response
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CtpyKktypa KoHdurypaumu YARP

Routes { } Clusters { }

Route { } Clusterld Cluster { }

key = Routeld key = Clusterld

MapuwpyTbl onpeaensior:. Knacrepa onpegenator:
* MpaBuaa CONOCTaB/1eHUA * KOHe4YHble aapeca
* TpaHCcPopmaummn * NONNTUKM BblOOpa aapeca
e 6e30MaCHOCTb: — gposepKa AOCTYNHOCTU
~ asTopusauna, CORS - naﬂi:f'lgﬁ)-l?/zfeccmﬁ
— KellnpoBaHue P
— OrpaHnYeHune CKopocCcTu * HACTPOMKMN NCXOAALLMX 3aNPOCOB

— pa3mep 3anpoca




CtpyKktypa KoHdurypaumu YARP

Clusterld

*




CtpyKktypa KoHdurypaumu YARP

Routes { }

Clusters { }

* X

Clusterlc

Route {} Cluster { }

*

NS

~ MwuHumanbHO
Tpebyemble

napameTpbl

key = Routeld key = Clusterld

Destinations { }

Destination
key: Destinationld
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Cxema nepeapgpecauunm 3anpoca )

HTTP [ToncK BbinonHeHUe NOANTUK
request Nno npasnaam 6be3onacHOCTU B

Bbibop COr/1IacHO BbinonHeHMe
NOAUTUKAM TpaHCPOpPMaLMN 3aNpoca
7 B

OTb60p AOCTYMHbIX
B HAMAEHHOM

[lepeagpecaumna Ha [TonydyeHune HTTP BbinonHeHuUe
BblIOPAHHbIN OTBeTa TpaHCPOpPMaLMM OTBETA
yepes oT B

HTTP
response
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ConocrtaBneHne mapLupyra

[TapameTpbl conoctasneHna B cekummn Match:

D

dbyHOAaMEHTa/IbHbIN MEeXaHU3M MapLLUPYTU3aLLNM

* Path — wabnoH mapwpyTta, Mcnonb3lyeTcs

ASP.NET, cm. https://learn.microsoft.com/en-

US/aspnet/core/fundamentals/routing

* Hosts — no cnUCKy pa3pelleHHbIX XOCTOB
(3aronosok HOST)

* Headers — no cnnUcKy 3aron10BKOB

* QueryParameters — no napameTpam B CTPOKe 3anpoca

"ReverseProxy": {
"Routes": {
"route 1":{
"Clusterld": "cluster 1",
"Match": {

"Path": "/something/{**catch-all}",
"Hosts": [ "www.aaaaa.com"”, "www.bbbbb.com:8080" ],
"Methods": [ "GET", "PUT" ],
"Headers": [
{
"Name": "MyCustomHeader",
"Values": [ "valuel”, "value2", "another value" |,
// "HeaderPrefix", "Exists", "Contains", "NotContains", "NotExists"
"Mode": "ExactHeader",
"IsCaseSensitive": true

}
]l
"QueryParameters": |
{
"Name": "MyQueryParameter",
"Values": [ "valuel”, "value2"”, "another value" ],
// "Prefix", "Exists" , "Contains", "NotContains"
"Mode": "Exact",
"IsCaseSensitive": true

}
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https://learn.microsoft.com/en-US/aspnet/core/fundamentals/routing
https://learn.microsoft.com/en-US/aspnet/core/fundamentals/routing

PacwupeHue mapwipyrmsaumm

Yto penartb, ecan npaBun He XxBataer?
[Monpobynte mexaHn3m orpaHn4yeHmnin: route constraints!

https://learn.microsoft.com/en-us/aspnet/core/fundamentals/routing

route-constraints

OrpaHMYeHue mapLipyTta — 3To npoctaa GyHKLUA
[leknapaTuBHO yKa3biBaeTcs B LLAOIOHe Yepes3 ABOeTo4UME

[Route("users/{id:min(1)}")]
public User GetUserByld(int id)

{...}
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https://learn.microsoft.com/en-us/aspnet/core/fundamentals/routing#route-constraints

[Mpumep: UCKAKOYEHME MapPLUPYTa

R —

Kpome

o

{

"ReverseProxy": {
"Routes": {
"route_1":{
"Clusterld": "cluster_1",
"Match": {
"Path": "/{**catch-all}"

}

KaK caenatb?
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[Mpumep: UCKAKOYEHME MapPLUPYTa

constraint parameter

Kpome r N
: '/ *catch-allignore(bo/)}"
/bo/ (spa) w J o
{
{ ) . "ReverseProxy": {
I};\;e;sell?rc{)xy :{ "Routes": {
utes . "rOUte_].":{
oue (- B Cluciend: custer 1,
u . u I "M h'
"Match™: { "Paeﬁ\": "{/{**catch-all:ignore(bo/)}"
"Path": "/{**catch-all}" }

}
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Mpumep: NCKNOUYEHME MmapLupyTa <

lgnoreRouteConstraint.cs Program.cs

internal class IgnoreRouteConstraint(string pathPrefix) var builder = WebApplication.CreateBuilder(args);

: IRouteConstraint , , _ _ .
{ builder.Services.Configure<RouteOptions>(options =>

{
options.ConstraintMap.Add("ignore", typeof(lgnoreRouteConstraint));

1;

public bool Match(HttpContext? httpContext,
IRouter? route,
string routeKey,
RouteValueDictionary values,
RouteDirection routeDirection)

if (values.TryGetValue(routeKey, out var routeValue) MMmA orpaHuyeHus
&& routeValue is string routeStringValue)

{
if (routeStringValue.StartsWith(pathPrefix,

StringComparison.OrdinallgnoreCase)) return false;
} Tun, peannsyowmnm

return true; OrpaHWHEHNE
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CTaHAaQpTHbIe OrpaHNYeHUA MapLUpPYTa

{id:int} {filename: (8)}

{active: J {filename: (12)}

{dob: ! {filename: (8,16)}

{price: ! {age:min(18)}

{weight: J {age: (120)}

{weight: ! {age: (18,120)}

{id: ! {name: }

{ticks:long} {ssn: (M\\A{{3}-\\d{{2}}-\\d{{4}}5)}
{username: (4)} {name: }

Mo»HO KombuHuposaTtb => "users/{id:int:min(1)}"


https://learn.microsoft.com/en-us/aspnet/core/fundamentals/routing#route-constraints

PacwumpeHue mapLipytmsauumm

A ecnn NpaBuUNO C OMEeHb CZI0XKHOU NPOrpPamMmmMmHON NOTMKOU?
MOHO BOCNO/Ib30BaTbLCA TPHOKOM:

Peannsyem cobcrseHHbIM middleware, KoTopbin peructpumpyerca

[10 BbizoBa UseRouting()

BbinonHaeTca Heobxoammasn NOrmKa

K cnmncKy 3aronoBKoB 3anpoca AobasnaeTcs cneumnasnbHbi 3aroJI0BOK

B npaBuaax mapLupyTn3aLmm UCNoab3yeTca CONOCTaBAeHUE No
3aro/I0BKY

P.S. CAoXKHbIX NpaBua mapLlipyTusaumm ayye nsberatb ©
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be3onacHOCTb
mobile
app
Internet
Users

web app

DMZ

API

API

API

API

Service 1

Service 2

Service_3

Service 4
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be3onacHoOCTb

Users

mobile
app

Internet

web app

DMZ

CornacoBaHHble NOUTUKU
6e30nacHOCTU:

* ABTOpM3aumAa

* CORS

* OrpaHnyeHue CKoOpoCTH

* OrpaHnyeHune pasmepa
3anpocCoB

ABTOpPU30BaHHbIE,
NpoOBepPeHHbIe
3anpochl

API

API

API

API

Service 1

Service 2

Service_3

Service 4
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be3onacHoOCTb

Mcnonb3yroTca MHTerpmupoBaHHble mexXxaHn3ambl ASP.NET
3a4al0TCA B KAXXA0M MmapLuipyTre:

{
"ReverseProxy": {
"Routes": {
"route 1":{
"Clusterld": "cluster 1",
NMonntuka aBTOpU3auUn "AuthorizationPolicy": "AuthPolicy 1",
"CorsPolicy": "CorsPolicy 1",
MonnTtnka CORS "RateLimiterPolicy": "RatePolicy 1",
[TonnTtnKa Rate Limiter "MaxRequestBodySize": 1000000,
"Match": {
OrpaHuyeHune pasmepa "path": "/api/{**catch-all}"
}
}

}
CamMun NOJIMTUKMU HACTPanNBAKOTCA

nporpammHbim ob6pa3om



be3onacHoOCTb

Mcnonb3yroTca MHTerpmupoBaHHble mexXxaHn3ambl ASP.NET

3a4al0TCA B KAXXA0M MmapLuipyTre: {

"ReverseProxy": {
"Routes": {
"route 1":{
"Clusterld": "cluster_1",

[TonnTnKa aBTOopU3aLmmn "AuthorizationPolicy™: "AuthPolicy_1",

Nonutka CORS o

[TonnTnKa Rate Limiter "Max
OrpaHuyeHune pasmepa

J
J
b

CamMun NOJIMTUKMU HACTPanNBAKOTCA
nporpammHbim ob6pa3om

Policy”: "CorsPolicy 1",

RequestBodySize": 1000000,

"Match": {
"Path": "/api/{**catch-all}"

LimiterPolicy": "RatePolicy 1",



be3onacHoOCTb

Mcnonb3yroTca MHTerpmupoBaHHble mexXxaHn3ambl ASP.NET

3a4al0TCA B KAXXA0M MmapLuipyTre: {

"ReverseProxy": {
"Routes": {
"route 1":{
"Clusterld": "cluster_1",

[TonnTnKa aBTOopU3aLmmn "AuthorizationPolicy™: "AuthPolicy_1",

"Cors
[Noantnka CORS "Rate

[Monntnka Rate Limiter "Max
OrpaHuyeHune pasmepa

J
J
b

CamMun NOJIMTUKMU HACTPanNBAKOTCA
nporpammHbim ob6pa3om

Policy”: "CorsPolicy 1",

RequestBodySize": 1000000,

"Match": {
"Path": "/api/{**catch-all}"

LimiterPolicy": "RatePolicy 1",



be3onacHoOCTb

Mcnonb3yroTca MHTerpmupoBaHHble mexXxaHn3ambl ASP.NET

3a4al0TCA B KAXXA0M MmapLuipyTre: {

"ReverseProxy": {
"Routes": {
"route 1":{
"Clusterld": "cluster_1",

[TonnTnKa aBTOopU3aLmmn "AuthorizationPolicy™: "AuthPolicy_1",

"CorsPolicy": "CorsPolicy 1",
MonnTtnka CORS "RateLimiterPolicy": "RatePolicy 1",

[TonntnkKa Rate Limiter "MaxRequestBodySize": 1000000,

"Match": {
OrpaHuueHne pasmepa "Path": "/api/{**catch-all}"
J
J

b

CamMun NOJIMTUKMU HACTPanNBAKOTCA
nporpammHbim ob6pa3om



AyTeHTUPUKaLUMA U aBTOpU3aLUA

HacTtponka cxembl ayTeHTUOMKaumm (Hanpumep, JwtBearer)

builder.Services

AddAuthentication(JwtBearerDefaults.AuthenticationScheme)

AddJwtBearer(options =>

{

options.TokenValidationParameters =
new TokenValidationParameters

{

Vali
Vali
Vali
Vali
IssuerSigningKey = new JsonWebKey("...json web key...")

1;

1C
1C
1C

1C

atelssuer = true,

Issuer = "http://sso.company.ru/",
atelLifetime = true,
atelssuerSigningKey = true,

* pekomeHayeTca Ncnoib3oBaTb

IssuerSigningKeyResolver n JWKS cepBep

HacTpolKka nonnTmMK aBTopusaumnm

builder.Services
AddAuthorization(options => options
AddPolicy("AuthPolicy 1",
policy => policy

AddAuthenticationSchemes(
JwtBearerDefaults.AuthenticationScheme)
.RequireAuthenticatedUser()
.RequireRole("client_api")));

ObAa3aTtenbHO BKAOYaeMm B pipeline

app.UseAuthentication();
app.UseAuthorization();

app.MapReverseProxy();
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Cxembl aBTOpU3aL UMK

OpenlD Connect / OAuth2 / JWT Bearer

Client

authorize
Gateway
Proxy

JWT, set cookie,..

API

callback redirect

get token
SSO

JWT, cookie,..

resolve
keys

ABTOpPUN30BaHHbIE 3aNpocChl
NepeHOoCAT 3aroJIOBKM Ha LeneBou
cepBep, MO3TOMY MOTyT ObITb
npoBepeHbl NOBTOPHO

Service_1

Service_2

JWKS
server
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Cxembl aBTOpPU3aLLUN

Client Certificates

Client API

TLS with client cert Gateway Service 1
OroXy Header:

HNokymeHTaumAa ASP.NET:
https://learn.microsoft.com/en-us/aspnet/core/security

X-Client-Cert

3aaaétca ¢ nomolulbto TpaHcdopmaumm ClientCert
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https://learn.microsoft.com/en-us/aspnet/core/security

Cors <
Cross-Origin Requests

Hactpouka noantuk CORS Bkatouaem B pipeline, a To He 3apaboTaeTt

builder.Services
AddCors(options =>
{ app.UseCors();
options
AddPolicy("CorsPolicy 1", policy =>
policy.WithOrigins(
"cdn-1.company.ru”, "cdn-2.company.ru"));

app.MapReverseProxy();

1;

Ucnonb3oBaHue NOZIUTUKU NO YMOTYAHULIO Tenepb 3Ta NOANTUKA byaeT NCNO/Ib30BaTbCH

NN BCEX 3anpocoB
builder.Services

AddCors(options =>
{

options.DefaultPolicyName = "CorsPolicy_1";

1);

NogpobHen npo CORS:
https://learn.microsoft.com/en-us/aspnet/core/security/cors gl



https://learn.microsoft.com/en-us/aspnet/core/security/cors

OrpaHnyeHue cKopocTu (TPOTTIUHT)

HacTponKa noAnTUK orpaHU4YEeHUA CKOPOCTH Bkntoyaem B pipeline, a To He 3apaboTaer

, , o , app.UseRatelLimiter();
builder.Services.AddRateLimiter(options =>

{ . . . . . app.MapReverseProxy();
options.AddFixedWindowLimiter("RatePolicy 1", opt =>
! opt.PermitLimit = 4; * [1nAa yCTAaHOBKW OrpaHMYeHNA Ha BCe
opt.Window = TimeSpan.FromSeconds(12); 3anpocbl HYXKHO 3a4aTb 3Ha4YeHNE
opt.QueueProcessingOrder = options.GlobalLimiter
QueueProcessingOrder.OldestFirst;
opt.Queuelimit = 2;
H;
}); U3beraiTe rnobanbHbiX orpaHuyeHui!

MoapobHaa AOKYyMeHTauuA:
https://learn.microsoft.com/en-us/aspnet/core/performance/rate-limit

PekomeHAayto BbicTynaeHue EBreHmsa MNMewkoBa « AMTTOPUTMbI TPOTTZIMHIA 3aNPOCOBY


https://learn.microsoft.com/en-us/aspnet/core/performance/rate-limit

TpaHcdopmaLuma MmapLUpPyTOB

Bo3MOXXHOCTb AeKNapaTUBHO M3MEHATb 3aNpocC, KOTOPbIM
nepeaapecyeTcs, U OTBET, BO3BpaLlaemMbln oT bekeHAaa:

NyTb 3anpoca
COCTaB 3aro/10BKOB

napameTpbl CTPOKU 3anpoca

3HayeHune 3aronoska HOST

TeN10 3anpoca U OTBeTa

bopMMpPOBaHME CrieLMaNbHbIX 3aroJIoBKOB (cepTuduKar
KnueHTta, X-Forwarded-* u ap.)

Habop AOCTYNHbIX TPaHCPOPMALMN MOXHKHO PacCLLUMNPATL
nporpammHbiMm ob6pa3om.

"ReverseProxy": {
"Routes": {
"route_1": {
"Clusterld": "cluster_1",
"Match": {
"Hosts": [ "my.company.ru” ]
9
"Transforms": [
{"PathPrefix": "/api" },
{
"RequestHeader": "header_1",
"Append": "bar",
"When": "Always"

I
{ "ClientCert": "X-Client-Cert" },

{ "RequestHeadersCopy": "true" },

{ "RequestHeaderOriginalHost": "true" }
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Mpumep: UameHeHne nyteun B Swagger

EcTb }xenaHne obbeagnHUTL BCe Swagger Ha OAHY CTPaHULY
[1pn nepeaapecaunn, Nyt ANA KaXX40ro cepBmca MeHATCA:
/api/svc-1/{**catch-all} => /api/{**catch-all}

[TpocToe npokcmpoBaHMe swagger.json pabortaTtb He byaeT
Hy»XHO nobuTbCA, UTOO pPaboTano BOT TaK:

@ swagger

Service-2 API
Service-3 AP
Service-4 AP

Service 19

.'||'- . |
L o o

L
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Mpumep: usmeHeHue nyten B Swagger <

{
"ReverseProxy": {
[lob6aBnAem CCbIZIKM Ha Swagger-40KYMEHTbI KaXKa0ro cepBuca "Routes": {
"route 1":{
"Clusterld": "cluster 1",
app.UseSwaggerUl(c => "Match": {

{ "Path": "/api/svc-1/{**catch-all}"
c.SwaggerEndpoint("/swagger/svc-1/swagger.json", "Service-1 API"); L
c.SwaggerEndpoint("/swagger/svc-2/swagger.json", "Service-2 API"); "Transforms": [
c.SwaggerEndpoint("/swagger/svc-3/swagger.json", "Service-3 API"); { "PathPattern™: "/api/{**catch-all}" }
c.SwaggerEndpoint("/swagger/svc-4/swagger.json", "Service-4 API"); ]

1; L
"route 1 swagger": {
"Clusterld": "cluster 1",
"Match": {

Pernctpupyem ABa maplLipyTa ANA cepBuUca: "Path": "/swagger/svc-1/swagger.json"
1. poctyn K API I

2. JOCTYN K JOKYMEHTY swagger “Transforms™: |
{"PathSet": "/swagger/vl/swagger.json" },

{ "Swagger": "svc-1" }
]

Bynem genatb cobcTBEHHYIO TPAHCPOPMALUIO }
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Mpumep: UameHeHne nyteun B Swagger

internal class SwaggerTransformFactory : ITransformFactory

{

public bool Validate(
TransformRouteValidationContext context,
IReadOnlyDictionary<string, string> transformValues)

if (ItransformValues.TryGetValue("Swagger", out var value)) return false;
if (string.IsNullOrEmpty(value))
context.Errors.Add(
new ArgumentException("A non-empty Swagger transform value is required"));
return true;

J

public bool Build(
TransformBuilderContext context,
IReadOnlyDictionary<string, string> transformValues)
{
if (ItransformValues.TryGetValue("Swagger", out var value)) return false;
if (string.IsNullOrEmpty(value))
throw new ArgumentException("A non-empity"Swagger value is required");
context.AddResponseTransform(async ctx
=> await TransformSwaggerLinks(ctx, value));
return true;

Co3aaém HOoBYIO PabpuUKy
TpaHchHopMaLUUU

TpaHchopmaumsa
nobasnaeTca 3gechb

Halwa peannsaumna
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Mpumep: UameHeHne nyteun B Swagger

Peannsauua tpaHchopmaumm Tena oreera:

private static async ValueTask TransformSwaggerLinks(
ResponseTransformContext context,
string value)

if (context.ProxyResponse is null) return;

var ct = context.HttpContext.RequestAborted;
context.SuppressResponseBody = true;

var body = await context.ProxyResponse.Content

.ReadAsStringAsync(ct);

// HYHCHO USMEHUMb CCbIIKU 8HYMpPU OOKYMEHMa HA rpoKcupyemMole
var newBody = body.Replace("/api/", S"/api/{value}/");
var length = Encoding.UTF8.GetByteCount(newBody);

context.HttpContext.Response.Headers.ContentLength = length;
await context.HttpContext.Response
WriteAsync(newBody, Encoding.UTFS8, ct);

Perncrpauua rpaHchpopmauum:

builder.Services
AddReverseProxy()
.LoadFromConfig(builder.Configuration
.GetSection("ReverseProxy"))
AddTransformFactory<SwaggerTransformFactory>();

[loaasaAaem BbiIBOA MCXOAHOIO
OTBeTa

BblunTbliBaem OTBET ANA
06paboTKuU

Ob6a3aTenbHo!
[lepe3anuncbiBaem HOBbIN
pa3mep coAepHMMOro

3anucbiBaem coaeprnmoe
M3MEHEHHOro OTBeTa
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[MpoBepKa AOCTYNHOCTMU (health check) <

[1Ba peXmnma npoBepKU AOCTYNHOCTMU:
AKTUBHbIN
[TaCcCUBHbIN

Cluster

N3 KOPOOKM AOCTYMHbI NOJIUTUKM:

Destinations "ConsecutiveFailures" — akTuBHas
"TransportFailureRate” — naccMHanA

B aKTUBHOM peXKnme nNpoBepKa OCyLecTBaseTca

destination 1 destination 2 destination 3
nepnoanyecku
B naccMBHOM BefeTca yYeT ycrnexoB N Heyaay npu
Address nepeagpecaumm 3anpocoB Ha yKa3aHHbIl71 agpec
Health app.MapReverseProxy(p =>

{
p.UseLoadBalancing();

p.UsePassiveHealthChecks();
ok
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[lpoBepKa AOCTYNHOCTMU (health check) )
{

"ReverseProxy": {
"Clusters": {

\"c uster_1": {
"LoadBalancingPolicy": "RoundRobin",

LoadBalancingPolicy

N FirStAlphabEtical "Destinations": {
* Random "cluster_1/destination_1": {
- PowerOfTwoChoices "Address": "https://serv-1.host.ru:10000/"
(default) b
- RoundRobin "cluster _1/destination_2": {
"Address": "https://serv-2.host.ru:10010/"

* LeastRequests

b

"cluster _1/destination_3": {
"Address": "https://serv-3.host.ru:10000/"

destination_1 }
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N3BeCTHble NoABOAHbIE KAMHMU <

Ctporoe cnepgoBaHue HTTP-ctaHaapTam
OwmnbKm 502

 Koguposka UTF-8 B 3aronoskax (Cookie)
* He yKka3aHO orpaHMyeHue Ha pa3mep coaepKMMOro
* [lpepbiBaHUE coeAMHEHMA MO UHNLMNATUBE KIUEHTA

He bydepmn3npytoTcsa 3anpocbl N0 YMOAYaHUIO
PasmelleHune B docker-koHTeMHepax

 MoHTMpoOBaHMe adpemepHOro Toma ana BpemeHHbIX dannos B /tmp

* HacTpoWKa KyabTypbl
Ownbkn 504 n ynpasieHne Tammaytamm
OTaenbHbIV NOPT 4219 BbIBOAA METOA0B NPOBEPKU
NOCTYNHOCTH, coopa meTpuk (Prometheus)

//



Hactpounka HttpClient

OrpaHu4YnTbL BEepCcUn ncnosiblyemsblx TLS

OTKNOUYNTb NPOBEPKY CEPTUPMKATA
npu yctaHoske HTTPS coeanHeHuUA
(onacHo! He aenanTe Tak!)

OrpaHM4YnUTb MaKCUMaNbHOE KO/IMYEeCTBO COeANHEHUN

Paspewntb UTF-8 B 3aronoBKax 3anpocoB 1 OTBETOB
(0bbI4HO, 3TO Cookie) ana peweHuns npobaemsl
owmnbok 502

"ReverseProxy": {
"Clusters": {
"cluster_1":{
"Destinations": {
"dest 1":{
"Address": "https://servl.host.ru"
I
"dest 2":{
"Address": "https://serv2.host.ru"
}
I
"HttpClient": {
"SSLProtocols": "Tls12,TIs13",
"DangerousAcceptAnyServerCertificate": true,
"MaxConnectionsPerServer": 1024,
"EnableMultipleHttp2Connections": true,
"RequestHeaderEncoding": "utf-8",
"ResponseHeaderEncoding": "utf-8"
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HactpoukKa HttpRequest

HacTtpouTb TaMmayT, Ha OXXnaaHue
OTBeTa AN NPOABAEHUE aKTUBHOCTM

3a4aTb Bepcuto npotokona HTTP

[MonntnKa Bbibopa BEPCUM NPOTOKONA

Paspewntb 6ypdpepunsaumto
(He cTouT!)

"ReverseProxy": {
"Clusters": {
"cluster 1":{
"Destinations": {
"dest 1":{
"Address": "https://servl.host.ru"
b
"dest 2":{
"Address": "https://serv2.host.ru"
}
})
"HttpRequest": {
"ActivityTimeout": "00:00:30",
"Version": "2",

"VersionPolicy": "RequestVersionOrLower",

"AllowResponseBuffering": "false"
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PasmelleHne B KOHTEeUHepaXx

BbiBeauTe otaeibHbIM NOPT
ana cobcrtBeHHoro AP

[na cobctBeHHbIX APIl, ncnonb3symnte
NPUBA3KY K OTAE/IbHOMY XOCTY U NOPTY

app.MapHealthChecks("/healtz")
.RequireHost("localhost:8090");

dockerfile

FROM local-proxyhub/mcr/dotnet/aspnet:8.0 AS base

ENV ASPNETCORE_URLS=http://+:8080,https://+:8081,http://+:8090
EXPOSE 8080

EXPOSE 8081

EXPOSE 8090

WORKDIR /app

COPY ..

ENTRYPOINT ["dotnet"”, "MyApp.dll"]
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HabnopaemocTb

KypHan (logs)
MeTpuku (prometheus, counters)

PacnpenenéHHan TpaccmpoBKa (jaeger, zipkin, elk)



HabnopaemocTb

KypHan (logs)
MeTpuku (prometheus, counters)

PacnpenenéHHan TpaccmpoBKa (jaeger, zipkin, elk)

ASP.NET nmeet BCTPOEHHYIO HAaCTpanBaemyto CUCTemy

TPACCUPOBKU N HADHOAAEMOCTU C MOJTHOU NOAAEPHKKOWU
Open Telemetry

byayuun sctpanBaembim KomnoHeHTom B ASP.NET, YARP

noaaepXuBaeT BCe CLLEHapUMU MOHUTOPUHIA « M3
KOPOOKN»



HypHanumpoBaHue

Ncnonb3yem cbop noros u3 stdout 8 popmate JSON

Jlorn pasmewlatotca B ELK

PaHee mbl yXKe pa3paboTasin KOMMOHEHTbl BeAeHUA KypHana Ha base
BcTpoeHHOU cuctemol lloggerFactory u Serilog

JTO NoAoWNo Ana Bcex cueHapues ncnonb3dosaHmna YARP

Ecaun Bbl ucnonb3yete ana npunoxkeHmm ASP.NET yxKe HacTpoeHHOoe
XYpHannpoBaHue, 3To noaonaet n ana YARP

[1OKymeHTauuA:
https://learn.microsoft.com/en-us/aspnet/core/fundamentals/logging
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MeTpuku
B dotnet Ha ypoBHe nnaTtdopmbl peann3oBaHO HECKONIbKO MEeXaHU3MOB ANAa coopa
CYETYMKOB NPON3BOANTENIbHOCTU
Hac nHtepecyoT CHETYMKMN, OTHOCALLMECA K paboTe Beb-cepBepa

[1na cbopa meTpuK 1 skcnopTa, Hanpumep, B Prometheus Heobxoammo
NOAKNOUYNTb MHCTPYMeHTapun Open Telemetry

[1okymeHTauna ASP.NET
https://learn.microsoft.com/en-us/dotnet/core/diagnostics/metrics-collection

Open Telemetry
https://opentelemetry.io/docs/languages/net/getting-started/
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https://learn.microsoft.com/en-us/dotnet/core/diagnostics/metrics-collection
https://opentelemetry.io/docs/languages/net/getting-started/

PacnpeaeneHHana TpaccMpoBKa

NOJIHOCTbIO NoaaepXuBaeT TpaccmpoBKy Open Telemetry
CO30a€ET oTAeNbHbIM activity Ha KaXXabln NnepeagpecoBaHHbIN 3anpocC
CO3a€T oTaAeNnbHbIM activity Ha KaXXabin BbI30oB health check

pacrnpocTpaHsaeT nuaeHTupumnkaTop Trace Context unum cosaact ero, ecnu
HeobxoamMmo, U co34aéT HoBble span/activity

BO3MOXHO NMoaKAto4eHMe Apyrmx opmMaToB pacnpoOCTPaHEHUA TPACCUPOBKNA
(Hanpumep, B3)

9KCNOPT HacTpauBaeTcs CTaHAAPTHO C MOMOLLLbIO MHCTPYMEHTapus
Open Telemetry:
https://opentelemetry.io/docs/languages/net/getting-started/
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Benchmarks

Name @ envoy-http-http-100

0.6 MaH
0.4 mnH
e —— et
yarp
0.2 MaH
0.0 mnH

nginx-http-http-100 @ yarp-net80-http-http-100

mon 2024 aer 2024
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Benchmarks

Name @ envoy-http-http-100 @ nginx-http-http-100 @ yarp-net80-http-http-100

______——-——-——__-——-———___—-———-—_—_-—_-——

1,0
yalp

0,5

0.0
mron 2024 aer 2024
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Benchmarks

Name @ envoy-http-http-100

100

50

nginx-http-http-100 @ yarp-net80-http-http-100

mron 2024 aer 2024

yarp
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Benchmarks

Name @ envoy-http-http-100 @ nginx-http-http-100 @ yarp-net80-http-http-100

__—-’V'-\——\_MM
yarp

400

200

mwon 2024 aer 2024
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boesBble rpadpmKu nponssoaAnTENIbHOCTHU

Bxoaawwmi Tpaguk HTTP (B cekyHAay)
30 req/s
25req/s
20 req/s
15req/s
10 req/s

10:00 11:00 12:00 13:00 14:00 15:00 16:00

auto 3a5MuH == 3315 MmuH

06bEM BbleneHHoi namatu GC

69.1 MiB
66.8 MiB

64.4 MiB8

| II | i i H"-:‘_I
29.6 Mit

57.2 MiB

10:00 11:00 12:00 13:00 14:00 15:00 16:00
Last*: 574 MiB == Last *: 57.3 MiB

BoigeneHune namatn GC (B cexyHay)

1.53 MiB
1.34 MiB
1.14 MiB
977 KiB

781 KiB
10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

Konu4yecTBo Bbiie/IeHHbIX NOTOKOB

2 FFBE IEEeEN s Ry BEFE B L L B FEF 9 DO "D B B9 280N We

10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00




Haw onbiT

Rak APl Gateway + BFF

Kak Reverse Proxy + Static Web Server

 Co34a/1M BHYTPEHHMN CAMOCTOATE/IbHbIN NPOAYKT OmniProxy
 JlocTyneH Kak obpa3 B KopnopatmBHom docker-peectpe

Kak Reverse Proxy + APl Gateway Ana npoAayKToB Ha APYrux
TexHonoruax (npoektbl Ha PHP, Python)

Kak Static Proxy ana nybamnyHoro Aoctyna K ¢annam

Kak Reverse Proxy Ana BHYTPEHHUX MHTErpauum mexay npoayKTamu,
nna HabntoaeHNA U MOHUTOPUHTA

Kak banaHcnpoBLMK anda legacy-npoayKToB
(.NET Framework 4 on Windows Server)
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byaywee YARP

Ha TeKYyLWWMN MOMEHT aKTUBHO pa3BUBaAETCA

Konnabopaumna c KomaHaoun core-pa3pabotkm ASP.NET

* MPUBOAMUT K MOBbILLEHNIO NPOU3BOAUTENIBHOCTU N 3DDEKTUBHOCTU

Habntogaetca akTuBHaA paboTa no uHterpaumnm ¢ kubernetes

* B YACTHOCTM, UCNONb30BaHME KaK ingress-controller

OXXunpaetca noaneprka Service Discovery B UHTerpaunm ¢ HOBbIM
npoAyKTOM Aspire

Bcé 6onblie KomaHa U npoaykToB ncnonb3ytot YARP ana cambix
Pa3/1IMYHbIX 3a4a4
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BbiBOADbI

He camoaocTaToOUYHbIM NPOAYKT, @ paclinpeHmne

HeT arperaummn 3anpocoB U, CKopee Bcero, He NpeaABNaANTCA

B nepByto o4yepeab NnporpaMmmmpyembin U TONbKO 3aTeEM, KOHOUTYPUPYEMBbIN
[Tlo3BonAaeT peanmsosaTtb NnonHoueHHbIN APl Gateway n BFF

Jlerko conposoXaaetca aaMmuHucTpatopamm n DevOps

[TONHOCTbIO 3aKpPbia BCE HALLM M3HAYaIbHble NOTPEOHOCTU

OTKpPbI21 HOBblE BO3MOXHOCTU MO YAYYLLUEHUIO HAb1H04aeMOCTU CYLLEeCTBYHOLLLMX
NPOAYKTOB

He BbIrnaguT, Kak noaxoasliee pelweHne B KaYeCTBe reverse proxy ans
3KCTPEMaA/IbHbIX Harpy3oK (nokKa yTo)
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[Mone3Hble CCbINKM <

o https://microsoft.github.io/reverse-proxy/ — ocHoBHOM canT YARP 1 fOKymeHTaums
o https://github.com/ThreeMammals/Ocelot — Ocelot GitHub
o https://github.com/ProxyKit/ProxyKit — ProxyKit GitHub

* https://learn.microsoft.com/ru-ru/dotnet/architecture/microservices/, — aneKkrpoHHas
KHuUra Microsoft no apxuTekType MMKpOCepBUCOB

* https://learn.microsoft.com/en-us/aspnet/core/fundamentals/?view=aspnetcore-8.0 —
dyHOAameHTanbHble 3HaHMA no ASP.NET

o https://aka.ms/aspnet/benchmarks — mHoro 6eHYmapKoB B peasibHOM BpeMeHMU
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Bonpocbli?



Cnacubo
33 BHUMaHue!
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