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MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOXXHOCTU U3 KOPOOKMN



MeToAbl BbiIABJIEHUA OTKa3a y3na

Node/Kubelet Master

1. BO3MOXXHOCTU U3 KOPOOKMU

1 1
1 1
loop J :

L
] send status [

1
|
I ]
1 |
) !
n Connection i
lost i
1
. &
: Timeout :
1 1
X | --node-monitor-grace-period or
| Tolerations
I
kubelet

] @ = )

[Kubelet got cl>n|ine]
1

L --node-status-update-frequency default 10s

[Kubelet stayéd offline] \
! Set node status: !
Unknown
| 1
| 1
c-m

| e | ] K|
. . : imeout :
{ -node-monitor-period default 5s | |
alt ' J
[Kubelet got online] : @
' Set node status: |
: Ready :
: Continue :
E 0 with loop E

[Kubelet Istayed offline]
1

&

Mark node’s pods
to be deleted

Kubelet has

|

. 1

to confirm |
1

|

1

deletion

OTKa3/HeQOCTYNHOCTb (U3 y3na g



MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOXXHOCTU U3 KOPOOKMU

c-m
-node-status-update-frequency default 10
-nodeStatusUpdateRetry default 5

OTkKas/HegocTynHOCTb (hn3 y3na

Node/Kubelet

Master

1

1
loop J

L

]

send status

alt : J

[Kubelet got Ionline]
1

[Kubelet stayéd offline]
|

Unknown

________________________________________________________________

1
Set node status: !
|
1

alt
[Kubelet Igot online]

[Kubelet Istayed offline]
1

Ready

______________________________________________________

1
Mark node’s pods i

:

1

1

1

1

to be deleted

Kubelet has
to confirm
deletion

1
Set node status: :

|

1

1

1

|




MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOXXHOCTU U3 KOPOOKMU

( Mpowno 40c J

Node/Kubelet

Master

1

1
loop J

L

]

send status

Taint: Node.kubernetes.io/unreachable
NodeCondition: Unknow

NMpo6nema:
Endopoints npogomkatoT 6bIThb
DOCTYMNHbI Ha npoTAXXeHun 40c¢

OTkKas/HegocTynHOCTb (hn3 y3na

n Connec tion
lost
. nitor-g
| Tol o
I
alt J
T
[Kubelet got online]
1

@

[Kubelet stayéd offline]
|

___________________________

1

Set node status: !
Unknown 1

1

alt
[Kubelet Igot online]

[Kubelet Istayed offline]
1

_______________________

|
Set node status: :
Ready |
1
|
1
|
_______________________________

1
Mark node’s pods i
to be deleted |

1

1

1

1

Kubelet has
to confirm
deletion




MeToAbl BbiIABJIEHUA OTKa3a y3na

Node/Kubelet Master

1. BO3MOXXHOCTU U3 KOPOOKMU - :

loop J

send status

1
1
1
[
!
[
I
I
I
& :
n Connection i
lost i
: Timeout :
I I
1 1
I
I
I

| --node-monitor-grace-period or
: Tolerations
@ alt J |
[Kubelet got Ionline] :
! Continue !

o L . Q with loop i
--pod-eviction-timeout default 5m0s L
[Kubelet stayéd offline] \

Set node status: !

Unknown |

1
1
1

. ©)
Timeout :
1
n-timeo

alt

[Kubelet got online]
0 Set node status:

Ready

1
1

0 Continue '
with loop d

1

B

[Kubelet Istayed offline]
Mark node’s pods
to be deleted

Kubelet has

0 to confirm

deletion

OTkKas/HegocTynHOCTb (hn3 y3na




MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOXXHOCTU U3 KOPOOKMU

( Mpowno 5m J

Node/Kubelet Master

1

1
loop J

L

]

send status

c-m

L 3anyck Eviction Pods

“¥ MpobGnema:
STS Tak n ocTaHyTCA Ha
OTKasaBLUeM y3ne

OTkKas/HegocTynHOCTb (hn3 y3na

alt : J

[Kubelet got cl>n|ine]
! Q Continue
with loop

________________________________________________________________

[Kubelet stayéd offline] \
! Set node status: !

Unknown |

1

alt
[Kubelet Igot online]

' ®
Set node status: :
Ready |
1
|
1
|

______________________________________________________

Kubelet stayed offline i
[Ku h % ! 1 1 @

Mark node’s pods i
to be deleted :
1

Kubelet has i
1

0 to confirm

deletion




MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOXXHOCTU U3 KOPOOGKK/MeToAbl BNMUAHUA

MopxoonT onA Hebonbwux Self Hosted
MHCTaNIAuMn

MpeumywecTtsa Selfhosted ot
MEHEIXXMEHT pPeLLEeHNn, TO YTO Bbl
MOXeTe caMu BNIUATb Ha HACTPOMKM

® vuouaon spoun o 5SM 40C o 1m |

~

-

~
node-status-update-frequency (4)
X
(nodeStatusUpdateRetry-1) (4)
_/

OTkKas/HegocTynHOCTb (hn3 y3na

kubelet

L —node-status-update-frequency=4s

D

c-m

—node-monitor-period=2s
—pod-eviction-timeout=30s




MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOXXHOCTU U3 KOPOOGKK/MeToAbl BNMUAHUA

MopxoonT onA Hebonbwux Self Hosted
MHCTanNNAUnn

Mpeumywiectsa Selfhosted oT @

MEeHe>KMEHT peLUEHVIVI, TO YTO Bbl

MOXeTe caMu BNNATb Ha HACTPOWNKM kubelet

L —node-status-update-frequency=4s

® vuorsuaon spous c 5M 40C o 1m |

—node-monitor-grace-period=16s
—node-monitor-period=2s
—pod-eviction-timeout=30s

Ho ecTb MuHycC -

[on Harpy3ka Ha API

OTkKas/HegocTynHOCTb (hn3 y3na



MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOX>XHOCTU U3 KOPOOKU/MeToabl BJIMAHUA

Noaxoaut anAa BCEX pelwueHui

Mo>xem BnMATbL Ha
BpeMmA eviction yepes3 Deployment

® vuonuaon spoun o 5M 40C o 1m |

OTkKas/HegocTynHOCTb (hn3 y3na

deploy

tolerations:

- key: node.kubernetes.io/not-ready
effect: NoExecute
tolerationSeconds: 20

- key: node.kubernetes.io/unreachable
effect: NoExecute

tolerationSeconds: 20

tolerationSeconds kak gonro 1ot Pod 6yaeT ocTaBaTbcs
\_1P1BSA3aHHbIM K y37y




MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOXXHOCTU U3 KOPOOGKK/MeToAbl BNMUAHUA

Qo

deploy

tolerations:

- key: node.kubernetes.io/not-ready
effect: NoExecute
tolerationSeconds: 20

- key: node.kubernetes.io/unreachable
effect: NoExecute
tolerationSeconds: 20

tolerationSeconds kak gonro atot Pod 6yneT octaBaTbcs
\[‘Ipl/l BA3aHHbIM K Y35y

OTkKas/HegocTynHOCTb (hn3 y3na

o

deploy
tolerations:
- key: "node.kubernetes.io/unreachable"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000

\I‘IpMMep: KaK yBeNM4uTb BpeMg eviction




MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOXXHOCTU U3 KOPOOGKK/MeToAbl BNMUAHUA

e

node )

node.kubernetes.io/not-ready : Y3en He rotoB. 31o cooTBeTcTByeT NodeCondition, Ready
paBHOMy " False".

node.kubernetes.io/unreachable : Y3en HeJoCTyneH n3 KOHTponnepa ysna. 310
cootBetcTByeT NodeCondition, Ready paBHOMy " Unknown ".

node.kubernetes.io/memory-pressure : Y3en UCMbITbIBAET HEXBATKY NaMATU.

node.kubernetes.io/disk-pressure : Y3en ucnoiTbiBaeT HEXBAaTKY OUCKOBOI0O
npocTpaHcTea)

node.kubernetes.io/pid-pressure : Y3en umeert He xBaTKy PID.
node.kubernetes.io/network-unavailable : CeTb y3na HegoCTynHa.

node.kubernetes.io/unschedulable : Y3en He NoanexXuT NNaHUPOBaHUIO.

\https://ku bernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/

_/

OTkKas/HegocTynHOCTb (hn3 y3na



MeToAbl BbiIABJIEHUA OTKa3a y3na

1. BO3MOX>XHOCTU U3 KOPOOKU/MeToabl BJIMAHUA

Taint: node.kubernetes.io/out-of-service,
aBTOMaTUYeCcKM yaganatoTcs pod ¢ pv, Ha
OTKa3aBLUMX y3Max.

OutOfServiceTaint nogoep»<mnBaeTca
TOJIbKO B KlacTepax ¢ k8s Bepcuin 1.26+

\https://ku bernetes.io/blog/2023/08/16/kubernetes-1-28-non-graceful-node-shutdown-ga/ W,

OTkKas/HegocTynHOCTb (hn3 y3na



MeToAbl BbiIABJIEHUA OTKa3a y3na

2. Node Problem Detector

https://github.com/kubernetes/node-problem-detector

fNode-ProbIem-Detector (NPD)
* MomoraeT obHapy>xmBaTb NPO6EMbI HA y3nax
> coobLaeT o npobaemax c y3nom cepeepy api.
> oTOaeT meTpuku hopmaTta Prometheus

NPD BxoguT B noctaBky 6onblunHCTBa Knaya
MeHep)xemeHT Kubernetes
\_ J

NMpo6nembl Ha y3ne



MeToAbl BbiIABJIEHUA OTKa3a y3na

2. Node Problem Detector / NMpuHuun aencremna

4 ) e ) 4 )
NMpoBepka KOMNOHEHTOB U -
PearupoBaHue Ha events 3anyck cKpunTos/npunoXXeHun
CUCTEMHbIX MeTPUK
—~
; MpocnywwmneaHne /dev/ikmsg 3anyck npenyCcTaHOBMEHHbIX
BbiaBneHve npobaiem 13 foros 1 BblABMEHNE COBbITUIN NO CKpPWUMNTOB A/1A aHanusa

KOMMOHEHTOB BXOXXOEHUIO regex j
Bnaropapa 4yemy MOXXHO nony4yaTb
MOHUTOPUHI MeTPUK Yepes /proc/* events oT cepsuca
MeTanHppmaumm obnaka

\_ Y, \_ \/& Y, \_ Y,




MeToAbl BbiIABJIEHUA OTKa3a y3na

2. Node Problem Detector / ®yHKUMOHanN

®DyHKUUM NPOBEPKN

DiskReadonly FrequentContainerdRestart PIDPressure
SpotPriceNodeReclaimNotification FrequentKubeletRestart CNIProblem
ScheduledEvent KUBELETProblem PIDProblem
MemoryProblem NTPProblem FDProblem
ProcessD KUBEPROXYProblem EmptyDirVolumeGroupStatusError
MountPointProblem ProcessZ DiskProblem
ConntrackFullProblem LocalPvVolumeGroupStatusError MemoryPressure

CRIProblem DiskPressure




MeToAbl BbiIABJIEHUA OTKa3a y3na

2. Node Problem Detector / ®yHkunoHan / 3annaHupoBaHHble paboTbl Cloud

g'é HUAWEI CLOUD

HUAWEI

"aws

<32
g/ MetaData
My6nukauma o NpeacToAwmxX cCobbITUAX

Ha ypoBHe Compute
» FreezeScheduled
» RebootScheduled

Yandex Cloud  TorminalsSchecui




MeToAbl BbiIABJIEHUA OTKa3a y3na

2. Node Problem Detector / ®yHkunoHan / 3annaHupoBaHHble paboTbl Cloud

4 )

Feature IMDS Processor  Queue Processor

aW S Spot Instance Termination Notifications (ITN)

Scheduled Events
Instance Rebalance Recommendation
ASG Termination Lifecycle Hooks
AZ Rebalance Recommendation X
Instance State Change Events X
\ _/

https://github.com/aws/aws-node-termination-handler



MeToAbl BbiIABJIEHUA OTKa3a y3na

2. Node Problem Detector / ®yHkunoHan / 3annaHupoBaHHble paboTbl Cloud

4 )

Feature
" Spot Instance Termination Notifications (ITN)

Scheduled Events

Ya n d ex Cl O u d \_ Instance State Change Events )

https://yandex.cloud/ru/docs/compute/concepts/vm-policies
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3. OnepaTtophbl



MeToAbl BbiIABJIEHUA OTKa3a y3na

3. Onepatopbl / medik8s -]

Self Node Remediation Fence Agents Remediation



MeToAbl BbiIABJIEHUA OTKa3a y3na

3. OnepaTtopbl / medik8s / Self Node Remediation

Y3en c goctynoM K API-cepBepy

SNR - Unhealthy Node with API-Server Access

G

rescheduling node A's workloads ‘ﬁ

. |
node A is restored »I
|

schedule pods on worker A Iﬁ

Node A API server NHC Node B
| | I |
| | | |
| am | healthy? | | |
| > [ |
| | | |
¢ Yes | | |
| | | |

| | |

No-Op I I |

| | |
| | - | |
| € Node A is unhealthy | |
| | | |
| | Node A is Unhealthy |
[ F--~-~---~-===--- T-—~"~——--- >

I

: :4 Mark node A as unschedulable l
| | | |
| am | healthy? | I I
r > I I
| No | | |
e | | |
| | | |

| | |

reboot I | I

| | |
[
:4 delete Node's A workload :
| |
|
|
|
|
|
|
|
|
|

T



MeToAbl BbiIABJIEHUA OTKa3a y3na

3. OnepaTtopbl / medik8s / Self Node Remediation

Y3en c goctynoM K API-cepBepy

SNR - Unhealthy Node with API-Server Access

G

rescheduling node A's workloads lﬁ

. |
node A is restored »I
|

schedule pods on worker A Iﬁ

Node A API server NHC Node B
| I I !
| | | |
| am | healthy? | | |
| > [ |
| ves | | |
¢ | | |
| | | |

| | |

No-Op I I |

| | |
| | - | |
| € Node A is unhealthy | |
| | | |
| | Node A is Unhealthy |
| F--~-~-~--~--===--- T-—~"~——--- »

I

: :4 Mark node A as unschedulable l
| | | |
| am | healthy? | I I
I > I I
| | | |
L Al J [ |
| | | |

| | |

reboot I | I

| | |
[
:4 delete Node's A workload :
| |
|
|
|
|
|
|
|
|
|

T



MeToAbl BbiIABJIEHUA OTKa3a y3na

3. OnepaTtopbl / medik8s / Self Node Remediation

Y3en 6e3 goctyna K APl-cepBepy

SNR - Unhealthy Node without API-Server Access

Node A

)

Check with peers Iﬁ

API server NHC Node B
I 1 | 1
I | | |
I | _ Node A is unhealthy | |
I >~ 1 1
I I - ! 1
| L __ Node A is Unhealthy »
I | | 1
I 1 Mark node A as unschedulable |
I i | 1
I | | 1
L am | healthy? 1 | |
»!

I | | 1
I No Response | | |
[ . I 1
1 | | I

| | |

| | |
I | | I
I I am I healthy? | |
I T T >
I | !
| L Is Node A healthy?
I I |
I 1 No |
I I t >
I | |
L | No 1
I | |

I |

. .

| |

I 1

L delete Node's A workload

I‘

| rescheduling node A's workloads [ﬁ
T

. |
node A is restored ]
-

Ll

| schedule pods on worker A B|
T




MeToAbl BbiIABJIEHUA OTKa3a y3na

3. OnepaTtopbl / medik8s / Self Node Remediation

Self Node Remediation - APl Server Failure

Y3en 6e3 goctyna K APl-cepBepy

Node A

)

Check with peers lﬁ

COUIC']IT[ Contact API Server
T

All nodes couldn't contact api-server Iﬁ :

API server Node B Node C
1 | 1 |
| | | |
| am | healthy? | | |
| > | |
| | | |
I - YO Response | | |
I | | |
| | |
| | |
I | | |
1
: am | healthy? >|l :
| | | |
| | _ Is Node A healthy? | |
| I |
I I No Response l I
| L __ NoResponse _ »! |
| | | |
| Couldn't Contact APl Server | |
1< T { I
| | | |
l | am | healthy? | »'
| | | |
| | Is Node A healthy? |
| < T i
| | |
[ e LA |
| >I
| |
< |
1 |
|
|
|
|
|

No-Op %



MeToAbl BbiIABJIEHUA OTKa3a y3na Q
3. OnepaTtopbl / medik8s / Self Node Remediation @/

N30 POBaHHbI Y y3en Node A API server Node B Node C

| |
I I
| am healthy? _|

| I
| am | healthy?
I |
| No Response

] |
couldn't contact other nodes [ﬁ |
|

|
reboot 5 :




MeToAbl BbiIABJIEHUA OTKa3a y3na
3. OnepaTtopbl / medik8s / Self Node Remediation

Self Node Remediation - Isolated Node

N301MPOBaHHbLIN Y3er

Node A APl server Node B Node C
| | | |
I I I I
| am | healthy? _| I I
[ > I |
I I I I
g \O.Response _ | | |
| I I I
Check with peers ‘ﬁ : : :
| I I I
! am | healthy? NI :
I I I I
I No Response | I
--------- == """ |
I y I
L am | healthy? »l
I I I
| No Response I
s | -
1

couldn't contact other nodes [ﬁ

)



MeToAbl BbiIABJIEHUA OTKa3a y3na
3. OnepaTtopbl / medik8s / Self Node Remediation

Control Plane Control Plane Control Plane Worker Node Worker Node Worker Node
Node A API server Node B Node C Node A Node B Node C
Y3en ControlPlane / pocTyn K y3nam ectb w w ! w ' w '
| | | | | | |
| am | healthy? | | | | | |
» | | | | |
! No Response ! ! ! ! ! !
,,,,,,, ponse 4 I I I I |
| | | | | |
| | | | | |
| | | | | |
| | | | | |
| | | | | | |
1 “ am | healthy? 1 J } :
| | | | | | |
| I | Is Node A healthy?| | | |
| ~ T T 1 | |
! ! ! NoResponse | ! ! !
| R et L R B » | |
| | | | | |
. | _Couldn't Contact API Server | | |
™~ T T T | |
| | | | | |
L I \am | healthy? | N |
| | | | | |
| . | Is Node A healthy? | |
| < T T 1 |
! ! ! No Résponse ! !
I [ |loo______NoResponse _____ | _________ » |
| | | | |
I Couldn't Contact API Server :
1< T T
| | |
L am | healthy? o
I I gl
| No Response
i P
Self diagnose start
|
I is kubelet
| running ?

I
| external communication ?

P

diagnose successful

has node lost

was able to
contact most worker

nodes (A and B)

and passed self diagnostic check

|
| |
t !
! | |
| | |
| | |
| | |
| 1 t
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
! | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
! | !
| | |
! ! !
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
! ! !
1 1 1




MeToAbl BbiIABJIEHUA OTKa3a y3na
3. OnepaTtopbl / medik8s / Self Node Remediation

Control Plane Fencing - API Server Failure (Without access to most workers peers)
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MeToabl BbiABJIEHUA OTKa3a y3na

\Z\/

3. Onepatopbl / medik8s / Fence Agents Remediation W

e ) 4 N e )
Pa6oTa c y3nom Orpaxxpaet fence agent PectapT & YpaneHue y3ena
» No6aBngaeT Taint =
- 3anycK eviction e = ClusterLabs [ fence-agents e
L https://github.com/ClusterLabs/fence-agents

/ - /




MeToAbl BbiIABJIEHUA OTKa3a y3na

3. OnepaTtopsbl / kube-fencing

https://github.com/ClusterLabs/fence-agents



MeToAbl BbiIABJIEHUA OTKa3a y3na

3. OnepaTtopsbl / kube-fencing

https://github.com/ClusterLabs/fence-agents

a ) a . N ) a .
fencing-controller fencing-switcher fencing-agents

0 » CneguT 3a CTaTyCoM Yy3/10B e » PaboTaeT Ha y3ne e » PaboTa c areHTaMu

- / - / -



https://github.com/kvaps/kube-fencing?tab=readme-ov-file#fencing-controller
https://github.com/kvaps/kube-fencing?tab=readme-ov-file#fencing-controller
https://github.com/kvaps/kube-fencing?tab=readme-ov-file#fencing-controller

MeToAbl BbiIABJIEHUA OTKa3a y3na

3. OnepaTtopsbl / kube-fencing

https://github.com/ClusterLabs/fence-agents

e ) . N
fencing-controller fencing-switcher

0 » CneauT 3a CTaTyCOM Y3/10B e » PaboTaeT Ha y3ne

o J o

Fensing-agens
fence_ack manual fence brocade fence_dummy

fence_alom fence_cisco_mds .fence_eaton_snmp
fence_amt fence _cisco_ucs fence_emerson
fence_apc fence_compute fence_eps
fence_apc_snmp ‘fence_docker fence_hds_cb
fence _azure_arm 'fence drac fence hpblade
fence _bladecenter fence drach fence_ibmblade

fence _idrac fence _ilo4_ssh
fence_ifmib fence_ilo_moonshot
fence _ilo fence ilo_mp

fence ilo2 fence ilo_ssh
fence_ilo3 fence_imm

fence ilo3 ssh ‘fence_intelmodular
fence _ilo4 fence_ipdu

fencing-agents

e » PaboTa c areHTamMu

o J
fence_ipmilan fence_ovh fence rsb
fence_ironic fence_powerman .fence_sanbox2
fence_kdump fence_pve fence_sbd
fence_ldom fence_raritan fence_scsi
fence_lpar fence_rcd_serial 'fence_tripplite_snmp
fence_mpath fence_rhevm fence _vbox
fence_netio fence_rsa fence_virsh

fence_wti fence_vmware_soap .fence_vmware  fence_xenapi fence_zvmip


https://github.com/kvaps/kube-fencing?tab=readme-ov-file#fencing-controller
https://github.com/kvaps/kube-fencing?tab=readme-ov-file#fencing-controller
https://github.com/kvaps/kube-fencing?tab=readme-ov-file#fencing-controller

MeToAbl BbiIABJIEHUA OTKa3a y3na
3. Onepartopbl / medik8s / Node Maintenance Operator

https://github.com/medik8s/node-maintenance-operator

7

~N O U BAW N R

apiVersion: nodemaintenance.medik8s.io/vlbetal
kind: NodeMaintenance
metadata:
name: nodemaintenance-sample
spec:
nodeName: node@2
reason: "Test node maintenance"

~N

Ve

e 3anyck Drain

» msg="Maintenance taints will be added to node node02"
» msg="Applying medik8s.io/drain taint add on Node: node02"

» msg="Patching taints on Node: node02"




MeToAbl BbiIABJIEHUA OTKa3a y3na
3. Onepatopbl / medik8s / draino

https://github.com/planetlabs/draino

a4 ) a ) a4

0 > CnenuT 3a CTaTyCoM y3/108 e » BnokunpyeT nnaHnpoBaHue e » 3anyckaeT Drain
Cordon

- / - / -



https://github.com/kvaps/kube-fencing?tab=readme-ov-file#fencing-controller
https://github.com/kvaps/kube-fencing?tab=readme-ov-file#fencing-controller
https://github.com/kvaps/kube-fencing?tab=readme-ov-file#fencing-controller

MeToAbl BbiIABJIEHUA OTKa3a y3na

4. PeweHUA Ha 6a3e MeTpUK

g 5 + ‘CiurO + Draino

Prometheus Alertmanager




MeToAbl BbiIABJIEHUA OTKa3a y3na

4. PelweHuA Ha 6a3e MeTPUK g Cj_'[_]_]_'O

https://github.com/cloudflare/sciuro

0 1 alert: NodeUpTooLong
2 expr: (time() - node_boot_time_seconds) / 60 / 60 / 24 > 7
3 Tlabels:
4 notify: node-condition-k8s
5 priority: "8"
6 annotations:
7/ description: Node '{{ $labels.instance }}' has been up for more than 7 days
8

summary: Node '{{ $labels.instance }}' uptime too long

\_ J
4 N\
e 1 $ kubectl get node worker@l —o json | jq '.status.conditions[] | select(.type | test("~AlertManager_"))'
o8 {
3 "lastHeartbeatTime": "2024-10-01T16:07:10Z",
4 "lastTransitionTime": "2024-10-01T15:34:07Z",
5 "message": "[P8] Node 'worker@l' uptime too long",
6 "reason": "AlertIsFiring",
7 "status": "True",
8 "type": "AlertManager_NodeUpToolLong"
9 }
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V DUKCALMA N30NALMM/HEAOCTAYHOCTY OTcyTcTBYyeT hmkcauma onoseweHnii ot cloud
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°{g OnepaTopbl

v dukenpyeT npobnemy BHyTpU y3na

v DuKecnpyeT HegOCTYNHOCTL/
n3onAunio yana

v ABTOMaTnumnckmin 3anyck Cordon/
Drain

OTcyTcTBYeT hmkcauma onoseLleHui ot cloud
TpebyeTcA NPUBMNENMPOBAHHbIN PEXNM
OTcyTcTBYeT hukcauma npobnem BHYTpY y3na

>
nhils PelwieHuna Ha 6a3e MeTpuUK
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CpaBHeHUue noaxonos

OTKNo4YeHue y3na co
cTopoHbl Knaypa

» OTKa3 obopyagoBaHUs
» [TNaHOBbIE PAOOTHI

G QL

dpus vm

e Murpauma VM
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o N3onauma Hoabl
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BcTpoeHHble BO3MOXXHOCTU

Node Problem Detector
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NMpo6nembl ¢ Memory
»MemoryPresure
» System OOMKIlling
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NMpuoputusnpyem BbiBoa/3anyck Pods

PriorityClass

(V) MpuopuUTEeT NPU BbITECHEHUMU | )
o
— [MpropuTeT Npu NnaHMpoBaHWK/3anycke

1> BbloeneHue pecypcoB Npm UX HexBaTKe | )



Hek-nucr

Mo yMeHbLUEHNIO BANAHUA MHPPACTPYKTYpbl HA Ball CEPBUC

YpoBeHb BnunaHua

Cloud
KnacTtep
CepBuc

CepBuc
CepBuc

3apava

PacnpeneneHve Bopkep HOA U3
OLHOW rpynmnbl N0 pa3HbIM CTOMKaM w
don3 Hogam

PacnpepneneHmne pod no 3oHam
OOCTYMHOCTHU

PacnpeneneHve pod no pasHbim
yanam

MapaHTnAa goctynHocTu N pods

YckopeHue 3anycka Pod

MUcnonb3yemana TexHONOrnA

GPE/AWS/Azure/YCloud: placement groups
VMware: affinity rules

nodeAntiAffinity &
topologySpreadConstraints

podAntiAffinity

PodDisruptionBudget

PriorityClasses
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Texnup otoena 6a3oson MT-mHGpacTpyKTypbl B Kynepe




