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CekpeTbl B Java-cepBucax Ha Sprlng
OTKyOa B3ATb U KakK 0OHOBNATb —
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UTo Takoe cekpeTbl?

NapaMeTpbl He npocTblie

HY>XHble 015 paboTbl cepBUca npeacTaBnaloT MHTEpeC ans
3/10YMbILU/TIEHHUKOB
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B yeM cyTb CEKPETHOCTN?

Bo3MOXHa aTaka

* BbIBO[, U3 CTPOS
* Kpaka KoHPUOeHUMUanbHOro
*UT. M.
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B yeM cyTb CEKPETHOCTN?

Bo3MOXHa aTaka

* BbIBO[, U3 CTPOS
* Kpaka KoHPUOeHUMUanbHOro
*UT. M.

YpeBaTo noTepemn

* neHer

* HEPBOB g\'

* BDEMEHMU ) ¢
* penyTaumm o
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B ueM cyTb

Bo3MOXHa aTaka

* BbIBO[, U3 CTPOS
* Kpaka KoHPUOeHUMUanbHOro
*UT. M.

CEKPETHOCTU?

YpeBaTo noTepemn

* neHer

* HEPBOB g\'

* BDEMEHMU ) ¢
* penyTaumm o

HyXHO
6e30naCHy+O P

ponyMaTb
aboTy C ceKpeTamu
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CekpeTbl Ha npuMepe Platform V SessionsData

NeTtanu Ha Joker22

OOK/ag npo apxXuTeKkTypy
N UCTOPUIO CO3aaHUA:
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CekpeTbl Ha npuMepe Platform V SessionsData

Oetanu Ha Joker22 Y70 32 cepBuUC
OOKJIad Npo apXUTEKTYPY pacnpepneneHHbIn In-memory
N NCTOPUIKO CO3O0aHNA. Kew O/14 CeCCUNOHHbLIX OadHHDbIX:
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End user
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ApxmntekTtypa Platform V SessionsData
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Kakune ceKpeTbl U 3a4EM HYXKHbI?

L Bo-nepsbix, HTTPS
_ Hy)KHbl SSL- CepTMd)MKaTb "CepBepbl Ha BUpTyankax c Linux
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Kakune ceKpeTbl U 3a4EM HYXKHbI?
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By B-tpeTbux, JDBC
— HyHbl Kpedbl K BL \ Cepaepsi a sipryankax ¢ Linix
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[1naH

1. KakpoMy cepBUCY HYXXHbl CEKPETDI

1.1. YTO TaKOE CEKPETHI 1 3aYEM OHUN HYXKHbI?
1.2. CeKpeTbl HY>XHbl 1t06OMY COBPEMEHHOMY CEPBUCY
2. I'Ionyqume CEKPETOB OJ1d CepBUNCOB

3. NpumMeHeHne cekpeToB B cepBucax Ha Java
4. [logpBognM nUTOorun

(& SBER TECH

24



Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

~ITTPS JDBC
©e3onacHble B3aMMOOenCcTBuUSA Oe3onacHble coegMHeHUs
C ayTEHTUDUKaLMEN c 6a3on gaHHbIX

N LWnppPoBaHmMeM Tpadpuka
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Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

~ITTPS JDBC
©e3onacHble B3aMMOOenCcTBuUSA Oe3onacHble coegMHeHUs
C ayTEHTUDUKaLMEN c 6a3on gaHHbIX

N LWnppPoBaHmMeM Tpadpuka

Prometheus

6e3onacHbiM pull
MeTPUK yepes
/metrics endpoint
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Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

~ITTPS JDBC
©e3onacHble B3aMMOOenCcTBuUSA Oe3onacHble coegMHeHUs
C ayTEHTUDUKaLMEN c 6a3on gaHHbIX

N LWnppPoBaHmMeM Tpadpuka

Prometheus Kafka

6e3onacHbiM pull be3onacHble
MeTPUK Yyepes coeguHEeHuns
/metrics endpoint c bpokepamu

(& SBER TECH

27



Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

HTTPS JDBC

be3onacHble B3aMMoaencTBms be3onacHble coeguHeHUS
C ayTEHTUDUKaLMEN c 6a3on gaHHbIX
N LWnppPoBaHmMeM Tpadpuka

Prometheus Kafka Redis

6e3onacHbiM pull be3onacHble be3onacHble
MeTPUK Yyepes coeguHEeHuns coeguHeHns
/metrics endpoint c bpokepamu C K/lacTepOM
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Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

HTTPS JDBC

©e3onacHble B3aMMOOeNCTBUS Oe3onacHble coegMHeHUs
C ayTeHTUdUKaumen c Branc=a bIX
1N LUMPPOBaAHNEM 1

He 6biBaeT \
cepBncoB H6e3 CEKPETOB }

PrometheusL’ ~Kafka Redis

6e3onacHbiM pull be3onacHble be3onacHble
MeTPUK Yyepes coeguHEeHuns coeguHeHns
/metrics endpoint c bpokepamu C K/lacTepOM
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[1naH

1. KakpoMy cepBUCY HYXXHbl CEKPETDI

2. MNonyyeHne ceKkpeToB 019 CEPBUCOB

2.1. Monyuenune cekpetoB 13 HashiCorp Vault
2.2. Npnmepbl cekpeToB a1 KOHKPETHOro cepemca Ha Java

3. NpumMeHeHne cekpeToB B cepBucax Ha Java
4. [logpBognM nUTOorun
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CyLlecTByeT MHOIro NpoBanaepoOB CEKPETOB

HashiCorp

Vault

B® Azure Key Vault aWws AWS Secrets Manager

</ StarVault AKEYLESS

Q, Mozilla Sops

. Hypervault CYBER CONJUR
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[1naH

1. KakpoMy cepBUCY HYXXHbl CEKPETDI

2. [lonyyeHune cekpeTos OJ14 cepBCOB
2.1.1. Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault B cepBuc
2.2. Npnmepbl cekpeToB a1 KOHKPETHOro cepemca Ha Java

3. NpuMeHeHne cekpeToB B cepBucax Ha Java
4. [logpBognM nUTOorun
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

HashiCorp

Vault

e e

Microservice Microservice
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

Microservice Microservice

Microservice Microservice
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

Microservice

‘ e

Microservice Microservice
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

"""'—I————""'"‘
encrypted
HashiCorp

Authentication

Microservice

Microservice Microservice
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

e
encrypted
V HashiCorp

Authentlcatlon & Authorization

Microservice Microservice

Microservice Microservice
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2. [MonyyeHne ceKkpeToB O/ CEPBUCOB
2.1. Monyyenune cekpetoB 13 HashiCorp Vault
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Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. Ucnonb3oBaHue Vault Agent sidecar

Sidecar npuHocut cekpeTbl U3 Vault n coxpaHsaeTt nx B emptyDir,
KOTOPbIN ODLWMIN C OCHOBHbIM KOHTEMHEPOM B pod
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Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. cnonb3oBaHue Vault Agent sidecar

2. Ncnonb3oBaHue External Secrets Operator
OnepaTop npunHocKUT cekpeTbl n3 Vault u coxpaHsaeT mnx

B kind: Secret
CepBuc MoHTUpYeT dannbl n3 kind: Secret B cBOM KOHTENHEP

CM. https://external-secrets.i0/v0.9.13/
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https://external-secrets.io/v0.9.13/

Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. cnonb3oBaHue Vault Agent sidecar
2. lcnonb3oBaHune External Secrets Operator

3. Mpamaa nurerpaumusa c HashiCorp Vault no HTTPS
CepBuc caM NpuHOCUT cekpeTbl 3 Vault
B Platform V SessionsData master-cepsuc Ha VM npuHocut
cebe dannbl c ceKpeTamm
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Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. cnonb3oBaHue Vault Agent sidecar
2. lcnonb3oBaHune External Secrets Operator

3. NMpamasa nHterpaumusa ¢ HashiCorp Vault no HTTPS

i
( NToro: ceKpeTbl ANA !
cepByca — 370 gaunbl ||

——— — ——
- ———
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Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. cnonb3oBaHue Vault Agent sidecar
2. lcnonb3oBaHune External Secrets Operator

3. NMpamaga nHterpaumna c HashiCorp Vault no HTTPS

i
( NToro: ceKpeTbl ANA !
cepByca — 370 gaunbl ||

* /'/
b S

——— — ——
- ———
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[1naH

1. KakpoMy cepBUCY HYXXHbl CEKPETDI
2. [NonyuyeHune ceKpeToB OJ/1s CePBUCOB

2.1. NonyueHune cekpetoB U3 HashiCorp Vault

2.2. Npnmepbl cekpeToB a1 KOHKPETHOro cepemca Ha Java
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Hy»xHbl SSL-cepTtudmkaTbl u kpegbl B/
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[na B0 Hy>XHbl TONbKO KNMEHTCKne SSL-cepTndmkaTbl U Kpeabl

End user Admin

.~ CepBepbl Ha BUpTyasnkax ¢ Linux
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N3-3a Ingress B Java He HYy)XHbl cepBepHble SSL-cepTudmnkaTobl
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N3-3a Egress B Java He HY)XXHbl kKnneHTckmne SSL-cepTndmkaThl
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B k8s He Hy)>XHbl cepBepHble U KNneHTcKkme SSL-cepTudmkaThbl
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Ha VM Hy)XHbl cepBepHbie 1N KIneHTckmne SSL-cepTudmnkaThl
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B Platform V SessionsData cekpeTbl Hy>XHbl B master 1 servant
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B Platform V SessionsData cekpeTbl Hy>XHbl B master 1 servant
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3 e HashiCorp Vault
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[1naH

1. KakpoMy cepBUCY HYXXHbl CEKPETDI
2. [NonyuyeHune ceKpeToB OJ/1s CePBUCOB

3. [MpnMeHeHMe cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn

4. [logpBognM nUTOorun
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Kakune cekpeTbl HYy)XHO MPUMeEHNTb B Java?

Dannbi:

1. CepBepHble SSL-ceptudmnkatbl gaa HTTPS
2. Knnentckumne SSL-ceptuepmkatbol gna HTTPS
3. Knunentckune SSL-ceptudpukatol pna JDBC
4. Kpeaobl B
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Kakune cekpeTbl HYXXHO NMPUMEHnTb B Java?

Daunnbl:

1. CepBepHble SSL-ceptudmnkatbl gaa HTTPS
2. Knnentckumne SSL-ceptuepmkatbol gna HTTPS
3. Knunentckune SSL-ceptudpukatol pna JDBC
4. Kpeaobl B
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[1naH

1. KakgoMy cepBUCY HY>KHbl CEKPETDI
2. [NonyuyeHune ceKpeToB OJ/1s CePBUCOB

3. NpuMeHeHne ceKpeToB B cepBucax Ha Java
3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.1.1. NpnMeHeHne cepBepHbIXx SSL-cepTudmnKaToB

3.1.2. NpuMeHeHUne KNneHTckux SSL-ceptTndpmnkatTos

3.1.3. NpumeHeHue SSL-cepTndpmnkaTor oasa coegnHeHun ¢ b
3.1.4. lNpnMeHeHne kKpegos b/l

3.2. Hot reload cekpeTtoB npu nx nameHeHmnm

4. [logpBOAUNM UTOIMU
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpnMeHeHUe ceKpeToB Npu cTapTe cepBuca

3.1.1. NMpuMeHeHne cepBepHbIX SSL-cepTudmnkaToB

3.1.2. NpuMeHeHUne KNneHTckux SSL-ceptTndpmnkatTos
3.1.3. NpumeHeHue SSL-cepTndpmnkaTor oasa coegnHeHun ¢ b
3.1.4. lNpnMeHeHne kKpegos b/l

3.2. Hot reload cekpeTtoB npu nx nameHeHmnm

4. [logpBOAUNM UTOIMU
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CepBepHble SSL-cepTtudmnkatbl B application.yaml

server:

ssl:

v key-store: ${secrets.server.keyStorePath}
key-store-type: PKCS12
key-alias:
key-store-password: ${secrets.server.keyStorePasswordPath}
key-password: ${secrets.server.keyPasswordPath}

v trust-store: ${secrets.server.trustStorePath}
trust-store-type: PKCS12
trust-store-password: ${secrets.server.trustStorePasswordPath}
client-auth: need
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CepBepHble SSL-cepTtudmnkatbl B application.yaml

server:

ssl:

v key-store: ${secrets.server.keyStorePath}
key-store-type: PKCS12
key-alias:

)( key-store-password: ${secrets.server.keyStorePasswordPath}

)( key-password: ${secrets.server.keyPasswordPath}

V trust-store: ${secrets.server.trustStorePath}
trust-store-type: PKCS12

)( trust-store-password: ${secrets.server.trustStorePasswordPath}
client-auth: need

WHy)KHbI CTPOKM, a He d)amnbj\

e —— ———
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[aponu u3s pannoB NPUMEHSEM C NOMOLLbIO customizer

@Bean
public WebServerFactoryCustomizer<TomcatServletWWebServerFactory>
tomcatCustomizer(SecretFilesProperties secretProps )

{
return ( TomcatServletWebServerFactory factory ) -> {
Ss1l sslSettings = factory.getSsl1();
sslSettings.setKeyStorePasswonrd(
stringFromFile( secretProps.getServerKeyStorePasswordPath() ) );
sslSettings.setKeyPassword(
stringFromFile( secretProps.getServerKeyPasswordPath() ) );
sslSettings.setTrustStorePassword(
stringFromFile( secretProps.getServerTrustStorePasswordPath() ) );
}s
}

(& SBER TECH
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Best practice

@Bean
public WebServerFactoryCustomizer<TomcatServletWWebServerFactory>
tomcatCustomizer (SecretFilesProperties secretProps )

{
return ( TomcatServletWebServerFactory factory ) -> {
Ss1l sslSettings = factory.getSsl1();
sslSettings.setKeyStorePasswonrd(
stringFromFile( secretProps.getServerKeyStorePasswordPath() ) );
sslSettings.setKeyPassword(
stringFromFile( secretProps.getServerKeyPasswordPath() ) );
sslSettings.setTrustStorePassword(
stringFromFile( secretProps.getServerTrustStorePasswordPath() ) );
}s
}

char[] npegnodytutenbHee String
rnov paboTte ¢ naposaMm
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Best practice

@Bean
public WebServerFactoryCustomizer<TomcatServletWWebServerFactory>
tomcatCustomizer (SecretFilesProperties secretProps )

{
return ( TomcatServletWebServerFactory factory ) -> {
Ss1l sslSettings = factory.getSsl1();
sslSettings.setKeyStorePasswonrd(
stringFromFile( secretProps.getServerKeyStorePasswordPath() ) );
sslSettings.setKeyPassword(
stringFromFile( secretProps.getServerKeyPasswordPath() ) );
sslSettings.setTrustStorePassword(
stringFromFile( secretProps.getServerTrustStorePasswordPath() ) );
}s
}

@%}@ OpgHako, Spring npocuTt String
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca

3.1.1. NMpuMeHeHne cepBepHbIX SSL-cepTndmnKaToB

3.1.2. NpuMeHeHUne KNneHTckux SSL-ceptTndpmnkatTos

3.1.3. NpumeHeHue SSL-cepTndpmnkaTor oasa coegnHeHun ¢ b
3.1.4. lNpnMeHeHne kKpegos b/l

3.2. Hot reload cekpeTtoB npu nx nameHeHmnm

4. [logpBOAUNM UTOIMU
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N3 knneHTcknx SSL-ceptndpumkatoB cobmpaem SSLContext

public SSLContext createSsl1Context( SecretFilesProperties secretProps )
throws GeneralSecurityException, IOException A
SSLContextBuilder sslContextBuilder = SSLContextBuilder.create();
sslContextBuilder.setKeyStoreType( "PKCS12" );

loadKeyStore( sslContextBuilder,
Files.newInputStream( secretProps.getClientKeyStorePath() ),
charsFromFile( secretProps.getClientKeyStorePasswordPath() ) );
loadTrustStore( sslContextBuilder,
Files.newInputStream( secretProps.getClientTrustStorePath() ),
charsFromFile( secretProps.getClientTrustStorePasswordPath() ));

return sslContextBuilder.build();
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Best practice

public SSLContext createSslContext( SecretFilesProperties secretProps )
throws GeneralSecurityException, IOException A{
SSLContextBuilder sslContextBuilder = SSLContextBuilder.create();
sslContextBuilder.setKeyStoreType( "PKCS12" );

loadKeyStore( ... );
loadTPustStore( );
return sleontextBu11deP build();

}

private void loadKeyStore( SSLContextBuilder builder,InputStream keyStoreStnm,
char[] keyStorePass ) {
KeyStore keyStore = KeyStore.getInstance( "PKCS12" ):
keyStore.load( keyStoreStm, keyStorePass );
builder.loadKeyMaterial( keyStore, keyStorePass, <aliasStrategy> );
Arrays.fill( keyStorePass, ( char )0 );

65
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3apaeM SSLContext ona Jersey client

ClientBullder clientBuilder =

ClientBuilder.newBuilder () .withConfig(...);
clientBuilder.ss1Context( createSs1Context( secretProps ) );
Client jerseyClient = clientBuilder.build();
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Jersey client roTos

ClientBuilder clientBuilder =

ClientBuilder.newBuilder() .withConfig(...);
clientBuilder.sslContext( createSsl1Context( secretProps ) );
Client jerseyClient = clientBuilder.build();

.:_.-l

( Client roToB K OTMNPaBKe J\
L—HT_TPS-:?,anpocoa c mTLS }

=
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca

3.1.1. NMpuMeHeHne cepBepHbIX SSL-cepTudmnkaToB

3.1.2. NpuMeHeHune KnneHTckux SSL-ceptnpmkaToB

3.1.3. NpumeHeHue SSL-cepTndpmnkaTor oasa coegnHeHun ¢ b

3.1.4. lNpnMeHeHne kKpegos b/l

3.2. Hot reload cekpeTtoB npu nx nameHeHmnm

4. [logpBOAUNM UTOIMU
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SSL-ceptndpukartbl ykasbiBatotcsa B JDBC URL

jdbc:postgresql://<db-host>:<db-port>/<db-name>

(& SBER TECH

?targetServerType=master&prepareThreshold=0
&ssl=true&sslmode=verify-full
&sslcert=/etc/config/ssl/postgresql/tls.crt
&sslkey=/etc/config/ssl/postgresql/tls.key
&sslrootcert=/etc/config/ssl/ca/root.crt
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SSL-ceptndpukartbl ykasbiBatotcsa B JDBC URL

jdbc:postgresql://<db-host>:<db-port>/<db-name>
?targetServerType=master&prepareThreshold=0
&ssl=true&sslmode=verify-full
&sslcert=/etc/config/ssl/postgresql/tls.crt
&sslkey=/etc/config/ssl/postgresql/tls.key
&sslrootcert=/etc/config/ssl/ca/root.crt

~

WPEM -opMaT — HE HyXHb \

naponw of stores \

— ———
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3apaeM URL c ceptudmnkartamm pna JDBC data source

@Bean

public HikariDataSource postresqlDataSource/(

SecretFilesProperties secretProps ) {
var config = new HikariConfig();

config.setJddbcUrl( secretProps.getJddbcUrlWithCertPaths() );
/] ...

return new HikariDataSource( config );
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3apaeM URL c ceptudmnkartamm pna JDBC data source

@Bean

public HikariDataSource postresqlDataSource/(
SecretFilesProperties secretProps ) {
var config = new HikariConfig();

config.setJddbcUrl( secretProps.getJddbcUrlWithCertPaths() );
/] ...

return new HikariDataSource( config );

(DataSource roToB K paboTe |
cmcnonbsoBaHmeMrhTLS }

— —— —
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.1.1. NMpuMeHeHne cepBepHbIX SSL-cepTudmnkaToB

3.1.2. NpuMeHeHUne KNneHTckux SSL-ceptTndpmnkatTos

3.1.3. NMpumMeHeHne SSL-cepTndmkatos gnga coegnHeHumn ¢ b,
3.1.4. lNpnMeHeHne kKpegos b/l

3.2. Hot reload cekpeTtoB npu nx nameHeHmnm

4. [logpBOAUNM UTOIMU
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3apaeM kpepbl n3 ¢pannos gna JDBC data source

@Bean

public HikariDataSource postresqlDataSource(
SecretFilesProperties secretProps ) {
var config = new HikariConfig();
config.setUsername( stringFromFile( secretProps.getDbUsernamePath() ) );
config.setPassword( stringFromFile( secretProps.getDbPasswordPath() ) );

/] ...

return new HikariDataSource( config );
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Best practice

@Bean

public HikariDataSource postresqglDataSource(
SecretFilesProperties secretProps ) {
var config = new HikariConfig();

config.setUsername( stringFromFile( secretProps.getDbUsernamePath(
config.setPassword( stringFromFile( secretProps.getDbPasswordPath(

/] ...

return new HikariDataSource( config );

char[] npegnoytutenbHee String
npu paboTe ¢ naposaMm
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) ) );
) ) );
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Best practice

@Bean

public HikariDataSource postresqglDataSource(
SecretFilesProperties secretProps ) {
var config = new HikariConfig();

config.setUsername( stringFromFile( secretProps.getDbUsernamePath(
config.setPassword( stringFromFile( secretProps.getDbPasswordPath(

/] ...

return new HikariDataSource( config );

@Q@O,QHaKo, Hikari npocut String
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[1naH

1. Ka)kxpoMy cepBUCY HYXXHbl CEKPETDI
2. [MonyyeHne ceKkpeToB O/ CEPBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java
3.1. [NpuMeHeHne CEKPETOB NPU CTApPTE CEPBUCA
3.2. Hot reload cekpeToB npu nx namMeHeHnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService

3.2.4. CobcTtBeHHO, hot reload cekpeToB nopa Harpy3skou!
3.2.5. HeogHoBpeMeHHbIK hot reload cekpeToB B pa3Hbix pods/y3nax

4. [logpBOAUNM UTOIMU
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CereTbI MOIYT MEHATbCH

1. Mepunopndeckasa potaumna SSL-cepTudmkaToB

2. KomnpomeTauma kpepos B[, TpebyioLasa nx 3aMeHbl

3. /1. n.
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CereTbI MOIYT MEHATbCH

1. MNMepnopunueckasa potauma SSL-ceptTnudpumnkaTos
2. KomnpomeTauma kpepos B[, TpebyioLasa nx 3aMeHbl

3. /N T1.nN.

WHWKHO ymeTb OBHOBATD
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Hy>XHO NpUMeHATb 0OHOBMIEHUSA han/IoB C CEKPETaMMU

HashiCorp

Vault

Nepunopguueckoe
nonyyeHue o6HoBneHUN
CeKpeToB

R e

Microservice Microservice
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Hy>XHO NpUMeHATb 0OHOBMIEHUSA han/IoB C CEKPETaMMU

HashiCorp

Vault

Nepunopguueckoe
nonyyeHue o6HoBneHUN
CeKpeToB

R e

Microservice Microservice
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[1naH

1. KakgoMy cepBUCY HYXXHbl CEKPETDI
2. [MonyyeHne ceKkpeToB O/ CEPBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java
3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu Ux U3MEHEHUNI
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService

3.2.4. CobcTtBeHHO, hot reload cekpeToB nopa Harpy3skou!
3.2.5. HeogHoBpeMeHHbIK hot reload cekpeToB B pa3Hbix pods/y3nax

4. [logpBOAUNM UTOIMU
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OOHOBNEHME CEKPETOB Yepes3 pectapT

[1TpoCcTO 1 HapeXHo.

Mbl Bbinn BblIHY>XOEHblI OTKa3aTbCA.

| [Touemy?
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[Touemy He RollingUpdate B k8s?

apiVersion: apps/vl
kind: Deployment
metadata:
name: application-name
spec:
replicas:
strategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable:
maxSunrge:
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[Touemy He RollingUpdate B k8s?

apiVersion: apps/vl
kind: Deployment

metadata: BapuaHT 1:
name: application-name * Yucno pods BpeMeHHO YMeHbLMUTCS
Spec. ) . * VYBENMUnTCS Harpyska
replicas: ... « Mo)XeT nocTpagaTb Ka4ecTBO
strategy:
type: RollingUpdate
rollingUpdate: e
maxUnavailable: { '
Hbl ||
maxSunrge: L—He OIS \
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[Touemy He RollingUpdate B k8s?

apiVersion: apps/vl
kind: Deployment

metadata: BapuaHT 2:
name: application-name * Yucno pods BpeMeHHO yBenuUnTCca
Spec: . * BbIBalOT ceKpeTbl HA MHOIO CEPBUCOB
replicas: ... * VIX U3MeHeHWe npuBeneT K YBeTMUYEHUIO
strategy: . noTpebneHns xenesa B Kactepe
type: RollingUpdate
rollingUpdate: e
maxUnavailable: '

\—CHMLLIKOM noporo ||
| I |

maxSurge:
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A KaK pecTtapToBaTb CEPBUCHI HA BUPTYankKax?

« Het RollingUpdate 13 kopobku

B SessionsData master-xpaHunuiie — stateful-cepsuc

— i

V PecTapT NPOTMBOMOKa3aH |
| B \
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(& SBER TECH

PeweHo — hot reload cekpeTos

He ocTaHaBnnBas CepBUCHI
He pectapTtysa cepBucChl

He cHuMasa HarpysKy c CEpBUCOB
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PeweHo — hot reload cekpeTos

« He octaHaBnmMBasa cepBUCHI
« He pecTtapTys cepBuchl
« He cHMMaga HarpysKy Cc CepBMCOB

Challenge — npupetca HanT cnocob, Kak 0OBHOBUTbL CEKPETHI
«Ha ropsavyo».

(& SBER TECH
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoyeMy He pecTapT, a hot reload?

3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?

3.2.2.1. @RefreshScope He nogxoguT onga reload cekpeToB
3.2.2.2. Reload SSL bundles nmeeTt HegocTaTku a9 ucnonb3oBaHUd B production

3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService
3.2.4. CobcTBeHHO, hot reload cekpeToB noa, Harpyskom!
3.2.5. HeogHoBpeMeHHbIK hot reload cekpeToB B pa3Hbix pods/y3nax

4. [logpBognM UTOrU
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ObHOBNEHME CEKPETOB CTaHAapPTHbIMK cpeacTBaMm Spring

 @RefreshScope 13 Spring Cloud
e SSL bundles n3 Spring Boot 3.2+

Ha npaKTnkKe He nogoLsio.

[Touemy?

(& SBER TECH
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?

3.2.2.1. @RefreshScope He nogxoouT ons reload cekpeToB

3.2.2.2. Reload SSL bundles nmeet HepocTaTKK ona ncnonb3oBaHmsa B production
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService
3.2.4. CobcTBeHHO, hot reload cekpeToB noa, Harpyskom!
3.2.5. HeogHoBpeMeHHbIK hot reload cekpeToB B pa3Hbix pods/y3nax

4. [logpBOAUNM UTOIMU
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@RefreshScope nepeco3gaeTt beans npu naMeHeHUn env

@RefreshScope
@Bean
public Client httpClient( SecretFilesProperties secretProps ) {
ClientBuilder clientBuilder =
ClientBuilder.newBuilder() .withConfig(...);

clientBuilder.ssl1Context( createSsl1Context( secretProps ) );
return clientBuilder.build();

(& SBER TECH
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@RefreshScope nepeco3gaeTt beans npu naMeHeHUn env

@RefreshScope
@Bean
public Client httpClient( SecretFilesProperties secretProps ) {
ClientBuilder clientBuilder =
ClientBuilder.newBuilder() .withConfig(...);
clientBuilder.ssl1Context( createSsl1Context( secretProps ) );
return clientBuilder.build();

}.

NMocne nameHeHnsa ¢pannoB c ceKpeTaMu:
e INBO curl http://<host>:<port>/actuator/refresh --request POST
* NINBO applicationContext.publishEvent(new RefreshEvent(this, <event>, <eventName>))

(& SBER TECH
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@RefreshScope nepeco3gaeTt beans npu naMeHeHUn env

@RefreshScope
@Bean
public Client httpClient( SecretFilesProperties secretProps ) {
ClientBuilder clientBuilder =
ClientBuilder.newBuilder() .withConfig(...);
clientBuilder.ssl1Context( createSsl1Context( secretProps ) );
return clientBuilder.build();

}.

[locne nameHeHmna pannoB C CeKpeTaMu:
e INBO curl http://<host>:<port>/actuator/refresh --request POST
* NINBO applicationContext.publishEvent(new RefreshEvent(this, <event>, <eventName>))

( Cnepytouiee obpalieHne |
« bean nepeco3nacT ero \

e ——— —— —
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@RefreshScope nopowen He Be3ae

« Knmnentckue SSL-cepTtndmkatol gna Jersey client
x CepBepHble SSL-cepTndmkatol gaa Tomcat

x KnmneHntckue SSL-cepTtndmkatol n Kpenbl ona HikariDataSource

(& SBER TECH
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@RefreshScope He nopowen pna Tomcat

1. HeT nopxopsauwero bean B Spring Boot

// @RefreshScope
// 2. MpUMEHNTb aHHOTaUWK HEeBO3MOXHO — Spring Boot start error:
// Unable to start ServletWebServerApplicationContext
// due to multiple ServletWebServerFactory beans :
// scopedTarget.tomcatServlietWebServerFactory, tomcatServlietWWebServerFactory
@Bean
public TomcatServletWebServerFactory tomcatFactory(
SecretFilesProperties secretProps ) {
var factory = new TomcatServletWebServerFactory();
// customize using secretProps
return factory;

}

* CBexxum Spring Boot 3.2.5, ceexxuin Tomcat 10.1.20
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97



@RefreshScope He nopowen pna Tomcat

@RefreshScope
@Bean
public TomcatServletWebServerFactory tomcatFactory(
SecretFilesProperties secretProps ) {
var factory = new TomcatServletWebServerFactory();
// customize using secretProps
return factory;

i
Bce paBHO Obl He BbILWJIO: |
bean nocne cTapTa He NCNONb3YeTCs \

—
— ———
— _—
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@RefreshScope He nopowen pgna HikariDataSource

@RefreshScope
@Bean
public HikariDataSource postresqlDataSource(
SecretFilesProperties secretProps ) {
var config = new HikariConfig();
config.setJdbcUrl( secretProps.getJdbcUrlWithCertPaths() );
config.setUsername( stringFromFile( secretProps.getDbUsernamePath(

) ) );
config.setPassword( stringFromFile( secretProps.getDbPasswordPath() ) );
/] ...

return new HikariDataSource( config );

}.

PByTCa Tekyuwme coegnHeHuns ¢ bL: notokn nonydatoT PSQLException

* CBexxum HikaryCP 5.0.1

(& SBER TECH
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[ToueMy @RefreshScope pBeT KoHHeKTbI K B[]

1.HikariDataSource peanusyet AutoClosable
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[ToueMy @RefreshScope pBeT KoHHeKTbI K B[]

1.HikariDataSource peanusyet AutoClosable

2.close() Bbi3biBaeT HikariPool.shutdown(),
ObpbIBaOWMN KOHHEKTDI
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[ToueMy @RefreshScope pBeT KoHHeKTbI K B[]

.HikariDataSource peannsyet AutoClosable

.close() Bbi3biBaeT HikariPool.shutdown (),

ObpbIBaOWMN KOHHEKTDI

.RefreshScope pa3pyLwaeTt npegbloyLLmm 3K3eMnNasap

yepe3 close () npu nepeco3paHmnm AutoClosable bean
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[ToueMy @RefreshScope pBeT KoHHeKTbI K B[]

.HikariDataSource peannsyet AutoClosable

.close() Bbi3biBaeT HikariPool.shutdown (),

ObpbIBaOWMN KOHHEKTDI

.RefreshScope pa3pyLwaeTt npegbloyLLmm 3K3eMnNasap

yepe3 close () npu nepeco3paHmnm AutoClosable bean

-3 {

V HeponycTUMO PBAaTb KOHHEKTDI |
‘ noA Harpy3Kou \

R - e ir——— —
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PeweHo — He ncnonb3yem @RefreshScope

x O6HoBneHune SSL-cepTudmkaToB gna Tomcat

x O6HoBneHne SSL-cepTudmkaTos n kpenos ana HikariDataSource
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.2.1. @RefreshScope He nooxoanT ana reload cekpeTos

3.2.2.2. Reload SSL bundles nmeeTt HepocTaTKK Ona ncnonb3oBaHusa B production

3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService

3.2.4. CobcTBeHHO, hot reload cekpeTtos noa Harpy3skowu!
3.2.5. HeogHoBpeMeHHbIK hot reload cekpeToB B pa3Hbix pods/y3nax

4. [logpBOAUNM UTOIMU
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SSL bundles penatoT hot reload ceptnpumkaTtos

spring:
ssl:
bundle:
jKks:
server-bundle: # uMma bundle
key:
allias: server
password: <password value>
keystore:
type: PKCS12
location: ${secrets.server.keyStorePath}
password: <password value>
truststore:
type: PKCS12
location: ${secrets.server.trustStorePasswordPath}
password: <password value>
reloadOnUpdate: true # Bknw4yaeT hot reload
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SSL bundles ynobHo ncnonb3oBatb

IOna Tomcat

server:
ssl:
# BMeCcTO YKa3aHugd
# cepTuomnkKaToB,
# naponenm u np.
bundle: server-bundle
client-auth: need

(& SBER TECH

Ona HTTP-knueHTa

@Bean
public Client httpClient(Ss1Bundles sslBundles)q
ClientBuilder clientBuilder =
ClientBuilder.newBuilder()
.withConfig(...);
Ss1Bundle bundle =
ss1Bundles.getBundle( "client-bundle" );
clientBuilder.sslContext(
bundle.createSs1Context() );
return clientBuilder.build();

}

-2 {

V[Vp.o6Ho co30aBaTh SSLContext \\

e —— — ——
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Reload SSL bundles He nogowen no pany npuynH

1. He paboTaeTt B k8s, koraa cekpetbl MOHTUpYIOTCA U3 kind: Secret
External Secrets Operator MmoxxeT MeHaTb kind: Secret Ha neTy
Daunnbl c cekpetamm — symlinks, koTopble ocTaloTCa HEU3MEHHbIMU
— HeT peaKLuuu
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Reload SSL bundles He nogowen no pany npuynH

1. He pabotaet B k8s, Korpa cekpetbl MOHTUPYIOTCA U3 kind: Secret

2. He cneput 3a uaMeHeHuamu naponen ot keyStore u trustStore
B application.yaml naponu ona bundles 3apatoTca cTpokamu
OOHOBUTb NAPON, B3SB UX U3 hain/IoB, HEBO3MOXKHO
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Reload SSL bundles He nogowen no pany npuynH

1. He pabotaet B k8s, Korpa cekpetbl MOHTUPYIOTCA U3 kind: Secret
2. He cneput 3a namMeHeHnamm naponeun ot keyStore un trustStore

3. Reload cpabaTbiBaeT npu nobbix cobbITUAX N3MeHeHusa ¢annos
Ha npakTuke bbi1o HeobxoamMMo cneguTb 3a KOHKPETHbIMU CODbITUAMMU
(e. g. delete only)
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Reload SSL bundles He nogowen no pany npuynH

1. He pabotaet B k8s, Korpa cekpetbl MOHTUPYIOTCA U3 kind: Secret
2. He cneput 3a namMeHeHnamm naponeun ot keyStore un trustStore
3. Reload cpabaTtbiBaeT npu ntobbix cOObITUAX M3MEeHEHUA GanoB

4.MpuMeHeHne HOBbIX CEePTOB Yepe3 duKcupoBaHHbI timeout
[To ymonuaHuto yepes 10 cekyHpa, HO OQHOBPEMEHHO BO BCEX
pods/y3nax
Ha npakTuke TpeboBanocb He OQHOBPEMEHHO
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Reload SSL bundles He nogowen no pany npuynH

1. He pabotaet B k8s, Korpa cekpetbl MOHTUPYIOTCA U3 kind: Secret
2. He cneput 3a namMeHeHnamm naponeun ot keyStore un trustStore
3. Reload cpabaTtbiBaeT npu ntobbix cOObITUAX M3MEeHEHUA GanoB

4. NMpuMeHeHne HOBbIX CepTOB Yepe3 GUKCUpPOoBaHHbIK timeout

i

WCprOBaTO nnga production ||
e ——— \
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Reload SSL bundles He nogowen no pany npuynH

1. He pabotaet B k8s, Korpa cekpetbl MOHTUPYIOTCA U3 kind: Secret
2. He cneput 3a namMeHeHnamm naponeun ot keyStore un trustStore
3. Reload cpabaTtbiBaeT npu ntobbix cOObITUAX M3MEeHEHUA GanoB

4. NMpuMeHeHne HOBbIX CepTOB Yepe3 GUKCUpPOoBaHHbIK timeout

i

WCupoaaTo A prOdUCtion ‘\ WHe nogxo
\— e

e

OUT o Kpenos B-D-J\\

— —

— —— ——
- —
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PeweHo — He ncnonb3yem SSL bundles

@e@

[Mpunwnocb peann3oBaTb CBOU MHCTPYMEHT a/1a hot reload cekpeToB:
« Java-cepBucbl Ha Spring Boot

« pension xoTb B k8s, XoTb Ha BUPTYyanKu
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. [NoyeMy He cTaHOapTHble cpeacTBa Spring ana hot reload?

3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService

3.2.2.1. Ecnn Vault Agent, To cnegum 3a co3gaHuem dannos
3.2.2.2. CnexeHue 3a symlinks Ha dannbl B Kubernetes

3.2.4. CobcTBeHHO, hot reload cekpeTtos noa Harpy3skowu!
3.2.5. HeogHoBpeMeHHbIK hot reload cekpeToB B pa3Hbix pods/y3nax

4. [logpBOAUNM UTOIMU
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Hy>xHO cnegnTb 3a 0OHOBEHMAMU PanIOB C ceKpeTamMu

NMepuopunueckoe HashiCorp
nonyyeHue o6HoBNeHUN
CeKpeToB a u

CnexeHue 3a
naMeHeHusMn dannos
yepez WatchService

Microservice “ Microservice

Microservice
(& SBER TECH 116




Cnegum 3a pamnnamm cekpetoB yepe3d WatchService

WatchService watchService = FileSystems.getDefault().newWatchService();

Path secretsParentDir = watchedFilePath.getParent();

secretsParentDir.register( watchService,
StandardWatchEventKinds.ENTRY_CREATE,
StandardWatchEventKinds.ENTRY_MODIFY,
StandardWatchEventKinds.ENTRY_DELETE );
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Cnegum 3a pamnnamm cekpetoB yepe3d WatchService

WatchService watchService = FileSystems.getDefault().newWatchService();

Path secretsParentDir = watchedFilePath.getParent();
secretsParentDir.register( watchService, ... );

while (true) { // B OoTOEenbHOM MOTOKe

WatchKey key = watchService.take(); // 3acbimaeM 00 W3MeHeHUa ¢alinos
if ( key != null ) A

(& SBER TECH

118



Cnegum 3a pamnnamm cekpetoB yepe3d WatchService

WatchService watchService = FileSystems.getDefault().newWatchService();

Path secretsParentDir = watchedFilePath.getParent();
secretsParentDir.register( watchService, ... );

while (true) A{ // B OTOENbHOM MOTOKEe
WatchKey key = watchService.take(); // 3acbimaeM 00 M3MeHeHUa ¢alinos
if ( key != null ) A // cekpeTbl U3MEeHUNuchb!
Path dirPath = ( Path )key.watchable();
for ( WatchEvent<?> event : key.pollEvents() ) {
Path filePath = dirPath.resolve((Path)event.context()).toAbsolutePath();
WatchEvent.Kind<Path> eventKind = (WatchEvent.Kind<Path>)event.kind();
// UYnTaeM n3aMeHeHUsa 13 cekpeTHoro danna filePath
}
key.reset();
}
}

(& SBER TECH
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Cnegum 3a pamnnamm cekpetoB yepe3d WatchService

WatchService watchService = FileSystems.getDefault().newWatchService();

Path secretsParentDir = watchedFilePath.getParent();
secretsParentDir.register( watchService, ... );

while (true) A{ // B OTOENnbHOM MOTOKEe
WatchKey key = watchService.take(); // 3acbinaem Oo n3MeHeHUs ¢alinos

if ( key != null ) A // cekpeTbl U3MEeHUNuchb!
Path dirPath = ( Path )key.watchable();

for ( WatchEvent<?> event : key.pollEvents() ) {

Path filePath = dirPath.resolve((Path)event.context()).toAbsolutePath();
WatchEvent.Kind<Path> eventKind = (WatchEvent.Kind<Path>)event.kind();
// UYnTaeM n3aMeHeHUsa 13 cekpeTHoro danna filePath

} N

key.reset(); i
h “ B SSL bundles TaKk e ||
| I \

__.__———‘

}

(& SBER TECH

120



[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService

3.2.2.1. Ecnn Vault Agent, 1o cnen
3.2.2.2. CnexxeHue 3a symlinks Ha dannbl B Kubernetes

3.2.4. CobcTBeHHO, hot reload cekpeTtos noa Harpy3skowu!
3.2.5. HeogHoBpeMeHHbIK hot reload cekpeToB B pa3Hbix pods/y3nax

4. [logpBognM UTOrU
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Kak Vault Agent obHoBngeT dann c cekpeTom?

secrets/parent/dir/
— db-username.properties // cnegum 3a 3TuM dannom
— 497906923 // co3pmaeT BpeMeHHbId dann
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Kak Vault Agent obHoBngeT dann c cekpeTom?

secrets/parent/dir/
— db-username.properties // cnegum 3a 3TuM dannom
— 497906923 // HanonHAeT HOBbLIM COOEPXMMbIM
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Kak Vault Agent obHoBngeT dann c cekpeTom?

secrets/parent/dir/

- db—user‘namE.% move
— 497906923

| Noyemy TaK?
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Vault Agent obHoBnaeT pann c ceKpeToM aToMapHO

secrets/parent/dir/

- db—user‘namE.% move
— 497906923

— i

W,ﬂﬂﬂ aTOMapPHOCTWU n3MeHeHus \\
e

- ———— —

* [Noun npamoun nHTerpaumu ¢ Vault mbl genaem Tak e
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[na ¢panna c cekpeToM ecTb TOJIbKO CObbITUE CO30aHUA

secrets/parent/dir/

— db-username .W move
— 497906923

. WatchService ¢pukcupyeTt To/1bKO
9 cobbiTne ENTRY CREATE

secretsParentDir.register( watchService,
StandardWatchEventKinds.ENTRY_CREATE );
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService

3.2.4. CobcTBeHHO, hot reload cekpeTtos noa Harpy3skowu!
3.2.5. HeogHoBpeMeHHbIK hot reload cekpeToB B pa3Hbix pods/y3nax

4. [logpBognM UTOrU
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Kak External Secrets Operator obHoBngeT dann c ceKpeTom?

apiVersion: vl apiVersion: vl
kind: Secret kind: Pod
metadata: e
name: secret-with-files volumes:
stringData: - name: files
db-username.properties: | secret:
db.username=<secret> secretName: secret-with-files
db-password.properties: | containers:
db.password=<secret> - nhame: servant
volumeMounts:

- name: files
mountPath: /secrets/parent/dir/

WO6HOBJ‘|FI€TCF| Ha neTyJ\

.
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Kak External Secrets Operator obHoBngeT dann c ceKpeTom?

apiVersion: vl apiVersion: vl
kind: Secret kind: Pod
metadata: e
name: secret-with-files volumes:
stringData: - name: files
db-username.properties: | secret:
db.username=<secret> secretName: secret-with-files
db-password.properties: | containers:
db.password=<secret> - hame: servant
volumeMounts:

- name: files
mountPath: /secrets/parent/dir/

WO6HOBJ‘1H€TCFI Ha neTyJ\

.
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Kak Kubernetes MoHTUpyeT pannbl n3 kind: Secret?

$ 1s -1a

total 0

drwxrwsrwx. .. .

drwxr-sr-x. .. ..

drwxr-sr-x. . ..2024_01_10_11_39_07.1287132292

Lrwxrwxrwx. .. ..data -> ..2024_01_10_11_39_07.1287132292

Trwxrwxrwx. .. db-username.properties -> ..data/db-username.properties
TrwXrwxrwx. .. db-password.properties -> ..data/db-password.properties
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Kak Kubernetes MoHTUpyeT pannbl n3 kind: Secret?

$ 1s -1a
total 0
drwxrwsrwx. .. .

drwXr-sr-X. . ..
drwxr-sr-x. .. ..2024 _01_10_11 39 _07.1287132292

Trwxrwxrwx. .. ..data -> ..2024_01_10_11_39_07.1287132292
Trwxrwxrwx. .. db-username.properties -> ..data/db-username.properties
Trwxrwxrwx. .. db-password.properties -> ..data/db-password.properties

[louemy Tak?
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Kubernetes obHoBngeT dannbl C cekpeTaMn aToMapHO

$ 1s -1a
total 0
drwXrwsrwx. .. .

dPrWXr-sr-X. . ..
drwxr-sr-x. . ..2024_01_10_11 39 _07.1287132292

Lrwxrwxrwx. .. ..data -> ..2024_01_10_11_39_07.1287132292
Trwxrwxrwx. .. db-username.properties -> ..data/db-username.properties
Trwxrwxrwx. .. db-password.properties -> ..data/db-password.properties

- w1

Wﬂ.ﬂﬂ aTOMapHOCTM n3MeHeHus \\
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Kak Kubernetes obHoBnseT dannbl c cekpetaMy aToMapHO?

secrets/parent/dir/

(& SBER TECH

..2024_01_10_11_39_07.1287132292
..2024_01_10_12_00_00.1287132292
..data -> ..2024_01_10_11_39_07.1287132292
db-username.properties -> ..data/<filename>
db-password.properties -> ..data/<filename>

// cTapbii KaTanor
// 1. HOBbIN KaTanor c ¢annamu

// cnepoum 3a 3TuM
// n 3a 3Tum
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Kak Kubernetes obHoBnseT dannbl c cekpetaMy aToMapHO?

secrets/parent/dir/

(& SBER TECH

..2024_01_10_11_39_07.1287132292
..2024_01_10_12_00_00.1287132292
..data -> ..2024_01_10_12_00_00.1287132292
db-username.properties -> ..data/<filename>
db-password.properties -> ..data/<filename>

// cTapbii KaTanor

// 1. HOBbIA KaTanor c ¢annamu
// 2. aToMapHOe MN3MeHeHue
// cnepum 3a 3TUM

// n 3a 3TuMm
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Kak Kubernetes obHoBnseT dannbl c cekpetaMy aToMapHO?

secrets/parent/dir/
— ..2024_01_10_11_39_07.1287132292 // 3. ymaneHue cTaporo KaTarnora
— ..2024_01_10_12_00_00.1287132292 // 1. HOBbIN KaTanor c tarnamu

— ..data -> ..2024_01_10_12_00_00.1287132292 // 2. aToMapHOe MN3MEHeHue
— db-username.properties -> ..data/<filename> // cneguMm 3a 3TUM
— db-password.properties -> ..data/<filename> // n 3a 3Tum
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Y10 BuanT WatchService pna cekpetHbix ¢pannos B k8s?

secrets/parent/dir/

— 202481316011 39 -67/-1237/132292

..2024_01_10_12_00_00.1287132292

..data -> ..2024_01_10_12_00_00.1287132292
db-username.properties -> ..data/<filename>
db-password.properties -> ..data/<filename>

A uto Buaut WatchService?

ona symlinks Ha ¢pannbl — HUYero

// 3. ymaneHue cTaporo KaTasnora
// 1. HOBbIA KaTanor c ¢annamu
// 2. aToMapHOe MN3MEeHeHue

// cnepum 3a 3TUM

// n 3a 3TuMm

e /19 peanibHbIX PanI0B U3 CTAPOro KaTtaaora

(& SBER TECH

— 1 pa3 delete n TMwKHa ...
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Y10 BuanT WatchService pna cekpetHbix ¢pannos B k8s?

secrets/parent/dir/
— .. 2024_01_10_11_39_087.1287132292 // 3. ymaneHue cTaporo KaTasnora
— ..2024_01_10_12_00_00.1287132292 // 1. HOBbIN KaTanor c tarnamu

— ..data -> ..2024_01_10_12_00_00.1287132292 // 2. aToMapHOe MN3MEHEeHue
— db-username.properties -> ..data/<filename> // cneguMm 3a 3TUM
— db-password.properties -> ..data/<filename> // n 3a 3Tum

/%

¢

# sy
i ;

A uto Buput WatchService?

« pnna symlinks Ha dannbl — HM4Yero

e /19 peanibHbIX PanI0B U3 CTAPOro KaTtaaora
— 1 pa3 delete n TMwmnHa ...

* https://ahmet.im/blog/kubernetes-inotify/
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MNoppy>xxunu WatchService c obHoBneHneM cekpetoB B k8s

WatchService watchService = FileSystems.getDefault().newWatchService();

Path realSecretFilePath = symlinkPath.toRealPath();

Path realSecretsParentDir = realSecretFilePath.getParent();

// 3anoMunHaeM cBa3b realSecretFilePath -> symlinkPath

realSecretsParentDir.register( watchService,
StandardWatchEventKinds.ENTRY_DELETE );
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MNoppy>xxunu WatchService c obHoBneHneM cekpetoB B k8s

WatchKey key = watchService.take();
if ( key != null ) {
Path dirPath = ( Path )key.watchable();
for ( WatchEvent<?> event : key.pollEvents() ) {
Path realSecretFilePath = dirPath.resolve((Path)event.context()).toAbsolutePath();
Path symlinkPath = ...; // BcnomumHaeMm, Kak Ha3biBanca Habnwpgaembli symlink
if ( event.kind() .equals( StandardWatchEventKinds.ENTRY_DELETE ) ) &&
Files.exists( symlinkPath ) && // symlink yxe cMOTPUT Ha gpyron o¢ann
IsymlinkPath.toRealPath() .getParent().equals(realSecretFilePath.getParent()))
{
// 3anommHaem HoByw cBfi3b symlinkPath.toRealPath() -> symlinkPath
symlinkPath.toRealPath() .getParent().register( watchService,
StandardWatchEventKinds.ENTRY_DELETE );
}

// Yntaem usMmeHeHua m3 symlinkPath

}
key.reset();

}
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MNoppy>xxunu WatchService c obHoBneHneM cekpetoB B k8s

Yero pobunuce:
1. Mpwn obHoBneHuu kind: Secret nonyuyaem cobeitne ENTRY_DELETE
2. Ho untaeM HoBOe copepXuMoe cekpeTa, T. K. symlink obHoBneH

3. CobbiTe ENTRY _DELETE npuxoouTt npu Ka)goM crepytow.eM obHoBNeHN
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MNoppy>xxunu WatchService c obHoBneHneM cekpetoB B k8s

Yero pobunuce:
1. Mpwn obHoBneHuu kind: Secret nonyuyaem cobeitne ENTRY_DELETE
2. Ho untaeM HoBOe copepxuMoe cekpeTa, T. K. symlink obHoBneH

3. CobbiTe ENTRY _DELETE npuxoouTt npu Ka)goM crepytow.eM obHoBNeHN

N>
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MNoppy>xxunu WatchService c obHoBneHneM cekpetoB B k8s

Yero pobunuco:

1. Mpwn obHoBneHuu kind: Secret nonyuyaem cobbitne ENTRY DELETE

2. Ho untaeM HoBoe copepXkuMoe cekpeTa, T. K. symlink obHoBneH

3. CobbiTe ENTRY _DELETE npuxoouTt npu Ka)goM crepytow.eM obHoBNeHN
)

‘&

4. HwaHc: Ecnm Vault Agent, To nosuM ENTRY CREATE,
a ecnu External Secrets Operator — ENTRY DELETE
HacTpanBaeTcs
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MNoppyxmnnn WatchService c obHoBneHnem cekpeTtoB B k8s

OTnayeHHoe peweHune

[=] o [m]

L

WPa60TaeT n B k8s, N Ha VMJ\
| |

[=]

https://gitverse.ru/chernov-af/file-watch
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MNoppyxmnnn WatchService c obHoBneHnem cekpeTtoB B k8s

OTnayeHHoe peweHune

[=] o [m]

L

WPa60TaeT n B k8s, N Ha VMJ\
| |

[=]

https://gitverse.ru/chernov-af/file-watch
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexeHune 3a nameHeHuamm dannos c nomoulbio WatchService

3.2.4. CobcTtBeHHO, hot reload cekpeToB nopa Harpy3skou!

3.2.4.1. Reload cepBepHbix SSL-cepTndunKaToB
3.2.4.2. Reload knueHTckmnx SSL-ceptudunkatToB
3.2.4.3. Reload SSL-ceptudukatoB ona coeguHeHuun c B

3.2.4.4. Reload kpepos B[]

145
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OTpenaem cnexkeHue 3a cekpetamm ot ux hot reload

1. Y cnexeHusa 3a uaMeHeHnaMm hannoB C CEKPETAaMM MHOIO HI0OAHCOB q
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OTpenaem cnexkeHue 3a cekpetamm ot ux hot reload

1. Y cnexeHusa 3a uaMeHeHnaMm hannoB C CEKPETAaMM MHOIO HI0OAHCOB q

2. Y hot reload cekpeToB HIOAHCOB HE MEHbLLE a
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OTpenaem cnexkeHue 3a cekpetamm ot ux hot reload

1. Y cnexeHusa 3a uaMeHeHnaMm hannoB C CEKPETAaMM MHOIO HI0OAHCOB q

2. Y hot reload cekpeToB HIOAHCOB HE MEHbLLE q

3. Pazpenunm a3t cnoun, nucnonbaysa natrepH Publisher-Subscriber

~
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OTpenaem cnexkeHue 3a cekpetamm ot ux hot reload

Hot reload cekpeToB

public interface ChangeSubscriber {

List<Path> subscriptions();

[**

* Hot reload 3pecb

*/

void onChange(List<Path> changedFiles);
}
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OTpenaem cnexkeHue 3a cekpetamm ot ux hot reload

Hot reload cekpeToB CnexeHue 3a UBMEHEHUAMMU
public interface ChangeSubscriber { public class ChangePublisher {
List<Path> subscriptions(); public ChangePublisher(
List<ChangeSubscriber> subscribers,
[ *% WatchService watchService,
* Hot reload 3pecb EnumSet<EventKind> watchEventKinds)
*/ {
void onChange(List<Path> changedFiles); e
} }
public void start() { ... }
public void stop() { ... }
}
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService
3.2.4. CobcTtBeHHO, hot reload cekpeToB nopa Harpy3skou!

3.2.4.1. Reload cepBepHbix SSL-cepTndmnkaToB

3.2.4.2. Reload knneHtckux SSL-ceptndpmnkatos
3.2.4.3. Reload SSL-ceptudukatoB ona coeguHeHuun c B
3.2.4.4. Reload kpepos B[]
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Cnepgum 3a keyStore, trustStore n naponamMm oT HUX

public List<Path> subscriptions() {
return List.of( secretProps.getServerKeyStorePath(),
secretProps.getServerKeyStorePasswordPath(),
secretProps.getServerKeyPasswordPath(),
secretProps.getServerTrustStorePath(),
secretProps.getServerTrustStorePasswordPath() );

}

// Tomcat npu cTapTe Bce 3TO MPUMEHWN — Tenepb HYXHO MepenpuMeHnTb

(& SBER TECH
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NoctaeM n3 Tomcat Hy»Hbi 06beKT gna hot reload

FoToBMMCSH K «BONIWIe6HOMY cnoBy» pna Tomcat

@Bean

public TomcatServletWebServerFactory tomcatFactory() {
var tomcatFactory = new TomcatServletWebServerFactory();
tomcatFactory.addConnectorCustomizers( new Ss1ProtocolAccessor() );

return tomcatFactory;

}
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NoctaeM n3 Tomcat Hy»Hbi 06beKT gna hot reload

FoToBMMCSH K «BONIWIe6HOMY cnoBy» pna Tomcat

public class Ss1ProtocolAccessor implements TomcatConnectorCustomizer A
private HttpllNioProtocol protocol;

@Override
public void customize( Connector connector ) {
var protocol = ( HttplliNioProtocol )connector.getProtocolHandler();
if ( connector.getSecure() )
this.protocol = protocol;

}.

public HttpllNioProtocol getProtocol() {
return protocol;
}

}
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Hot reload cepBepHbix SSL-cepTndpmkatoB Tomcat

public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
Ss1ProtocolAccessor customizer = <HaxoAuMm Haw B Konnekuum customizers>;
HttpllNioProtocol protocol = customizer.getProtocol();

// ToToBb K «BOJNWEBGHOMY CNOBY»?
protocol.reloadSs1HostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );
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Hot reload cepBepHbix SSL-cepTndpmkatoB Tomcat

public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
Ss1ProtocolAccessor customizer = <HaxoAuMm Haw B Konnekuum customizers>;
HttpllNioProtocol protocol = customizer.getProtocol();

// ToToBb K «BOJNWEBGHOMY CNOBY»?
protocol.reloadSs1HostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );

-

»%| Cravana HY)XHO 3aaTb HOBbIE Maposin 13 panios
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Hot reload cepBepHbix SSL-cepTndpmkatoB Tomcat

public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
Ss1ProtocolAccessor customizer = <HaxoAuMm HaWw B Konnekuum customizers>;
HttpllNioProtocol protocol = customizer.getProtocol();
setNewPasswordsInto( protocol );
// TOTOBb K «BOJILE6GHOMY CIIOBY»?

protocol.reloadSs1HostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );
}

private void setNewPasswordsInto( HttpllNioProtocol protocol ) {
SSLHostConfig sslHostConfig = <pedonTHbnW K3 protocol.findSslHostConfigs()>;
SSLHostConfigCertificate cert = <nepBbin N3 sslHostConfig.getCertificates()>;
cert.setCertificateKeystorePassword(

stringFromFile( secretProps.getServerKeyStorePasswordPath() ) );
cert.setCertificateKeyPassword(

stringFromFile( secretProps.getServerKeyPasswordPath() );
sslHostConfig.setTruststorePassword(

stringFromFile( secretProps.getServerTrustStorePasswordPath() );

(& SBER TECH

157



Hot reload cepBepHbix SSL-cepTndpmkatoB Tomcat

public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
Ss1ProtocolAccessor customizer = <HaxoAuMm Haw B Konnekuum customizers>;
HttpllNioProtocol protocol = customizer.getProtocol();
setNewPasswordsInto( protocol );
// ToTOBbl K «BONILE6HOMY cCloBYy»!

}

protocol.reloadSs1HostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME ); \\\\

~
~

private void setNewPasswordsInto( HttpllNioProtocol protocol ) f{

_—
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Hot reload cepBepHbix SSL-cepTndpmkatoB Tomcat

public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
Ss1ProtocolAccessor customizer = <HaxoAguMm Haw B Konnekuum customizers>;
HttpllNioProtocol protocol = customizer.getProtocol();
setNewPasswordsInto( protocol );
// TOTOBb K «BOJWE6HOMY cnoBy»!
protocol.reloadSs1HostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME ); \\\\
}

™~

private void setNewPasswordsInto( HttpllNioProtocol protocol ) A

_—

e C————

-~ ~1
(Haysa 100 - 500 mc |
K neHTbl XXAYT J

— i —
—
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Hot reload cepBepHbix SSL-cepTndpmkatoB Tomcat

public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
Ss1ProtocolAccessor customizer = <HaxoAuMm Haw B Konnekuum customizers>;
HttpllNioProtocol protocol = customizer.getProtocol();
setNewPasswordsInto( protocol );
// ToTOBbl K «BONILE6HOMY cCloBYy»!
protocol.reloadSs1HostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME ); \\\\
+

™~

private void setNewPasswordsInto( HttpllNioProtocol protocol ) f{

_—

— ——— a—— — i
-

= »
(Haysa 100 - 500 mc} ( PaboTaeTHa |
K”V‘eHTb‘ A ANES | L—Sprmg Boot 2 ” 3J
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Hot reload cepBepHbix SSL-cepTndpmkatoB Tomcat

public void onChange( List<Path> changedFiles ) {

var customizers = tomcatFactory.getTomcatConnectorCustomizers();
Ss1ProtocolAccessor customizer = <HaxoAuMm Haw B Konnekuum customizers>;
HttpllNioProtocol protocol = customizer.getProtocol();

setNewPasswordsInto( protocol );

// ToTOBbl K «BONILE6HOMY cCloBYy»!

protocol.reloadSs1HostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME ); \\\\

} N
~
private void setNewPasswordsInto( HttpllNioProtocol protocol ) {
! S
(Haysa 100 - 500 mcC | ( PaboTaeT Ha ‘B SSL bundles TaK xe \
KnuneHTb KAYT || Sprmg Boot 2 v 3J R \
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[1naH

1. KakgoMy cepBUCY HY>KHbl CEKPETDI
2. [NonyuyeHune ceKpeToB OJ/1s CePBUCOB

3. NpumMeHeHne cekpeToB B cepBucax Ha Java
3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService

3.2.4. CobcTtBeHHO, hot reload cekpeToB nopa Harpy3skou!

4 Reload cepBenDHbIX -CeNDTNOUKATOR

3.2.4.2. Reload knueHTckmnx SSL-ceptudumkatToB

3.2.4.3. Reload SSL-ceptudukatoB ona coeguHeHuu c b1
3.2.4.4. Reload kpepos B[]
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Cnepgum 3a keyStore, trustStore n naponamMm oT HUX

public List<Path> subscriptions() {
return List.of( secretProps.getClientKeyStorePath(),
secretProps.getClientKeyStorePasswordPath(),
secretProps.getClientTrustStorePath(),
secretProps.getClientTrustStorePasswordPath() );

}

// W3 3aToro npu cTtapte 6bin cobpaH SSLContext pna Jersey client
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Hot reload SSL-ceptudpmkaTtos HT TP-knneHTa

public void onChange( List<Path> changedFiles ) {
ClientBuilder clientBuilder = ClientBuilder.newBuilder().withConfig(...);
clientBuilder.ss1Context( createSsl1Context( secretProps ) );
Client newJerseyClient = clientBuilder.build();
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Hot reload SSL-ceptudpmkaTtos HT TP-knneHTa

public void onChange( List<Path> changedFiles ) {
ClientBuilder clientBuilder = ClientBuilder.newBuilder().withConfig(...);
clientBuilder.ssl1Context( createSsl1Context( secretProps ) );
Client newJerseyClient = clientBuilder.build();

Client oldJerseyClient = Application.volatileHighloadClient;
Application.volatileHighloadClient = newJerseyClient;

} N

~
~
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Hot reload SSL-ceptudpmkaTtos HT TP-knneHTa

public void onChange( List<Path> changedFiles ) {
ClientBuilder clientBuilder = ClientBuilder.newBuilder().withConfig(...);
clientBuilder.ssl1Context( createSsl1Context( secretProps ) );
Client newJerseyClient = clientBuilder.build();

Client oldJerseyClient = Application.volatileHighloadClient;
Application.volatileHighloadClient = newJerseyClient;

scheduleCloseOf( oldJerseyClient ); // abort connections, OTNOXeHHbIN
// Ha BpemMa > read timeout
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Hot reload SSL-ceptudpmkaTtos HT TP-knneHTa

public void onChange( List<Path> changedFiles ) {
ClientBuilder clientBuilder = ClientBuilder.newBuilder().withConfig(...);
clientBuilder.ssl1Context( createSsl1Context( secretProps ) );
Client newJerseyClient = clientBuilder.build();

Client oldJerseyClient = Application.volatileHighloadClient;
Application.volatileHighloadClient = newJerseyClient;

scheduleCloseOf( oldJerseyClient ); // abort connections, OTNOXeHHbIN
// Ha BpemMa > read timeout

&9 @ HikariDataSource c @RefreshScope

pBeT coeanHeHuns bes oxxuaaHus
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService
3.2.4. CobcTtBeHHO, hot reload cekpeToB nopa Harpy3skou!
3.2. 4 1. Reload cepBepHbix SSL- cemechKaTOB

3.2.4.3. ReLoad SSL - cemechKaTOB ona coeguHeHnn c b/

3.2.4.4. Reload kpepos B[]
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Cnegum 3a pem-dannamm ¢ SSL-ceptTnomnkatTamm

public List<Path> subscriptions() {
return List.of( secretProps.getDbSs1CertPath(),
secretProps.getDbSs1KeyPath(),

secretProps.getDbSs1RootCertPath() );
1

// Tpn cTapTe 3To 6bno «3awnto» B JDBC URL
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Hot reload SSL-ceptudpumkaTos paa b

public void onChange( List<Path> changedFiles ) {
hikariDataSource.getHikariPoolMXBean() .softEvictConnections();

}

// Daxe o¢alinb ¢ cekpeTaMu CaMWM UYMTaTb HE HYXHO!
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Hot reload SSL-ceptudpumkaTos paa b

public void onChange( List<Path> changedFiles ) {
hikariDataSource.getHikariPoolMXBean() .softEvictConnections();

}

// Daxe o¢alinb ¢ cekpeTaMu CaMWM UYMTaTb HE HYXHO!

—— ————

i1
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService
3.2.4. CobcTtBeHHO, hot reload cekpeToB nopa Harpy3skou!

3.2.4.1. Reload cepBepHbix SSL-cepTndunKaToB
3.2.4.2. Reload knueHTckmnx SSL-ceptudunkatToB
3.2.4.3. Reload SSL-ceptudukatoB ona coeguHeHuu c B

3.2.4.4. Reload kpepos B[]
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CneguM 3a ceKpeTHbIMU pannamum c Kpegamm b

public List<Path> subscriptions() {
return List.of( secretProps.getDbUsernamePath(),
secretProps.getDbPasswordPath() );
1

// NMpun cTapTe 3To 6bUIO NepepaHo B HikariDataSource
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Hot reload kpepos B

public void onChange( List<Path> changedFiles ) {
hikariDataSource.getHikariConfigMXBean() .setUsername(
stringFromFile( secretProps.getDbUsernamePath() ) );
hikariDataSource.getHikariConfigMXBean() .setPassword(
stringFromFile( secretProps.getDbPasswordPath() ) );
hikariDataSource.getHikariPoolMXBean() .softEvictConnections();

F N
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Hot reload kpepos B

public void onChange( List<Path> changedFiles ) {
hikariDataSource.getHikariConfigMXBean() .setUsername(
stringFromFile( secretProps.getDbUsernamePath() ) );
hikariDataSource.getHikariConfigMXBean() .setPassword(
stringFromFile( secretProps.getDbPasswordPath() ) );
hikariDataSource.getHikariPoolMXBean() .softEvictConnections();

}

—— ————
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[1naH

1. Ka)xgoMy cepBUCY HYXXHbl CEKPETDI
2. ['lonyyeHne cekpeToB Oa CepBUCOB
3. NpumMeHeHne cekpeToB B cepBucax Ha Java

3.1. NpuMeHeHne ceKpeToB Npu CTapTe cepBuca
3.2. Hot reload cekpeToB npu nx nameHeHmnmn
3.2.1. NoueMy He pecTapT, a hot reload?
3.2.2. NoueMy He cTaHOapTHble cpencTtBa Spring ona hot reload?
3.2.3. CnexxeHue 3a naMmeHeHnamu ¢pamnnos c nomollbto WatchService
3.2.4. CobcTBEHHO, hot reload cekpeToB nog Harpy3xkowu!

3.2.5. HeopgHoBpeMeHHbI hot reload cekpeTos B pasHbix pods/y3znax [

4. [logpBognM nUTOorun
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[Mpobnema ogHoBpeMeHHoro hot reload

OpHoBpeMeHHO obHoBNAelW b KneHTcKne SSL-cepTnudmnkaTsbl
— co3paellb 1aBUHY nepeco3naHn SSL-KOHHEKTOB Ha cepBepe.
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[Mpobnema ogHoBpeMeHHoro hot reload

OpHoBpeMeHHO obHoBNAelW b KneHTcKne SSL-cepTnudmnkaTsbl
— co3paellb NaBUHY nepeco3naHn SSL-KOHHEKTOB Ha cepBepe.

YcTtaHoBKa SSL-KOHHeKTOB TpaTtut MHoro CPU.
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[Mpobnema ogHoBpeMeHHoro hot reload

Admin

Nginx ;:
/ ',"Kubernetes namespace |ngress
( | [Hotreload|
[nk BO BCeX l
Harpysku! pods Servant SessionsData
x ; , — \(_ HTTP

HTTP
endpoint

e o M Em M M Em o R M M M Em A M e e

-
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HeopnHoBpeMeHHbIN hot reload — HeT npobnembl

N3b6eraem ogHoBpeMeHHoro hot reload Bo Bcex nHcTaHcax.
Random-oxxunpgaHue (jitter) nepen NnpMeHEHMEM HOBbIX CEKPETOB.
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HeopnHoBpeMeHHbIN hot reload — HeT npobnembl

public void onChange( List<Path> changedFiles ) {
sleep( <jitter from 5 to 150 seconds> );
// NpuMeHeHne n3meHeHuir B changedFiles

}.
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HeopnHoBpeMeHHbIN hot reload — HeT npobnembl

public void onChange( List<Path> changedFiles ) {
sleep( <jitter from 5 to 150 seconds> );
// NpuMeHeHne n3meHeHuir B changedFiles

}

m Service Service Service m

PgBouncer
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HeopnHoBpeMeHHbIN hot reload — HeT npobnembl

public void onChange( List<Path> changedFiles ) {
sleep( <jitter from 5 to 150 seconds> );
// NpuMeHeHne n3meHeHuir B changedFiles

}

m Service Service Service m

l

L
W3KOHOMMM «©Kene3so» \\

PgBouncer

f

- | e—— —— —
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HeopnHoBpeMeHHbIN hot reload — HeT npobnembl

public void onChange( List<Path> changedFiles ) {
sleep( <jitter from 5 to 150 seconds> );
// NpuMeHeHne n3meHeHuir B changedFiles

}

m Service Service Service Service

PgBouncer

# [Noxoxxe Ha RollingUpdate gns obHoBneHns cekpeToB
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HeopnHoBpeMeHHbIN hot reload — HeT npobnembl

public void onChange( List<Path> changedFiles ) {
sleep( <jitter from 5 to 150 seconds> );
// NpuMeHeHne n3meHeHuir B changedFiles

}

m Service Service Service m

PgBouncer

@&@A B SSL bundles ogHoBpemeHHbIN hot reload
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HeopnHoBpeMeHHbIN hot reload — HeT npobnembl

public void onChange( List<Path> changedFiles ) {
sleep( <jitter from 5 to 150 seconds> );
// NpuMeHeHne n3meHeHuir B changedFiles

}

m Service Service Service m

l

— ————
————
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WFOTOBO k production ||
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[1naH

1. KakgoMy cepBUCY HY>KHbl CEKPETDI
2. MNonyyeHne ceKkpeToB 019 CEPBUCOB
3. NpnMeHeHMe cekpeToB B cepBucax Ha Java

4. [logpBOAUNM UTOIMU
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Boisogbl

1. Ucnonb3yute BHELWHNUN NPOBanuaep CeKpPEeToB

LleHTpanu3oBaHHOe, rMbkoe n be3onacHoe yrnpaBneHne cekpeTaMmu
He Ba)XHO, Ha YeM HarnmcaHbl Balln CEPBUCHI U KaK OHWU Oen10ATCS

1.1. PasgenuTte crnon NnpMHecCeHmna CEKPETOB U UX NOTPebneHuns
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Boisogbl

1. icnonb3ynTte BHELLHUM NPOBanaep CEKPeToB

LleHTpanu3oBaHHOe, rMbkoe n be3onacHoe yrnpaBneHne cekpeTaMmu
He Ba)XHO, Ha YeM HarnmcaHbl Balln CEPBUCHI U KaK OHWU Oen10ATCS

1.1. PazpenuTe cnou npuHeceHUs CeKpeToB U NX noTtpebneHusn
CekpeTbl B BUAe hanioB — Jierko NOMeEHATb NpoBanaepa CEKPETOB

(& SBER TECH 189



Boisogbl

1. icnonb3ynTte BHELLHUM NPOBanaep CEKPeToB

2.He ucnonbzynre rolling update pna npuMmeHeHna HOBbIX CeKpeToOB

BpeMeHHOe yMeHblUeHne Yncna pods — yxyaleHune KkadecTBa cepBuca
BpeMeHHOoe yBenmyeHue ymcna pods — HYXXHO bonblue «Kenesay,
a 3Ha4YunT, OeHer
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Boisogbl

1. icnonb3ynTte BHELLHUM NPOBanaep CEKPeToB
2. He ncnonb3ymnte rolling update pnga npnMeHeHUa HOBbIX CEKPETOB

3.He 6ouTtech BoinonHATb hot reload cekpeToB nop Harpyakou
B Java Ha Spring Boot 0OHOBUTb ceKpeTbl «Ha ropaYyIo»
newesne, yeM rolling update

3.1. PaspenuTte cnou obHapyxeHunsa naMmeHeHum cekpetos 1 nx hot reload
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Boisogbl

1. icnonb3ynTte BHELLHUM NPOBanaep CEKPeToB
2. He ncnonb3ymnte rolling update pnga npnMeHeHUa HOBbIX CEKPETOB

3. He 6bonTechb BbinonHATb hot reload cekpeToB nopn, Harpyskou
B Java Ha Spring Boot 0OHOBUTb ceKpeTbl «Ha ropaYyIo»
newesne, yem rolling update

3.1. PazpenuTte cnon obHapyxeHuUs usMeHeHn cekpeTtoB u ux hot reload
J1lerko NoMeHATb CNoU cnexxeHusa 3a uaMeHeHnammn, He Tporaa hot reload
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Boisogbl

1. icnonb3ynTte BHELLHUM NPOBanaep CEKPeToB
2. He ncnonb3ymnte rolling update pnga npnMeHeHUa HOBbIX CEKPETOB
3. He 6bonTechb BbinonHATb hot reload cekpeToB nopn, Harpyskou

4.BoinonHanTe hot reload cekpeToB B pazHbix pods B pa3Hoe BpeMs
N3b6eraeM nmkoBbix Harpy3sok Ha CPU cepBepa — 3KOHOMUM Ha «Kenese»
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Boisogbl

1. icnonb3ynTte BHELLHUM NPOBanaep CEKPeToB
2. He ncnonb3ymnte rolling update pnga npnMeHeHUa HOBbIX CEKPETOB
3. He 6bonTechb BbinonHATb hot reload cekpeToB nopn, Harpyskou

4. BbinonHanTe hot reload cekpeToB B pa3Hbix pods B pa3Hoe BpeM4

Hapetocb, 6bi10 None3Ho
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