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https://external-secrets.io/v0.9.13/




































server:
ssl:

key-store: ${secrets.server.keyStorePath}
key-store-type: PKCS12
key-alias: ...
key-store-password: ${secrets.server.keyStorePasswordPath}
key-password: ${secrets.server.keyPasswordPath}
trust-store: ${secrets.server.trustStorePath}
trust-store-type: PKCS12
trust-store-password: ${secrets.server.trustStorePasswordPath}
client-auth: need



server:
ssl:

key-store: ${secrets.server.keyStorePath}
key-store-type: PKCS12
key-alias: ...
key-store-password: ${secrets.server.keyStorePasswordPath}
key-password: ${secrets.server.keyPasswordPath}
trust-store: ${secrets.server.trustStorePath}
trust-store-type: PKCS12
trust-store-password: ${secrets.server.trustStorePasswordPath}
client-auth: need



@Bean
public WebServerFactoryCustomizer<TomcatServletWebServerFactory>

tomcatCustomizer(SecretFilesProperties secretProps )
{

return ( TomcatServletWebServerFactory factory ) -> {
Ssl sslSettings = factory.getSsl();
sslSettings.setKeyStorePassword(

stringFromFile( secretProps.getServerKeyStorePasswordPath() ) );
sslSettings.setKeyPassword(

stringFromFile( secretProps.getServerKeyPasswordPath() ) );
sslSettings.setTrustStorePassword(

stringFromFile( secretProps.getServerTrustStorePasswordPath() ) );
};

}



@Bean
public WebServerFactoryCustomizer<TomcatServletWebServerFactory>

tomcatCustomizer(SecretFilesProperties secretProps )
{

return ( TomcatServletWebServerFactory factory ) -> {
Ssl sslSettings = factory.getSsl();
sslSettings.setKeyStorePassword(

stringFromFile( secretProps.getServerKeyStorePasswordPath() ) );
sslSettings.setKeyPassword(

stringFromFile( secretProps.getServerKeyPasswordPath() ) );
sslSettings.setTrustStorePassword(

stringFromFile( secretProps.getServerTrustStorePasswordPath() ) );
};

}



@Bean
public WebServerFactoryCustomizer<TomcatServletWebServerFactory>

tomcatCustomizer(SecretFilesProperties secretProps )
{

return ( TomcatServletWebServerFactory factory ) -> {
Ssl sslSettings = factory.getSsl();
sslSettings.setKeyStorePassword(

stringFromFile( secretProps.getServerKeyStorePasswordPath() ) );
sslSettings.setKeyPassword(

stringFromFile( secretProps.getServerKeyPasswordPath() ) );
sslSettings.setTrustStorePassword(

stringFromFile( secretProps.getServerTrustStorePasswordPath() ) );
};

}





public SSLContext createSslContext( SecretFilesProperties secretProps )
throws GeneralSecurityException, IOException {

SSLContextBuilder sslContextBuilder = SSLContextBuilder.create();
sslContextBuilder.setKeyStoreType( "PKCS12" );

loadKeyStore( sslContextBuilder,
Files.newInputStream( secretProps.getClientKeyStorePath() ),
charsFromFile( secretProps.getClientKeyStorePasswordPath() ) );

loadTrustStore( sslContextBuilder,
Files.newInputStream( secretProps.getClientTrustStorePath() ),
charsFromFile( secretProps.getClientTrustStorePasswordPath() ));

return sslContextBuilder.build();
}



public SSLContext createSslContext( SecretFilesProperties secretProps )
throws GeneralSecurityException, IOException {

SSLContextBuilder sslContextBuilder = SSLContextBuilder.create();
sslContextBuilder.setKeyStoreType( "PKCS12" );

loadKeyStore( ... );
loadTrustStore( ... );
return sslContextBuilder.build();

}

private void loadKeyStore( SSLContextBuilder builder,InputStream keyStoreStm,
char[] keyStorePass ) {

KeyStore keyStore = KeyStore.getInstance( "PKCS12" );
keyStore.load( keyStoreStm, keyStorePass );
builder.loadKeyMaterial( keyStore, keyStorePass, <aliasStrategy> );
Arrays.fill( keyStorePass, ( char )0 );

}    



ClientBuilder clientBuilder =
ClientBuilder.newBuilder().withConfig(...);

clientBuilder.sslContext( createSslContext( secretProps ) );
Client jerseyClient = clientBuilder.build();



ClientBuilder clientBuilder =
ClientBuilder.newBuilder().withConfig(...);

clientBuilder.sslContext( createSslContext( secretProps ) );
Client jerseyClient = clientBuilder.build();





jdbc:postgresql://<db-host>:<db-port>/<db-name>
?targetServerType=master&prepareThreshold=0
&ssl=true&sslmode=verify-full
&sslcert=/etc/config/ssl/postgresql/tls.crt
&sslkey=/etc/config/ssl/postgresql/tls.key
&sslrootcert=/etc/config/ssl/ca/root.crt



jdbc:postgresql://<db-host>:<db-port>/<db-name>
?targetServerType=master&prepareThreshold=0
&ssl=true&sslmode=verify-full
&sslcert=/etc/config/ssl/postgresql/tls.crt
&sslkey=/etc/config/ssl/postgresql/tls.key
&sslrootcert=/etc/config/ssl/ca/root.crt



@Bean
public HikariDataSource postresqlDataSource(

SecretFilesProperties secretProps ) {
var config = new HikariConfig();
config.setJdbcUrl( secretProps.getJdbcUrlWithCertPaths() );
// ...
return new HikariDataSource( config );

}



@Bean
public HikariDataSource postresqlDataSource(

SecretFilesProperties secretProps ) {
var config = new HikariConfig();
config.setJdbcUrl( secretProps.getJdbcUrlWithCertPaths() );
// ...
return new HikariDataSource( config );

}





@Bean
public HikariDataSource postresqlDataSource(

SecretFilesProperties secretProps ) {
var config = new HikariConfig();
config.setUsername( stringFromFile( secretProps.getDbUsernamePath() ) );
config.setPassword( stringFromFile( secretProps.getDbPasswordPath() ) );
// ...
return new HikariDataSource( config );

}



@Bean
public HikariDataSource postresqlDataSource(

SecretFilesProperties secretProps ) {
var config = new HikariConfig();
config.setUsername( stringFromFile( secretProps.getDbUsernamePath() ) );
config.setPassword( stringFromFile( secretProps.getDbPasswordPath() ) );
// ...
return new HikariDataSource( config );

}



@Bean
public HikariDataSource postresqlDataSource(

SecretFilesProperties secretProps ) {
var config = new HikariConfig();
config.setUsername( stringFromFile( secretProps.getDbUsernamePath() ) );
config.setPassword( stringFromFile( secretProps.getDbPasswordPath() ) );
// ...
return new HikariDataSource( config );

}

















apiVersion: apps/v1
kind: Deployment
metadata:
name: application-name

spec:
replicas: ...
strategy:
type: RollingUpdate
rollingUpdate:

maxUnavailable: ...
maxSurge: ...



apiVersion: apps/v1
kind: Deployment
metadata:
name: application-name

spec:
replicas: ...
strategy:
type: RollingUpdate
rollingUpdate:

maxUnavailable: ...
maxSurge: ...
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apiVersion: apps/v1
kind: Deployment
metadata:
name: application-name

spec:
replicas: ...
strategy:
type: RollingUpdate
rollingUpdate:

maxUnavailable: ...
maxSurge: ...
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@RefreshScope
@Bean
public Client httpClient( SecretFilesProperties secretProps ) {

ClientBuilder clientBuilder =
ClientBuilder.newBuilder().withConfig(...);

clientBuilder.sslContext( createSslContext( secretProps ) );
return clientBuilder.build();

}



@RefreshScope
@Bean
public Client httpClient( SecretFilesProperties secretProps ) {

ClientBuilder clientBuilder =
ClientBuilder.newBuilder().withConfig(...);

clientBuilder.sslContext( createSslContext( secretProps ) );
return clientBuilder.build();

}

• curl http://<host>:<port>/actuator/refresh --request POST
• applicationContext.publishEvent(new RefreshEvent(this, <event>, <eventName>))



@RefreshScope
@Bean
public Client httpClient( SecretFilesProperties secretProps ) {

ClientBuilder clientBuilder =
ClientBuilder.newBuilder().withConfig(...);

clientBuilder.sslContext( createSslContext( secretProps ) );
return clientBuilder.build();

}

• curl http://<host>:<port>/actuator/refresh --request POST
• applicationContext.publishEvent(new RefreshEvent(this, <event>, <eventName>))





// @RefreshScope
// 2. Применить аннотацию невозможно — Spring Boot start error:

@Bean
public TomcatServletWebServerFactory tomcatFactory(

SecretFilesProperties secretProps ) {
var factory = new TomcatServletWebServerFactory();
// customize using secretProps
return factory;

}



@RefreshScope
@Bean
public TomcatServletWebServerFactory tomcatFactory(

SecretFilesProperties secretProps ) {
var factory = new TomcatServletWebServerFactory();
// customize using secretProps
return factory;

}



@RefreshScope
@Bean
public HikariDataSource postresqlDataSource(

SecretFilesProperties secretProps ) {
var config = new HikariConfig();
config.setJdbcUrl( secretProps.getJdbcUrlWithCertPaths() );
config.setUsername( stringFromFile( secretProps.getDbUsernamePath() ) );
config.setPassword( stringFromFile( secretProps.getDbPasswordPath() ) );
// ...
return new HikariDataSource( config );

}

PSQLException



1.HikariDataSource AutoClosable



1.HikariDataSource AutoClosable

2.close() HikariPool.shutdown()



1.HikariDataSource AutoClosable

2.close() HikariPool.shutdown()

3.RefreshScope
close() AutoClosable



1.HikariDataSource AutoClosable

2.close() HikariPool.shutdown()

3.RefreshScope
close() AutoClosable







spring:
ssl:

bundle:
jks:

server-bundle:  # имя bundle
key:
alias: server
password: <password value>

keystore:
type: PKCS12
location: ${secrets.server.keyStorePath}
password: <password value>

truststore:
type: PKCS12
location: ${secrets.server.trustStorePasswordPath}
password: <password value>

reloadOnUpdate: true # включает hot reload



@Bean
public Client httpClient(SslBundles sslBundles){
ClientBuilder clientBuilder =

ClientBuilder.newBuilder()
.withConfig(...);

SslBundle bundle =
sslBundles.getBundle( "client-bundle" );

clientBuilder.sslContext(
bundle.createSslContext() );

return clientBuilder.build();
}

server:
ssl:
# вместо указания
# сертификатов,
# паролей и пр.
bundle: server-bundle
client-auth: need
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WatchService watchService = FileSystems.getDefault().newWatchService();

Path secretsParentDir = watchedFilePath.getParent();
secretsParentDir.register( watchService,

StandardWatchEventKinds.ENTRY_CREATE,
StandardWatchEventKinds.ENTRY_MODIFY,
StandardWatchEventKinds.ENTRY_DELETE );



WatchService watchService = FileSystems.getDefault().newWatchService();

Path secretsParentDir = watchedFilePath.getParent();
secretsParentDir.register( watchService, ... );

while (true) { // в отдельном потоке
WatchKey key = watchService.take(); // засыпаем до изменения файлов
if ( key != null ) {
...

}



WatchService watchService = FileSystems.getDefault().newWatchService();

Path secretsParentDir = watchedFilePath.getParent();
secretsParentDir.register( watchService, ... );

while (true) { // в отдельном потоке
WatchKey key = watchService.take(); // засыпаем до изменения файлов
if ( key != null ) { // секреты изменились!
Path dirPath = ( Path )key.watchable();
for ( WatchEvent<?> event : key.pollEvents() ) {

Path filePath = dirPath.resolve((Path)event.context()).toAbsolutePath();
WatchEvent.Kind<Path> eventKind = (WatchEvent.Kind<Path>)event.kind();
// Читаем изменения из секретного файла filePath

}
key.reset();

}
}



WatchService watchService = FileSystems.getDefault().newWatchService();

Path secretsParentDir = watchedFilePath.getParent();
secretsParentDir.register( watchService, ... );

while (true) { // в отдельном потоке
WatchKey key = watchService.take(); // засыпаем до изменения файлов
if ( key != null ) { // секреты изменились!
Path dirPath = ( Path )key.watchable();
for ( WatchEvent<?> event : key.pollEvents() ) {

Path filePath = dirPath.resolve((Path)event.context()).toAbsolutePath();
WatchEvent.Kind<Path> eventKind = (WatchEvent.Kind<Path>)event.kind();
// Читаем изменения из секретного файла filePath

}
key.reset();

}
}





secrets/parent/dir/
├─ db-username.properties // следим за этим файлом
└─ 497906923 // создает временный файл



secrets/parent/dir/
├─ db-username.properties // следим за этим файлом
└─ 497906923               // наполняет новым содержимым



secrets/parent/dir/
├─ db-username.properties
└─ 497906923

move



secrets/parent/dir/
├─ db-username.properties
└─ 497906923

move



secrets/parent/dir/
├─ db-username.properties
└─ 497906923

secretsParentDir.register( watchService,
StandardWatchEventKinds.ENTRY_CREATE );

move





apiVersion: v1             
kind: Secret
metadata:                  
name: secret-with-files

stringData:                
db-username.properties: |
db.username=<secret>   

db-password.properties: |
db.password=<secret> 

apiVersion: v1
kind: Pod
...
volumes:
- name: files

secret:
secretName: secret-with-files

containers:
- name: servant
...
volumeMounts:
- name: files
mountPath: /secrets/parent/dir/



apiVersion: v1             
kind: Secret               
metadata:                  
name: secret-with-files  

stringData:                
db-username.properties: |
db.username=<secret>   

db-password.properties: |
db.password=<secret> 

apiVersion: v1
kind: Pod
...
volumes:
- name: files

secret:
secretName: secret-with-files

containers:
- name: servant
...
volumeMounts:
- name: files
mountPath: /secrets/parent/dir/



$ ls -la
total 0
drwxrwsrwx. … .
drwxr-sr-x. … ..
drwxr-sr-x. … ..2024_01_10_11_39_07.1287132292
lrwxrwxrwx. … ..data -> ..2024_01_10_11_39_07.1287132292
lrwxrwxrwx. … db-username.properties -> ..data/db-username.properties
lrwxrwxrwx. … db-password.properties -> ..data/db-password.properties



$ ls -la
total 0
drwxrwsrwx. … .
drwxr-sr-x. … ..
drwxr-sr-x. … ..2024_01_10_11_39_07.1287132292
lrwxrwxrwx. … ..data -> ..2024_01_10_11_39_07.1287132292
lrwxrwxrwx. … db-username.properties -> ..data/db-username.properties
lrwxrwxrwx. … db-password.properties -> ..data/db-password.properties



$ ls -la
total 0
drwxrwsrwx. … .
drwxr-sr-x. … ..
drwxr-sr-x. … ..2024_01_10_11_39_07.1287132292
lrwxrwxrwx. … ..data -> ..2024_01_10_11_39_07.1287132292
lrwxrwxrwx. … db-username.properties -> ..data/db-username.properties
lrwxrwxrwx. … db-password.properties -> ..data/db-password.properties



secrets/parent/dir/
├─ ..2024_01_10_11_39_07.1287132292 // старый каталог
├─ ..2024_01_10_12_00_00.1287132292 // 1. новый каталог с файлами
├─ ..data -> ..2024_01_10_11_39_07.1287132292
├─ db-username.properties -> ..data/<filename> // следим за этим
└─ db-password.properties -> ..data/<filename> // и за этим



secrets/parent/dir/
├─ ..2024_01_10_11_39_07.1287132292 // старый каталог
├─ ..2024_01_10_12_00_00.1287132292 // 1. новый каталог с файлами
├─ ..data -> ..2024_01_10_12_00_00.1287132292 // 2. атомарное изменение
├─ db-username.properties -> ..data/<filename> // следим за этим
└─ db-password.properties -> ..data/<filename> // и за этим



secrets/parent/dir/
├─ ..2024_01_10_11_39_07.1287132292 // 3. удаление старого каталога
├─ ..2024_01_10_12_00_00.1287132292            // 1. новый каталог с файлами
├─ ..data -> ..2024_01_10_12_00_00.1287132292 // 2. атомарное изменение
├─ db-username.properties -> ..data/<filename> // следим за этим
└─ db-password.properties -> ..data/<filename> // и за этим



secrets/parent/dir/
├─ ..2024_01_10_11_39_07.1287132292 // 3. удаление старого каталога
├─ ..2024_01_10_12_00_00.1287132292            // 1. новый каталог с файлами
├─ ..data -> ..2024_01_10_12_00_00.1287132292 // 2. атомарное изменение
├─ db-username.properties -> ..data/<filename> // следим за этим
└─ db-password.properties -> ..data/<filename> // и за этим

•

•



secrets/parent/dir/
├─ ..2024_01_10_11_39_07.1287132292 // 3. удаление старого каталога
├─ ..2024_01_10_12_00_00.1287132292            // 1. новый каталог с файлами
├─ ..data -> ..2024_01_10_12_00_00.1287132292 // 2. атомарное изменение
├─ db-username.properties -> ..data/<filename> // следим за этим
└─ db-password.properties -> ..data/<filename> // и за этим

•

•

https://ahmet.im/blog/kubernetes-inotify/


WatchService watchService = FileSystems.getDefault().newWatchService();

Path realSecretFilePath = symlinkPath.toRealPath();
Path realSecretsParentDir = realSecretFilePath.getParent();
// Запоминаем связь realSecretFilePath -> symlinkPath
realSecretsParentDir.register( watchService,

StandardWatchEventKinds.ENTRY_DELETE );



WatchKey key = watchService.take();
if ( key != null ) {

Path dirPath = ( Path )key.watchable();
for ( WatchEvent<?> event : key.pollEvents() ) {
Path realSecretFilePath = dirPath.resolve((Path)event.context()).toAbsolutePath();
Path symlinkPath = ...;  // вспоминаем, как назывался наблюдаемый symlink
if ( event.kind().equals( StandardWatchEventKinds.ENTRY_DELETE ) ) &&

Files.exists( symlinkPath ) &&  // symlink уже смотрит на другой файл
!symlinkPath.toRealPath().getParent().equals(realSecretFilePath.getParent()))

{
// Запоминаем новую связь symlinkPath.toRealPath() -> symlinkPath
symlinkPath.toRealPath().getParent().register( watchService,

StandardWatchEventKinds.ENTRY_DELETE );
}
// Читаем изменения из symlinkPath

}
key.reset();

}

1
2

3





















public interface ChangeSubscriber {

List<Path> subscriptions();

/**
* Hot reload здесь
*/
void onChange(List<Path> changedFiles);

}



public class ChangePublisher {

public ChangePublisher(
List<ChangeSubscriber> subscribers,
WatchService watchService,
EnumSet<EventKind> watchEventKinds)

{
...

}

public void start() { ... }

public void stop() { ... }
}

public interface ChangeSubscriber {

List<Path> subscriptions();

/**
* Hot reload здесь
*/
void onChange(List<Path> changedFiles);

}





public List<Path> subscriptions() {
return List.of( secretProps.getServerKeyStorePath(),

secretProps.getServerKeyStorePasswordPath(),
secretProps.getServerKeyPasswordPath(),
secretProps.getServerTrustStorePath(),
secretProps.getServerTrustStorePasswordPath() );

}

// Tomcat при старте все это применил — теперь нужно переприменить



@Bean
public TomcatServletWebServerFactory tomcatFactory() {

var tomcatFactory = new TomcatServletWebServerFactory();
tomcatFactory.addConnectorCustomizers( new SslProtocolAccessor() );
return tomcatFactory;

}



public class SslProtocolAccessor implements TomcatConnectorCustomizer {

private Http11NioProtocol protocol;

@Override
public void customize( Connector connector ) {

var protocol = ( Http11NioProtocol )connector.getProtocolHandler();
if ( connector.getSecure() )

this.protocol = protocol;
}

public Http11NioProtocol getProtocol() {
return protocol;

}
}



public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
SslProtocolAccessor customizer = <находим наш в коллекции customizers>;
Http11NioProtocol protocol = customizer.getProtocol();

protocol.reloadSslHostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );
}



public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
SslProtocolAccessor customizer = <находим наш в коллекции customizers>;
Http11NioProtocol protocol = customizer.getProtocol();

protocol.reloadSslHostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );
}



public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
SslProtocolAccessor customizer = <находим наш в коллекции customizers>;
Http11NioProtocol protocol = customizer.getProtocol();
setNewPasswordsInto( protocol );
// Готовы к «волшебному слову»?
protocol.reloadSslHostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );

}

private void setNewPasswordsInto( Http11NioProtocol protocol ) {
SSLHostConfig sslHostConfig = <дефолтный из protocol.findSslHostConfigs()>;
SSLHostConfigCertificate cert = <первый из sslHostConfig.getCertificates()>;
cert.setCertificateKeystorePassword(

stringFromFile( secretProps.getServerKeyStorePasswordPath() ) );
cert.setCertificateKeyPassword(

stringFromFile( secretProps.getServerKeyPasswordPath() );
sslHostConfig.setTruststorePassword(

stringFromFile( secretProps.getServerTrustStorePasswordPath() );
}



public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
SslProtocolAccessor customizer = <находим наш в коллекции customizers>;
Http11NioProtocol protocol = customizer.getProtocol();
setNewPasswordsInto( protocol );

protocol.reloadSslHostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );
}

private void setNewPasswordsInto( Http11NioProtocol protocol ) {
...

}



public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
SslProtocolAccessor customizer = <находим наш в коллекции customizers>;
Http11NioProtocol protocol = customizer.getProtocol();
setNewPasswordsInto( protocol );

protocol.reloadSslHostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );
}

private void setNewPasswordsInto( Http11NioProtocol protocol ) {
...

}



public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
SslProtocolAccessor customizer = <находим наш в коллекции customizers>;
Http11NioProtocol protocol = customizer.getProtocol();
setNewPasswordsInto( protocol );

protocol.reloadSslHostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );
}

private void setNewPasswordsInto( Http11NioProtocol protocol ) {
...

}



public void onChange( List<Path> changedFiles ) {
var customizers = tomcatFactory.getTomcatConnectorCustomizers();
SslProtocolAccessor customizer = <находим наш в коллекции customizers>;
Http11NioProtocol protocol = customizer.getProtocol();
setNewPasswordsInto( protocol );

protocol.reloadSslHostConfig( SSLHostConfig.DEFAULT_SSL_HOST_NAME );
}

private void setNewPasswordsInto( Http11NioProtocol protocol ) {
...

}





public List<Path> subscriptions() {
return List.of( secretProps.getClientKeyStorePath(),

secretProps.getClientKeyStorePasswordPath(),
secretProps.getClientTrustStorePath(),
secretProps.getClientTrustStorePasswordPath() );

}

// Из этого при старте был собран SSLContext для Jersey client



public void onChange( List<Path> changedFiles ) {
ClientBuilder clientBuilder = ClientBuilder.newBuilder().withConfig(...);
clientBuilder.sslContext( createSslContext( secretProps ) );
Client newJerseyClient = clientBuilder.build();

...
}



public void onChange( List<Path> changedFiles ) {
ClientBuilder clientBuilder = ClientBuilder.newBuilder().withConfig(...);
clientBuilder.sslContext( createSslContext( secretProps ) );
Client newJerseyClient = clientBuilder.build();

Client oldJerseyClient = Application.volatileHighloadClient;
Application.volatileHighloadClient = newJerseyClient;

}



public void onChange( List<Path> changedFiles ) {
ClientBuilder clientBuilder = ClientBuilder.newBuilder().withConfig(...);
clientBuilder.sslContext( createSslContext( secretProps ) );
Client newJerseyClient = clientBuilder.build();

Client oldJerseyClient = Application.volatileHighloadClient;
Application.volatileHighloadClient = newJerseyClient;

scheduleCloseOf( oldJerseyClient ); // abort connections, отложенный
// на время > read timeout

}



public void onChange( List<Path> changedFiles ) {
ClientBuilder clientBuilder = ClientBuilder.newBuilder().withConfig(...);
clientBuilder.sslContext( createSslContext( secretProps ) );
Client newJerseyClient = clientBuilder.build();

Client oldJerseyClient = Application.volatileHighloadClient;
Application.volatileHighloadClient = newJerseyClient;

scheduleCloseOf( oldJerseyClient ); // abort connections, отложенный
// на время > read timeout

}





public List<Path> subscriptions() {
return List.of( secretProps.getDbSslCertPath(),

secretProps.getDbSslKeyPath(),
secretProps.getDbSslRootCertPath() );

}

// При старте это было «зашито» в JDBC URL



public void onChange( List<Path> changedFiles ) {
hikariDataSource.getHikariPoolMXBean().softEvictConnections();

}

// Даже файлы с секретами самим читать не нужно!



public void onChange( List<Path> changedFiles ) {
hikariDataSource.getHikariPoolMXBean().softEvictConnections();

}

// Даже файлы с секретами самим читать не нужно!





public List<Path> subscriptions() {
return List.of( secretProps.getDbUsernamePath(),

secretProps.getDbPasswordPath() );
}

// При старте это было передано в HikariDataSource



public void onChange( List<Path> changedFiles ) {
hikariDataSource.getHikariConfigMXBean().setUsername(

stringFromFile( secretProps.getDbUsernamePath() ) );
hikariDataSource.getHikariConfigMXBean().setPassword(

stringFromFile( secretProps.getDbPasswordPath() ) );   
hikariDataSource.getHikariPoolMXBean().softEvictConnections();

}



public void onChange( List<Path> changedFiles ) {
hikariDataSource.getHikariConfigMXBean().setUsername(

stringFromFile( secretProps.getDbUsernamePath() ) );
hikariDataSource.getHikariConfigMXBean().setPassword(

stringFromFile( secretProps.getDbPasswordPath() ) );   
hikariDataSource.getHikariPoolMXBean().softEvictConnections();

}













public void onChange( List<Path> changedFiles ) {
sleep( <jitter from 5 to 150 seconds> );
// Применение изменений в changedFiles

}



public void onChange( List<Path> changedFiles ) {
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