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CekpeTbl B Java-cepBucax Ha Sprlng
OTKyOa B3ATb U KakK 0OHOBNATb —
«Ha ropsayyto»?

AHppen YepHoB, Java apxutekTop B CbepTexe

@ chernovaf@mail.ru
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1. Ka)xgoMy cepBUCY HYXXHbl CEKPETbI

1.1. YUTO Takoe ceKpeTbl N 3a4EM OHU HYXKHbI?
1.2. CeKpeTbl HY>XHbl TI0OOMY COBPEMEHHOMY CEPBUCY

2. NMonyyeHune cekpeToB Ons cepBnUCOB
3. NpnuMeHeHne cekpeToB B cepBucax Ha Java
4. [TlopBOOUNM UTOMU
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[1naH

1. Ka)K,EI,OM cepBNCY HY)XHDbI CeKpeTbl
1.2. CeKpeTbl HY>XHbl 1t06OMY COBPEMEHHOMY CEPBUCY
2. ['lonyyeHune ceKkpeToB A9 CEPBUCOB

3. NpumMeHeHne cekpeToB B cepBucax Ha Java
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UTo Takoe cekpeTbl?

NapaMeTpbl He npocTblie

HY>XHble 015 paboTbl cepBUca npeacTaBnaloT MHTEpeC ans
3/10YMbILU/TIEHHUKOB
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B yeM cyTb CEKPETHOCTN?

Bo3MOXHa aTaka

ABbIBOL, U3 CTPOS
Akparka KOHbOUAEHUMANBHOO
AnT.n.
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B yeM cyTb CEKPETHOCTN?

Bo3MOXHa aTaka

ABbIBOL, U3 CTPOS
Akparka KOHbOUAEHUMANBHOO

AuT. n.

YpeBaTo noTepen
Apener

AHepBos g\'

ABpemMeHu )/
Apenytaunn o
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B ueM cyTb CEKPETHOCTN?

Bo3MoxHa aTaka

ABbIBOL, U3 CTPOS
Akparka KOHbOUAEHUMANBHOO

AvT. n.

YpeBaTo notepen
Apnener

AHepBoB g\'

ABpeMeHM (
Apel'lyTaLl,l/ll/l .

y)XXHO NPOAYMaTb |
GesonacHyto paboTy ¢ cekpeTamMi }
\ — =
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CekpeTbl Ha npuMepe Platform V SessionsData

NeTtanu Ha Joker22

OOK/ag npo apxXuTeKkTypy
N UCTOPUIO CO3aaHUA:
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CekpeTbl Ha npuMepe Platform V SessionsData

Oetanu Ha Joker22 Y70 32 cepBuUC
OOKJIad Npo apXUTEKTYPY pacnpepneneHHbIn In-memory
N NCTOPUIKO CO3O0aHNA. Kew O/14 CeCCUNOHHbLIX OadHHDbIX:
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End user

\

“ |Ingress

Customer Pod

ApxmntekTtypa Platform V SessionsData

-

Kubernetes namespace ™.

Customer Deployment

Nginx

-----—-'

busHec-noru Ka}
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SessionsData

Egress

: @OEI® | client jar -
! HTTP- ! :
: w : | Servant Manager

endpoint

|
: |DBC endpoint HTTP- HTTP
! S HTTP KNNEeHT endpoint

Admin

e e e = e == === =
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ApxmntekTtypa Platform V SessionsData
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End user
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ApxmntekTtypa Platform V SessionsData

End user Admin
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ApxmntekTtypa Platform V SessionsData
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Kakune ceKpeTbl U 3a4EM HYXKHbI?

L Bo-nepsbix, HTTPS
_ Hy)KHbl SSL- CepTMd)MKaTb "CepBepbl Ha BUpTyankax c Linux
T R SessionsData -
X -------------------- E MaSter -

Ingress Kubernetes namespace .
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endpoint KELLI
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Kakune ceKpeTbl U 3a4EM HYXKHbI?
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By B-tpeTbux, JDBC
— HyHbl Kpedbl K BL \ Cepaepsi a sipryankax ¢ Linix
e - ! SessionsData '
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Ingress
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Kakune ceKpeTbl U 3a4EM HYXKHbI?
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[1naH

1. KakpoMy cepBUCY HYXXHbl CEKPETDI

1.1. YTO TaKOE CEKPETHI 1 3aYEM OHUN HYXKHbI?
1.2. CeKpeTbl HY>XHbl 1t06OMY COBPEMEHHOMY CEPBUCY
2. I'Ionyqume CEKPETOB OJ1d CepBUNCOB

3. NpumMeHeHne cekpeToB B cepBucax Ha Java
4. [logpBognM nUTOorun
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Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

~ITTPS JDBC
©e3onacHble B3aMMOOenCcTBuUSA Oe3onacHble coegMHeHUs
C ayTEHTUDUKaLMEN c 6a3on gaHHbIX

N LWnppPoBaHmMeM Tpadpuka
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Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

~ITTPS JDBC
©e3onacHble B3aMMOOenCcTBuUSA Oe3onacHble coegMHeHUs
C ayTEHTUDUKaLMEN c 6a3on gaHHbIX

N LWnppPoBaHmMeM Tpadpuka

Prometheus

6e3onacHbiM pull
MeTPUK yepes
/metrics endpoint
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Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

~ITTPS JDBC
©e3onacHble B3aMMOOenCcTBuUSA Oe3onacHble coegMHeHUs
C ayTEHTUDUKaLMEN c 6a3on gaHHbIX

N LWnppPoBaHmMeM Tpadpuka

Prometheus Kafka

6e3onacHbiM pull be3onacHble
MeTPUK Yyepes coeguHEeHuns
/metrics endpoint c bpokepamu
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Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

HTTPS JDBC

be3onacHble B3aMMoaencTBms be3onacHble coeguHeHUS
C ayTEHTUDUKaLMEN c 6a3on gaHHbIX
N LWnppPoBaHmMeM Tpadpuka

Prometheus Kafka Redis

6e3onacHbiM pull be3onacHble be3onacHble
MeTPUK Yyepes coeguHEeHuns coeguHeHns
/metrics endpoint c bpokepamu C K/lacTepOM
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Be3onacHble nHTerpaumm -> Mutual TLS -> Hy>XHbl cekpeTbl

HTTPS JDBC

©e3onacHble B3aMMOOeNCTBUS Oe3onacHble coegMHeHUs
C ayTeHTUdUKaumen c Branc=a bIX
1N LUMPPOBaAHNEM 1

He 6biBaeT \
cepBncoB H6e3 CEKPETOB }

PrometheusL’ ~Kafka Redis

6e3onacHbiM pull be3onacHble be3onacHble
MeTPUK Yyepes coeguHEeHuns coeguHeHns
/metrics endpoint c bpokepamu C K/lacTepOM
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[1naH

1. KakpoMy cepBUCY HYXXHbl CEKPETDI

2. MNonyyeHne ceKkpeToB 019 CEPBUCOB

2.1. Monyuenune cekpetoB 13 HashiCorp Vault
2.2. Npnmepbl cekpeToB a1 KOHKPETHOro cepemca Ha Java

3. NpumMeHeHne cekpeToB B cepBucax Ha Java
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CyLlecTByeT MHOIro NpoBanaepoOB CEKPETOB

HashiCorp

Vault

B® Azure Key Vault aWws AWS Secrets Manager

</ StarVault AKEYLESS

Q, Mozilla Sops

. Hypervault CYBER CONJUR
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[1naH

1. KakpoMy cepBUCY HYXXHbl CEKPETDI

2. [lonyyeHune cekpeTos OJ14 cepBCOB
2.1.1. Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault B cepBuc
2.2. Npnmepbl cekpeToB a1 KOHKPETHOro cepemca Ha Java

3. NpuMeHeHne cekpeToB B cepBucax Ha Java
4. [logpBognM nUTOorun
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

HashiCorp

Vault

e e

Microservice Microservice
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

Microservice Microservice

Microservice Microservice
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

Microservice

‘ e

Microservice Microservice
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

""‘"'-————""'"
encrypted
HashiCorp

Authentication

Microservice

Microservice Microservice
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[MonyuyeHue cekpetoB 13 HashiCorp Vault

"""'—I————""'"‘
encrypted
HashiCorp

Microservice

Microservice

0 \%. Po ey
“\ %
® \o, S,
A
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[1naH

1. KaxgoMy cepBUCY HYXXHbl CEKPETDI
2. [MonyyeHne ceKkpeToB O/ CEPBUCOB
2.1. Monyyenune cekpetoB 13 HashiCorp Vault
2.1.1. Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault B cepBuc
2.2. Npnmepbl cekpeToB a1 KOHKPETHOro cepemca Ha Java

3. NpuMeHeHne cekpeToB B cepBucax Ha Java
4. [logpBognM nUTOorun
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Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. Ucnonb3oBaHue Vault Agent sidecar

Sidecar npuHocut cekpeTbl U3 Vault n coxpaHsaeTt nx B emptyDir,
KOTOPbIN ODLWMIN C OCHOBHbIM KOHTEMHEPOM B pod
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Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. cnonb3oBaHue Vault Agent sidecar

2. Ncnonb3oBaHue External Secrets Operator
OnepaTop npunHocKUT cekpeTbl n3 Vault u coxpaHsaeT mnx

B kind: Secret
CepBuc MoHTUpYeT dannbl n3 kind: Secret B cBOM KOHTENHEP

CM. https://external-secrets.i0/v0.9.13/
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https://external-secrets.io/v0.9.13/

Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. cnonb3oBaHue Vault Agent sidecar
2. lcnonb3oBaHune External Secrets Operator

3. Mpamaa nurerpaumusa c HashiCorp Vault no HTTPS
CepBuc caM NpuHOCUT cekpeTbl 3 Vault
B Platform V SessionsData master-cepsuc Ha VM npuHocut
cebe dannbl c ceKpeTamm
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Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. cnonb3oBaHue Vault Agent sidecar
2. lcnonb3oBaHune External Secrets Operator

3. NMpamasa nHterpaumusa ¢ HashiCorp Vault no HTTPS

i
( NToro: ceKpeTbl ANA !
cepByca — 370 gaunbl ||

——— — ——
- ———
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Cnocobbl poctaBku cekpetoB 13 HashiCorp Vault

1. cnonb3oBaHue Vault Agent sidecar
2. lcnonb3oBaHune External Secrets Operator

3. NMpamaga nHterpaumna c HashiCorp Vault no HTTPS

i
( NToro: ceKpeTbl ANA !
cepByca — 370 gaunbl ||

* /'/
b S

——— — ——
- ———
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[1naH

1. KakpoMy cepBUCY HYXXHbl CEKPETDI
2. [NonyuyeHune ceKpeToB OJ/1s CePBUCOB

2.1. NonyueHune cekpetoB U3 HashiCorp Vault

2.2. Npnmepbl cekpeToB a1 KOHKPETHOro cepemca Ha Java
3. [NpuMeHeHne ceKkpeToB B cepBumcax Ha Java
4. [logpBognM nUTOorun
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Hy»xHbl SSL-cepTtudmkaTbl u kpegbl B/
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