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ByxuHckas Tancus

VIHXeHep-nporpammmncT

3 ropa onbita B Android-paspabotke
AktreHO mcnonssosana ROOT-npasa

HQ PA3HbIX YCTPOMCTBAX

[TopTMpoBANG KACTOMHbIE MPOLLMBKM

M DENUNACh PE3YNBTATOM C COOBLIECTBOM



HT0 Mbl 3HaEM O HE30MACHOCTU MOBUITBHBIX MPUIOXEHM

3ayem Hyxern ROOT — o npasax & Linux-based OC

SElinux — npumenerure 8 Android

ROOT 8 Android — 3aaa4a ¢ MHOXECTBOM peLleHni

LLlanoctb yaanacs — o ROOT rnazamum xakepa

Trusted Execution Environment — noOMOLLIHMK B 3ALLMTE AAHHbIX
Hardware Attestation — HagexHas nposepka Android-yctpoiicTsa
eFUSE — kak dusmkn nomornn caenats yctpoitctea besonacHee
Android Veritied Boot — o1 kHoMKM BKNOYEHMS A0 SKPAHA BNIOKMPOBKM

Bce o FRIDA — ncnonbsosaHme 1 obHapyxeHue



YTO Mbl 3HAEM O BE3OMACHOCTM MOBMUIbHbBIX MPUNTOXEHNN A /

besonacHocTb MOBUNBHBIX NPUNTOXEHUA DO

Oxupaxue PeanbHocTb

Kak xe cunbHbl MOM nanuuwu: HyxHo uyTo-TO enaTb, Noka He No3paHO:
* busHec-norvka Ha cepeepe * [lpoeepka Ha ROOT
* Mow paHHble HE3ABUCUMBI OT APYTUX NPUTOXEHMUI * 3awuTta ot nepexsata Tpaduka

* [IpoBepku nepen nybnukauuer B ctope * 30WMTA OT AEKOMMUNIALMM



YTO Mbl 3HAEM O BE3OMACHOCTM MOBMUIbHbBIX MPUNTOXEHNN

OWASP

CRYPTO

STORAGE

CODE

AUTH

|
|
|
|

i e e

OWASP MASVS

NETWORK

PRIVACY

A

RESILIENCE

|
|
|

YA
e



YTO Mbl 3HAEM O BE3OMACHOCTM MOBMUIbHbBIX MPUNTOXEHNN

OWASP

CRYPTO

STORAGE

CODE

AUTH

|
|
|
|

i e e

OWASP MASVS

NETWORK

PRIVACY

PLATFORM

R A

YA
e



H70 Mbl 3HOEM O BE30MACHOCTM MOBUBHBIX MPUIOXEHM

3ayem HyxeH ROOT — o npasax s Linux-based OC

SElinux — npumenerure 8 Android

ROOT 8 Android — 3aaa4a ¢ MHOXECTBOM peLleHni

LLlanoctb yaanacs — o ROOT rnazamum xakepa

Trusted Execution Environment — noOMOLLIHMK B 3ALLMTE AAHHbIX
Hardware Attestation — HagexHas nposepka Android-yctpoiicTsa
eFUSE — kak dusmkn nomornn caenats yctpoitctea besonacHee
Android Veritied Boot — o1 kHoMKM BKNOYEHMS A0 SKPAHA BNIOKMPOBKM

Bce o FRIDA — ncnonbsosaHme 1 obHapyxeHue



3AYEM HYXEH ROOT — O MNMPABAX B LINUX-BASED OC

. ) TA
Discretionary Access Control (DAC) Do

I1ng kaxgoro obvekTa B cructeme ectb Permission.

Permission otseyaet Ha Bonpoc: Mmeet nu cybbekt S npaeo R Ha obvekt OF

Permission 3o0ncet orpaHunyeHmns ang 3 KaTeropui Nonb3oBATENEN:

O] 02 03

Brnapgenev (Owner) [pynna (Group) Ocranshsie (Others)



3AYEM HYXEH ROOT — O IMPABAX B LINUX-BASED OC

Y%
A
Discretionary Access Control — kateropum nonssosarenen e

O1 Bnageney (Owner)

e (Coznarens 0ObekTa CTAHOBMTCS €ro BAAAENbLEM
* Bnapeneu onpenenset npasa AOCTYNA K CBOMM OObEKTAM

e VY kaxgoro obbekTa ecTs BNagenell




3AYEM HYXEH ROOT — O IMPABAX B LINUX-BASED OC

Y%
A
Discretionary Access Control — kateropum nonssosarenen e

02 [pynna (Group)

* (COCTOMUT M3 COBOKYMHOCTM NMOMb3OBATENEN

*  YYOCTHMKM HE MOTYT M3MEHATL NPABA AOCTYNA K OObEKTY




3AYEM HYXEH ROOT — O IMPABAX B LINUX-BASED OC

Y%
A
Discretionary Access Control — kateropum nonssosarenen e

03 Ocranshbie (Others)

* [lonb3oBaTenu, He BoWweAWME B NpeaplayLimMe KaTeropmm




3AYEM HYXEH ROOT — O MNMPABAX B LINUX-BASED OC

Permission B Discretionary Access Control

permission
type ‘ owner group others ‘
Cotwx || owx || wx

AN AN AN

YA
e

©“ T 60 T — Qo

— file

directory r read
symbolic link w write
block special file X execute

character special file
named pipe special file
local socked special file




3AYEM HYXEH ROOT — O IMPABAX B LINUX-BASED OC

Y%
OcobeHHoctn Discretionary Access Control N

3anyckatoT

[ lons3osaTenu [ Tooueccsl




3AYEM HYXEH ROOT — O IMPABAX B LINUX-BASED OC

Y%
OcobeHHoctn Discretionary Access Control N

3anyckatoT

[ lons3osaTenu [ Tooueccsl

IcnonbayioT

Darinsl




3AYEM HYXEH ROOT — O IMPABAX B LINUX-BASED OC

Y%
OcobeHHoctn Discretionary Access Control N

3anyckatoT

[ lons3osaTenu [ Tooueccsl

Bnapetot IcnonbayioT

Darinsl




3AYEM HYXEH ROOT — O IMPABAX B LINUX-BASED OC A /

BaaumopercTene npoueccos ¢ parnamm 8 DAC

Darin A, Owner — Sue:finance
User (rw), group(rwx), other(r)

[ Tpouecc |
User: Sue
Groups: finance, mkig

@aiin B, Owner — root:admin
User (r), group( ), other( )

@apin C O — Bob:admi
. Yrenve /3anvcs S

Tonbko YTeHme
BN HeT gocTyna

User (rw), group(rwx), other(r)




3AYEM HYXEH ROOT — O IMPABAX B LINUX-BASED OC A /

BaaumopercTene npoueccos ¢ parnamm 8 DAC

Darin A, Owner — Sue:finance
User (rw), group(rwx), other(r)

[ Toouecc 2
User: Bob

Groups: admin

@aiin B, Owner — root:admin
User (r), group( ), other( )

®ann C, Owner — Bob:admin

Hrewe/ 3anmcs User (rw), group(rwx), other(r)

Tonbko YTeHme
BN HeT gocTyna



3AYEM HYXEH ROOT — O MNMPABAX B LINUX-BASED OC

[Mpumep ncnonssosarnms DAC 8 Android — Permissions

~90 7

)
/] @ v
i o\
ANDROII
i4 L$.|
/\‘\:j(\
Ak

—
-~

Permissions nog, kKanoTom
habr.com/p/741574




3AYEM HYXEH ROOT — O MNMPABAX B LINUX-BASED OC

TA
Henoctatku Discretionary Access Control (DAC) Do

O]

He yunThiBaETCS BAXHOCT
06BbEKTA M HEODXOANMOCTM
[OCTYNA NPOLECCA K HEMY

03

Henb3s 300aTh OrpAHMYEHNS JOCTYMNA
[J19 KOHKPETHBIX MPUNOXEHNUN

02

Brnapeneu obvekTta peliaeT, sBnsioTcs nm
[COHHBIE OOBEKTA CEKPETHBIMM MK Oy ayT
[OCTYMHBIMM OCTASTbHBIM MOJTb30BATENSIM

ROOT He umeet

OrPOHMYEHUM NPAB [OCTYNA




3AYEM HYXEH ROOT — O IMPABAX B LINUX-BASED OC

A
Mandatory Access Control (MAC) Do

read read?

confidential confidential |<—

@ create

security security determine access
policy server control rules

20



3AYEM HYXEH ROOT — O MNMPABAX B LINUX-BASED OC

Y10 Mbl Y3HONK®S

O]

Lns koHTpOns pocryna
8 Discretionary Access
Control ncnonbaytores
Permissions

02

Discretionary Access
Control umeert
CYLLIECTBEHHbIE
HEeLOCTATKM,

7151 NPEOA0NEHNS
KOTOPBIX MCMOSMb3YETCS
Mandatory Access
Control

YA
e

03

Android Permissions
OCHOBQAHH

Ha Discrefionary
Access Control



H70 Mbl 3HOEM O BE30MACHOCTM MOBUBHBIX MPUIOXEHM
3ayem Hyxern ROOT — o npasax & Linux-based OC

SELinux — npumenenne 8 Android

ROOT 8 Android — 3aaa4a ¢ MHOXECTBOM peLleHni

LLlanoctb yaanacs — o ROOT rnazamum xakepa

Trusted Execution Environment — nomolHmk B 3aLMTE AAHHbIX
Hardware Attestation — HagexHas nposepka Android-yctpoiicTsa
eFUSE — kak dusmkn nomornn caenats yctpoitctea besonacHee
Android Verified Boot — oT kHoMku BKIOYEHWS A0 SKPAHA BNOKMPOBKM

Bce o FRIDA — ncnonbsosaHme 1 obHapyxeHue



SELINUX — MPUMEHEHWE B ANDROID

\/
AN
[lpouecc UcnonHeHns CUCTEMHOTO BbI3OBA e

Mpouecc ebiabiBaet System Call

User Space

Kernel Space

Buizoe peanuaaumnn System Call

23



SELINUX — MPUMEHEHWE B ANDROID

YA
[lpouecc UcnonHeHns CUCTEMHOTO BbI3OBA e

Mpouecc ebiabiBaet System Call

User Space

Buizoe peanuaaumnn System Call Kernel Space

HEYOAYA

[lpoBepka Ha owmnbkM

24



SELINUX — MPUMEHEHWE B ANDROID

\/
AN
[lpouecc UcnonHeHns CUCTEMHOTO BbI3OBA e

Mpouecc ebiabiBaet System Call

User Space

Buizoe peanuaaumnn System Call Kernel Space

[lpoBepka Ha owmMbKM

HEYOAYA
3AMNPELWEHO

Mposepka DAC (Permissions)

25



SELINUX — MPUMEHEHWE B ANDROID

\/
AN
[lpouecc UcnonHeHns CUCTEMHOTO BbI3OBA e

Mpouecc ebiabiBaet System Call

User Space

Kernel Space

Buizoe peanuaaumnn System Call

\
[lpoBepka Ha owmMbKM

HEYOAYA
3AMNPELWEHO
PA3PELLUEHO

Mposepka DAC (Permissions)

AOCTYIM:
~ : . o 3ATPET vnum LMS
. '1_
p(]IJ.I,eHMe K LINUX ecuri y oqaules PA3PELIJEHME SELinUX

Pesynbrar seinonHerms System Call

26



SELINUX — MPUMEHEHWE B ANDROID

YA
KonTtekcT SELinux N

Kaxasii npouecc 1 ¢ain nomedatoTcs KoHTekcTom SELinux.

Kontekcr SELinux onmceisaeTca 8 Buae user:role:type:level, rae:

¢ user — M4 noJib30OBATESTH

27



SELINUX — MPUMEHEHWE B ANDROID

YA
KonTtekcT SELinux N

Kaxasii npouecc 1 ¢ain nomedatoTcs KoHTekcTom SELinux.

Kontekcr SELinux onmceisaeTca 8 Buae user:role:type:level, rae:
¢ user — M4 rnoJib30BATENA

* role — uma ponu

28



SELINUX — MPUMEHEHWE B ANDROID

YA
KonTtekcT SELinux N

Kaxasii npouecc 1 ¢ain nomedatoTcs KoHTekcTom SELinux.

Kontekcr SELinux onmceisaeTca 8 Buae user:role:type:level, rae:
¢ user — M4 rnoJib30BATENA

* role — uma ponu

* type — vMA DOMEHA AN NPOLECCOB, A TAKXE UMs TMNA ANs GAMNOB M KATANOroB

29



SELINUX — MPUMEHEHWE B ANDROID

. YA
KonTtekcT SELinux N

Kaxasii npouecc 1 ¢ain nomedatoTcs KoHTekcTom SELinux.

Kontekcr SELinux onmceisaeTca 8 Buae user:role:type:level, rae:
¢ user — M4 rnoJib30BATENA

* role — uma ponu

type — nms DOMEHA Ans NPOUECCOB, A TAKXE MMS TUNA Ans GAMNOB 1 KATANOroB

level — yposers noctyna, sanaetca ot sO go s15

30



SELINUX — MPUMEHEHWE B ANDROID

YA
OcobenHoctn peanuzaumu SELinux 8 Android N

B Android peanuaaums SELinux nmeeT cnegyiolime orpaHmMyeHms:

O] 02 03

[OCTYMNEH TOMBKO [OCTYMHbI TOMBKO level Bcerna sO
| nonb3osaTens — U 2 ponu:

*  object_r — ang darnos

¢ r— 0Ji9 OCTAJNIbHOT O



SELINUX — MPUMEHEHWE B ANDROID A /

YCTOHOBKA NPMNOXEHUM — YTO NOL «KKAMNOTOMY Do

public class PackageManagerService

Class declared by com.android.server.pm

Keep track of all those APKs everywhere.
Internally there are three important locks:

» #mLock is used to guard all in-memory parsed package details and other related state. It is a fine-grained lock that should
only be held momentarily, as it's one of the most contended locks in the system.

« #mInstalllLock is used to guard all installd access, whose operations typically involve heavy lifting of application data
on disk. Since installd is single-threaded, and it's operations can often be slow, this lock should never be acquired while
already holding #mLock. Conversely, it's safe to acquire #mLock momentarily while already holding #mInstalllLock.

» #mSnapshotLock is used to guard access to two snapshot fields: the snapshot itself and the snapshot invalidation flag.
This lock should never be acquired while already holding #mLock. Conversely, it's safe to acquire #mLock momentarily
while already holding #mSnapshotLock.

32



SELINUX — MPUMEHEHWE B ANDROID A /

A
YcTaHOBKQ NPUIIOXEHMA — YTO MO KKAMOTOMY e

/** Starts PackageManagerService. %/

public static PackageManagerService main(Context context,
Installer installer,

ONonNull DomainVerificationService domainVerificationService,
boolean factoryTest) {

try (PackageManagerTracedLock installlLock = [mInstallLock|.acquireLock()) {
// writer
synchronized (mLock) { 4

Ncnonb3oBaHue installd c nomowbiw mInstallLock

SELinuxMMAC.readInstallPolicy();

g OripepeneHne KoHTeKcTa SELinux gng ycTaHOBMEHHOr O MPUIOXEHUSN

—
i |
w



SELINUX — MPUMEHEHWE B ANDROID

\/
A
3anyck NPUNOXEHNUS — YTO NOA, KKAMNOTOMY Do

// Utility routine to specialize a zygote child process.
static void SpecializeCommon(JNIEnv * env, jstring managed_se_info, ...) {

auto [se_info |= extract_fn(managed_se_info);

YTeHne unHpopmaumm o KoHTekcTe SELinux 3anyckaeMoro npuioXeHus

const char * se_info_ptr = se_info.has_value() ? se_info.value().c_str() : nullptr;

if (selinux_android_setcontext(uid, is_system_server, se_info_ptr, nice_name_ptr) == -1) {

4 YCTaHOBKa KOHTeKcTa SELinux pna poyepHero npouecca

fail_fn(CREATE_ERROR("selinux_android_setcontext(%d, %d, \"%s\", \"%s\") failed", uid,
is_system_server, se_info_ptr, nice_name_ptr));

34



SELINUX — MPUMEHEHWE B ANDROID

Kontekct SELinux 1 nognuch npunoxeHus

YCTaHOBKO KOHTEKCTA

N

YA

e

seinfo

[Tognmce

APK/AAB mac_permissions.xml App|ic0ﬂon|nfo

Konteket SELinux



SELINUX — MPUMEHEHWE B ANDROID

Y%
A
Y10 Mbl y3HONN? N

O] 02 03

SELinux — 310 SELinux — oaun SELinux ncnonbayetcs
Mandatory Access 13 KINIOYEBBIX DIEMEHTOB 8 Android
Control 6e3onacHocti Android 715 PEANM3ALM

Application Sandbox

36



HT0 Mbl 3HOEM O BE30MACHOCTM MODMIBHBIX MPUIOXEHNIA
3avem HyxeH ROOT — o npasax & Linux-based OC

SElinux — npumenerure 8 Android

ROOT 8 Android — 30a04a ¢ MHOXECTBOM peLLEHNI

LLlanocts yaanacs — o ROOT rnazamu xakepa

Trusted Execution Environment — NOMOLLHMK B 3QLLMTE OCHHbIX
Hardware Attestation — HagexHas nposepka Android-yctponcTtaa
eFUSE — kak dusmkn nomornn caenats ycTpoitctea besonacHee
Android Veritied Boot — oT kHOMKM BKNIOYEHMS A0 SKPAHA BIIOKMPOBKM

Bce o FRIDA — ncnonbsosaHme 1 obHapyxeHne



ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHUIA

y YA
ROQOT, BcTpoeHHbIM B NpOLIKNBKY Do

[na obpasa Android ects 3 BapuaHTa cbopkm:

O] 02 03

user — userdebug — eng —
OENU3HbIV BAPUOHT OTNOAOYHbIV BAPUAHT OTNOAOYHbBIV BAPUAHT

B otnapounbix sapuantax sctpoeH ROOT, no ymonuaHmio
skmodeH adb 1 ecTs cneunansHbii MHCTPYMEHTAPKM AN9 OTNAIKM

38



ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHUIA

y YA
ROQOT, BcTpoeHHbIM B NpOLIKNBKY Do

B npouecce cbopkn otnapouHoro obpasa, B nonutunkm Stlinux sknouaetcs
KoHTekcT u:r:su:sO

userdebug_or_eng(’

# allow init to execute services marked with seclabel u:r:su:s@ in userdebug/eng
allow init su:process transition;
dontaudit init su:process noatsecure;

allow init su:process { siginh rlimitinh };

39



ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHUIA

YA
Magisk (N

[Tpu ycranoeke Magisk BHOCUT MHOXECTBO e 827%

o . o I
MameHeHmn B 0bpas Android Ha ycTpoiicTse: rases YL

I

o Jlobaenget g nonutmkum SELinux %' Magisk Yeranoexa
CODBCTBEHHBIE TUMbl M JOMEHDI: TeKytian sepoun 27.0 (27000)
Ramdisk [Aa

magisk 1 magisk_file

*  YCTQHOBNMBAET NPUNOXEHME 2] Mpwnonenme

[TocnegHaa eepcuss He yeTaHOBNEeH
Mo yﬂ pO BJ1EH M tO RO QT Tekywasa sepcva 27.0 (27000)

Mma naketa com.topjohnwu.magisk

B KA4YeCTBE CUCTEMHOTO

i Yaaneuune Magisk

O 6: o

Superuser

40



ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHUIA

Magisk

u:r:magisk:sO — ocHoBHOM KoHTEKCT

SELinux ana Magisk

B naHHOM KoHTEekCTe paboTaIOT:
* Bce npoueccs ¢ ROOT

*  magiskd

YA
Do
747 B & O - £30%

Qute U @

Qute:Wed Jan 22 07:47:28 GMT+11:00 2025

context=u:r:magisk:soO

« Qute npepocTaBneHbl NpaBa
¢ cynepnosib3oBaTens

Noacka3ska ANA KoMaHApl



ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHUIA

YA
KernelSU e

cnonbayet ocobernHoctnt Generic Kernel Image

[lopnepxmnBaeT YyCTPOMCTBA CO CNEayIOWMMM NAPAMETPAMM:
* Bepcmd Android >=12
* Bepcud aapa Linux>=5.10

*  apxuTekTypda npoueccopd — armd4-v8a n x86-64

42



ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHMM

Y%
AN
3auem nyxeH Generic Kernel Image? (N

PaHblie npouecc cosaanns 9apa nofd KOHKPETHOE YCTPOMCTBO BHIMAAE!T
crnenyiowmm obpasom:

> Linux Long Term Supported (LTS) (e.g. 4.19.y) >

O]

bpanack nocnegHss
BEPCUS 0pd
Linux Long Term

Supported (LTS)

43



ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHMM

Y%
AN
3auem nyxeH Generic Kernel Image? (N

> Linux Long Term Supported (LTS) (e.g. 4.19.y)

02 I, 10,37, T JL J

> Android Common Kernel (e.g. android-4.19-stable) >

Google Ha 6ase Linux
LTS penan Android

Common Kernel

Clone — Merge 4 Cherry-Pick ——

44




ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHMM

Y%
AN
3auem nyxeH Generic Kernel Image? (N

> Linux Long Term Supported (LTS) (e.g. 4.19.y)
03 T JL JC JC JC J
lH | B

Android Common Kernel (e.g. android-4.19-stable)

System-on-Chip . N -
Vendor BHocun l l | [ INEN L
NMIMEHEHUNY > Vendor Kernel >

8 Android Common

Kernel

Clone — Merge 4 Cherry-Pick ——

45




ROOT B ANDROID — 3AIAYA C MHOXECTBOM PELLIEHMM A / /
3auem HyxeH Generic Kernel Image? (N
> Linux Long Term Supported (LTS) (e.g. 4.19.y) >
04 T JC JL JC JU T
lH | il
Android Common Kernel (e.g. android-4.19-stable)
[ loonssoamnTens > i >
YCTPOUCTBA BHOCUIT l l{}l | | @H | J@H ]|
nameHerus s Vendor > b >

| |
Kernel TR T

OEM/Device Kernel

Clone — Merge 4 Cherry-Pick
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ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEEHMIA \ /

Generic Kernel Image — peluenune npotue pparmertaumm Do

n
& L
& -,
[ —_— =
i
I
i
I
i
I
i
I
i
I

Stable Interfaces

————————————

P .°  Unstable Interfaces

Kernal Module Interface (KMI)
(stable between Android Platfiorm Releases)
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ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHUIA

KernelSU — BapuanTsl skcnnyatauum

O]

GKI —
MCMOSb3YETCs SAPO

ot KernelSU

02

LKM —

MCMONb3yeTCH
CNeuManbHbI
MOLYNb FAPC
0e3 U3MEHEHMI
OPUTMHAMBHOTO
000 YCTPOWUCTBO

KernelSU

Working <LKM>
Version: 11807
Superusers: 10
Modules: 7

Kernel
5.10.189-android13-4-00012-g1217bb583cc5-ab1
74560

Manager Version
v0.9.3-3-gac4c6f7 (11807)

Fingerprint
google/oriole/oriole:14/
AP1A.240405.002/11480754:user/release-keys

SELinux status
Enforcing
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ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHMM

Y%
Ycrpoinctea ¢ KvadraOS — Heybueaembie (N

49



ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHMM

Y%
Ycrpoinctea ¢ KvadraOS — Heybueaembie (N
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ROOT B ANDROID — 3ALAYA C MHOXECTBOM PELLIEHMM

Ycrporctea ¢ KvadraOS —
HeyOMBaEMbIe

Ha yerporicteax ¢ KvadraOS
HEBO3MOXHO ycTaHoBUTL ROOT
n apyrne mogmnobukaumn OC Android




HT0 Mbl 3HOEM O BE30MACHOCTM MODMIBHBIX MPUIOXEHNIA
3avem HyxeH ROOT — o npasax & Linux-based OC

SElinux — npumenerure 8 Android
ROOT 8 Android — 3aaa4a ¢ MHOXECTBOM peLleHni

LLlanocts yoanacs — o ROOT rnasamu xakepa

Trusted Execution Environment — NOMOLLHMK B 3QLLMTE OCHHbIX
Hardware Attestation — HagexHas nposepka Android-yctponcTtaa
eFUSE — kak dusmkn nomornn caenats ycTpoitctea besonacHee
Android Veritied Boot — oT kHOMKM BKNIOYEHMS A0 SKPAHA BIIOKMPOBKM

Bce o FRIDA — ncnonbsosaHme 1 obHapyxeHne



WAJIOCTb YOAJIACb — O ROOT IMA3AMU XAKEPA

H1o moxHo genate ¢ ROOT? Bce yto yrogHo!

Ol

Moandukaums NpUNoxeHuin B PeansHOM BpeMEHM:

 FRIDA
*  LuckyPatcher
* LSPosed

02 03

13meHeHWe CUCTEMHBIX Vcnonb3osaHue

dainos 1 pasgenos HM3KoypoBHeBbIX AP
B NOUIOXEHUSX OT
CTOPOHHMX PA3PAOOTUMKOB

YA
e

App: your device is
rooted and unsupported

me with magisk hide:

b
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WANOCTb YOAJTACb — O ROOT MA3AMK XAKEPA

[MTpunoxenus, ucnonesytowme ROOT

é

Bleach Bravev Souls M...

bmt.com.klab.bleach

Enable module ()

Bleach

com.klab.bleach
Version: 16.0.10
Recommended

System Framework
system

Clash Of Thrones
com.end9games.clashofthrones
Version: 1.0.0

Docs

com.google.android.apps.docs.editors...
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WANOCTb YOAJTACb — O ROOT MA3AMK XAKEPA

Y%
AN
3auem nogu ctaeat ROOTe N yem 310 rpoaunT? Di@®

XoyeT cTaThb
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WAJIOCTb YOAJIACb — O ROOT IMA3AMU XAKEPA

Y%
AN
3auem nogu ctaeat ROOTe N yem 310 rpoaunT? Di@®

NO SKILL?
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WANOCTb YOAJTACb — O ROOT MA3AMK XAKEPA

3auem nogu ctaeat ROOTe N yem 310 rpoaunT?
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WANOCTb YOAJTACb — O ROOT MA3AMK XAKEPA

Y%
A
3auem nogu ctaeat ROOTe N yem 310 rpoaunT? Di@®

O
—J
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H70 Mbl 3HOEM O BE30MACHOCTM MOBUBHBIX MPUIOXEHM
3ayem Hyxern ROOT — o npasax & Linux-based OC

SElinux — npumenerure 8 Android
ROOT 8 Android — 3aaa4a ¢ MHOXECTBOM peLleHni
LLlanoctb yaanacs — o ROOT rnazamum xakepa

Trusted Execution Environment — NOMOLIHMK B 3ALMTE OAHHbIX

Hardware Attestation — HagexHas nposepka Android-yctpoiicTsa
eFUSE — kak dusmkn nomornn caenats yctpoitctea besonacHee
Android Verified Boot — oT kHoMku BKIOYEHWS A0 SKPAHA BNOKMPOBKM

Bce o FRIDA — ncnonbsosaHme 1 obHapyxeHue



TRUSTED EXECUTION ENVIRONMENT — MOMOLLHMK B 3ALUMTE OAHHbIX A /

Trusted Execution Environment (TEE) e

Non-Secure World Secure World

Untrusted Untrusted Untrusted Trusted Trusted
App App App App App App

Embedded 0S Trusted 0S

Protected Hardware
Resources
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TRUSTED EXECUTION ENVIRONMENT — MOMOLLUHMK B 3ALLUMTE OAHHbBIX A /

BsaumopencTteme Trusted Execution Environment n Android e

Secure
Monitor

Android
(agpo Linux)

Trustlet [punoxerne

Secure World Normal World




TRUSTED EXECUTION ENVIRONMENT — [MOMOLWHMK B SALLMTE JAHHbIX

Trusted Execution Environment u ctopoHHMe npunoxeHxus

O]

VIcnonbayriTte ans paboTkl ¢ kpunTorpaduert Tonsko Te API,
kotopble paboTtaiot ¢ Android Keystore
developer.android.com/privacy-and-security /keystore

02

Icnonbayite BUOMETPUYECKYIO AYTEHTUDMKALMIO
source.android.com/docs/security /features/biometric
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TRUSTED EXECUTION ENVIRONMENT — MOMOLLUHMK B 3ALLUMTE OAHHbBIX A /

[lpouecc ayTeHTUdMKaAUMM C nOMOLLBIO BUOMETPUM

1. [lpouecc ProcessX BbizbiBOET
P ) Normal World
cmucTemHbIl npolecc keystore

ProcessX
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TRUSTED EXECUTION ENVIRONMENT — MOMOLLUHMK B 3ALLUMTE OAHHbBIX A /

[lpouecc ayTeHTUdMKaAUMM C nOMOLLBIO BUOMETPUM

2. keystore BhizbiBaET BUBIMOTEKY
Keymaster HAL Normal World

ProcessX

Keymaster HAL
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TRUSTED EXECUTION ENVIRONMENT — MOMOLLUHMK B 3ALLUMTE OAHHbBIX v,.

[lpouecc ayTeHTUdMKaAUMM C nOMOLLBIO BUOMETPUM

3. Keymaster HAL wmcnonbays
Y =Y Normal World | Secure World
cCneumanbHele MHTepdencsl

aapa Linux obpaulaeTcs ProcessX
K Secure Monitor
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TRUSTED EXECUTION ENVIRONMENT — MOMOLLUHMK B 3ALLUMTE OAHHbBIX

Y%
[lpouecc ayteHTUDMKALMM C TOMOLLbIO BUOMETPUM e

4. Secure Monitor
obpauiaetcs k TEE OC Normal World | Secure World

ProcessX

Keymaster HAL Secure Monitor
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TRUSTED EXECUTION ENVIRONMENT — MOMOLLUHMK B 3ALLUMTE OAHHbBIX A /

[lpouecc ayTeHTUdMKaAUMM C nOMOLLBIO BUOMETPUM

5. TEE OCVSCH'IyCKOeT Trustlet, Normal World | Secure World
KOTOpbI OyaeT paboTaTs

C CKAHEPOM M XPAHUANLLEM ProcessX Trustlet
OUOMETPUYECKMX AAHHbIX

Keymaster HAL Secure Monitor

(eY4



TRUSTED EXECUTION ENVIRONMENT — MOMOLLUHMK B 3ALLUMTE OAHHbBIX

KvadraOS u Trusted

Execution Environment

* Ecrtb nopoepxka paborts ¢ Trusted
Execution Environment yuepes API

13 Android SDK

* buomeTtpuueckas ayteHTUbUKALMS
PAOOTAET NO CTAHAAPTY, KOTOPHI
ObIT ONUCAH paHee

* He HyXHbl M3MeHeHMs
nng nogaepxkn KvadraOS

0
0
0
¢
(o)
0
0

YA
e
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TRUSTED EXECUTION ENVIRONMENT — [MOMOLWHMK B SALLMTE JAHHbIX

\/
Kak moxHo npoeepuTtb ycTpomctso Ha ROOTe DO

AABANTE AYMATH™




H70 Mbl 3HOEM O BE30MACHOCTM MOBUBHBIX MPUIOXEHM
3ayem Hyxern ROOT — o npasax & Linux-based OC

SElinux — npumenerure 8 Android

ROOT 8 Android — 3aaa4a ¢ MHOXECTBOM peLleHni
LLlanoctb yaanacs — o ROOT rnazamum xakepa

Trusted Execution Environment — nomolHmk B 3aLMTE AAHHbIX

Hardware Attestation — HagexHas nposepka Android-yctporicTea

eFUSE — kak dusmkn nomornn caenats yctpoitctea besonacHee
Android Verified Boot — oT kHoMku BKIOYEHWS A0 SKPAHA BNOKMPOBKM

Bce o FRIDA — ncnonbsosaHme 1 obHapyxeHue



HARDWARE ATTESTATION — HAEXHAS MPOBEPKA ANDROID-YCTPOMCTBA

YA
Hardware Attestation e

O -| [loaTBepxaeHme uenoctHocTM obpasa

OC Ha ycTpolicTee L ii L
-7 H\
/ \

-
Data App code :H- Client

Attestation



HARDWARE ATTESTATION — HAEXHAS MPOBEPKA ANDROID-YCTPOMCTBA

Hardware Atftestation

O]

02

[loaTBepxaeHme uenoctHocTM obpasa
OC Ha ycTporicTee

[1posepka nHPopmaumm ob ycTpoicTae
OCYLIECTBSETCS HO CEPBEPE

/ \"\

Data App code

| @
|H’

YA
e

Client

Attestation
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HARDWARE ATTESTATION — HAEXHAS MPOBEPKA ANDROID-YCTPOMCTBA

Hardware Atftestation

O -| [loaTBepxaeHme uenoctHocTM obpasa
OC Ha ycTporicTee

[1posepka nHPopmaumm ob ycTpoicTae
O 2 OCYLIECTBSETCS HO CEPBEPE

O 3 IHbopmauys ob ycTporicTee —

LenoYka cepTMdUKaTOB

/ \'\

Data App code

| @
|“—)"

YA
e

Client

Attestation
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HARDWARE ATTESTATION — HAEXHAS MPOBEPKA ANDROID-YCTPOMCTBA

YA
Hardware Attestation e

O -| [lonTBepxneHve LenocTHocTM obpasa
OC Ha ycTporicTee L ﬁ L
f’f H'\_
/ \
| B
[1posepka nHPopmaumm ob ycTpoicTae | Data App code :{—} Client
O 2 OCYLLIECTBISETCS HO CEpBEpe l'x |
N ,/';

O 3 IHbopmauys ob ycTporicTee —

LenoYka cepTMdUKaTOB

Attestation

04 [ Tom co3paHmmM LenoukM ncnonb3yeTcs
Trusted Execution Environment
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HARDWARE ATTESTATION — HALEXHAS MPOBEPKA ANDROID-YCTPOMCTBA

A/
B yem nonb3a Hardware Attestation?@ e

Bbl MoxeTe ObiTh YBEPEHD — HebesonacHble yctpoiicTea
YCTPOMCTBO KITMEHTA 4BNGETCH HE CMOTrYT NPOMUTH ATTECTALMIO,
6E30MACHBIM: TAK KAK NOAMMCh UK AAHHbIE

CePTUDUKATOB He DyayT

* YCTPOWCTBO peasnbHO
COBMNAOATb C 2TAJIOHOM

CYLLECTBYET = HE SMYNATOP

* Ha yctporictee HeTt ROOT
M apyrmx Moandukaummn Android
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HARDWARE ATTESTATION — HAEXHAS MPOBEPKA ANDROID-YCTPOMCTBA A /

Kro nopgnepxusaet Hardware Attestation? (N

O] Samsung

docs.samsungknox.com/dev/knox-attestation

02 Huawei
03 Xiaomi

04 Ycrporctea ¢ Google Mobile Services (GMS)
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HARDWARE ATTESTATION — HAEXHAS MPOBEPKA ANDROID-YCTPOMCTBA

Y%
Kro nopgnepxusaet Hardware Attestation? (N

O] Samsung

Huawei

github.com/HMS-Core/hms-safetydetect-demo-kotlin /tree
/master/SafetyDetect-SysIntegrity-Kotlin-Demo

03 Xiaomi

04 Ycrpoiictea ¢ Google Mobile Services (GMS)

77



HARDWARE ATTESTATION — HAEXHAS MPOBEPKA ANDROID-YCTPOMCTBA

Y%
Kro nopgnepxusaet Hardware Attestation? (N

O] Samsung

02 Huawei

Xiaomi

trust.mi.com /docs/mivi-security-white-paper-global /2 /1

04 Ycrporctea ¢ Google Mobile Services (GMS)
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HARDWARE ATTESTATION — HAEXHAS MPOBEPKA ANDROID-YCTPOMCTBA A /

Ycrpoictea GMS 1 Hardware Attestation e

C Android 8.0 sce ycrporictsa ¢ GMS ponxHbl nogaepxmeats Hardware
Attestation 1 Android Verified Boot.

Llenouka ceptrdumkatos nomxHa bbb noanncana Google.

Root Of Trust:
Verified Boot Key: xdPHG8cNWOPgQJyp2bNMDbrBOvCaXelIpLjwkPGSaWu=

Device Locked: [true ' CocTossHue Bootloader

Verified Boot State: |VERIFIED <J

Verified Boot Hash: rSIr4dR1yPyIrmVuDz410z3YL3nsgnhUB860T0z00TA=

0S Version: 120000 CoctosiHne Android Verified Boot
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HARDWARE ATTESTATION — HAEXHAS MPOBEPKA ANDROID-YCTPOMCTBA

Ycrponctsa GMS 1 Hardware Attestation

O]

bubnuoteka no paboTte ¢ uenoyko

CepPTUDUKATOB AN1s CepBepa
github.com/google/android-key-attestation

02

[lonyuyeHne uenouku ceptndmrkaTos

ons arrectaumu B Android-npunoxerum
github.com/vvb2060/KeyAttestation
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Y10 Mbl Y3HONK®S

O]

Hardware Attestation —
HOOEXHBIM cnocob
MPOBEPMTL HE30MNACHOCTH
Android-ycTponcTs

HARDWARE ATTESTATION — HALEXHAS MPOBEPKA ANDROID-YCTPOMCTBA

02

Hardware Attestation
OCHOBQH HO AMNMNAPATHbIX
mepax 6e3onacHoOCT! —
HQ NpUMeHeHun Trusted
Execution Environment

YA
e

03

Hns GMS yctporicTs
MOXHO PeanmM3oBaTh
CODCTBEHHHIV CEpBEP
071 PEAnM3aLmm

Hardware Attestation



H70 Mbl 3HOEM O BE30MACHOCTM MOBUBHBIX MPUIOXEHM
3ayem Hyxern ROOT — o npasax & Linux-based OC

SElinux — npumenerure 8 Android

ROOT 8 Android — 3aaa4a ¢ MHOXECTBOM peLleHni

LLlanoctb yaanacs — o ROOT rnazamum xakepa

Trusted Execution Environment — nomolHmk B 3aLMTE AAHHbIX
Hardware Attestation — HagexHas nposepka Android-yctpoiicTsa

eFUSE — kak dusmku nomornm coenats ycTpoiictea besonacHee

Android Verified Boot — oT kHoMku BKIOYEHWS A0 SKPAHA BNOKMPOBKM

Bce o FRIDA — ncnonbsosaHme 1 obHapyxeHue



EFUSE — KAK ®M13UNKM MOMOIIN CLAESNATb YCTPOMCTBA BE3OMACHEE A /

eFUSE (Electronic fuse)

O -I OCHOBHON KOMMNOHEHT 3ALLUMTHI
oT Mmogndukauumn obpasa OC

83



EFUSE — KAK ®M13UNKM MOMOIIN CLAESNATb YCTPOMCTBA BE3OMACHEE

eFUSE (Electronic fuse)

O -I OCHOBHON KOMMNOHEHT 3ALLUMTHI
oT Mmogndukauumn obpasa OC

Hopoxku eFUSE nospexpatorcs
02 MPY BO3LENCTBMU HAMPAXEHUS
bonbLue HOMUHANIBHOTO

aaRG21

12KY

x y
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EFUSE — KAK ®M13UNKM MOMOIIN CLAESNATb YCTPOMCTBA BE3OMACHEE

eFUSE (Electronic fuse)

O -I OCHOBHON KOMMNOHEHT 3ALLUMTHI
oT Mmogndukauumn obpasa OC

Hopoxku eFUSE nospexpatorcs
02 MPY BO3LENCTBMU HAMPAXEHUS
bonbLue HOMUHANIBHOTO

03 [leperoparme eFUSE He HeceT pucka
MOBPEXAEHMa OPYInX YCTOOMUCTB

aapa21 12Ky

X

A
(<

2.
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EFUSE — KAK ®M13UNKM MOMOIIN CLAESNATb YCTPOMCTBA BE3OMACHEE

eFUSE (Electronic fuse)

O]

02

03

04

(OCHOBHOM KOMMNOHEHT 3ALWUUTLI
oT moandmkaumn obpasa OC

Hopoxku eFUSE nospexpatorcs
MPY BO3LENCTBMU HAMPAXEHUS
Bonblue HOMUHANILHOTO

[leperoparme eFUSE He HeceT pucka
NOBPEXAEHNS OPYIMX YCTPOUCTB

Lns ycTOHOBKM 3HAYEHMI Yallle BCEro
MCMONb3YETC NPOrPAMMHOE pelleHme

ageaz1 12Ky

X
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EFUSE — KAK ®M13UNKM MOMOIIN CLAESNATb YCTPOMCTBA BE3OMACHEE

. TA
eFUSE (Electronic fuse) Do

IHdOopMaLMs 3anmnceiBAETCS ToNbko | pas m 3atem

He MOXeT ObITb U3MEHEHA

15

Public key Digest Key hash Program Electronic fuses
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H70 Mbl 3HOEM O BE30MACHOCTM MOBUBHBIX MPUIOXEHM
3ayem Hyxern ROOT — o npasax & Linux-based OC

SElinux — npumenerure 8 Android

ROOT 8 Android — 3aaa4a ¢ MHOXECTBOM peLleHni

LLlanoctb yaanacs — o ROOT rnazamum xakepa

Trusted Execution Environment — nomolHmk B 3aLMTE AAHHbIX
Hardware Attestation — HagexHas nposepka Android-yctpoiicTsa
eFUSE — kak dusmkn nomornn caenats yctpoitctea besonacHee

Android Veritied Boot — o1 kHomMKM BKNtOYEHMS A0 SKPAHA BIIOKMPOBKM

Bce o FRIDA — ncnonbsosaHme 1 obHapyxeHue



ANDROID VERIFIED BOOT — OT KHOTMMKM BKJTKOYEHWA OO 3KPAHA BJTOKMPOBKU

Y%
[Mpouecc sanycka yctpoinctea npm Android Verified Boot N

Bootloader

TEE OC

BootROM P
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ANDROID VERIFIED BOOT — OT KHOTMMKM BKJTKOYEHWA OO 3KPAHA BJTOKMPOBKU

Y%
[Mpouecc sanycka yctpoinctea npm Android Verified Boot N

Bootloader RPMB

TEE OC Kniou AVB
&

BootROM k

e

U-Boot

Q0



ANDROID VERIFIED BOOT — OT KHOTMMKM BKJTKOYEHWA OO 3KPAHA BJTOKMPOBKU

Y%
[Mpouecc sanycka yctpoinctea npm Android Verified Boot N

Bootloader RPMB

TEE OC Kniou AVB
¢ =

U-Boot

BootROM k

e




ANDROID VERIFIED BOOT — OT KHOTMMKM BKJTKOYEHWA OO 3KPAHA BJTOKMPOBKU

Y%
[Mpouecc sanycka yctpoinctea npm Android Verified Boot N

Bootloader RPMB

TEE OC Kniou AVB

U-Boot ‘% VBMeta
dm-veri’ry <
Android

Q2

BootROM k

e




ANDROID VERIFIED BOOT — OT KHOINKWM BKITKOYEHMA OO SKPAHA BJIOKNPOBKI

Y10 Mbl Y3HONK®S

O]

[ Tom ncnonbzosaHMm
Android Verified Boot
YCTPOMCTBO BKIOYAETCH
TOMbKO C 0Opa3oMm

Android

OT NPOU3BOANTENS

02

Android Verified Boot
OCHOBQH HA ANNAPATHbIX
mepax 6e3onacHoOCTM —
HO NPUMEHEHMM

Trusted Execution
Environment n eFUSE

YA
e

03

Android Verified Boot

nepectaeT paboTaTs
npu PA3BNOKMPOBAHHOM
Bootloader

Q3



ANDROID VERIFIED BOOT — OT KHOINKWM BKITKOYEHMA OO SKPAHA BJIOKNPOBKI

KvadraOS u Android
Verified Boot

Android Verified Boot

AKTUBMPYETCH BO BPEMS
M3rOTOBMIEHMI YCTPOUCTBO

YCTponcTBa nonaaaioT
K NOMb30OBATENSM C BKITIOYEHHbIM

Android Verified Boot

3anpelieHa pasbnokMpoBKa
Bootloader — Henbas otkniounts

Android Verified Boot

YA
e

Q4



H70 Mbl 3HOEM O BE30MACHOCTM MOBUBHBIX MPUIOXEHM
3ayem Hyxern ROOT — o npasax & Linux-based OC

SElinux — npumenerure 8 Android

ROOT 8 Android — 3aaa4a ¢ MHOXECTBOM peLleHni

LLlanoctb yaanacs — o ROOT rnazamum xakepa

Trusted Execution Environment — noOMOLLIHMK B 3ALLMTE AAHHbIX
Hardware Attestation — HagexHas nposepka Android-yctpoiicTsa
eFUSE — kak dusmkn nomornn caenats yctpoitctea besonacHee
Android Veritied Boot — o1 kHoMKM BKNOYEHMS A0 SKPAHA BNIOKMPOBKM

Bce o FRIDA — ncnonbsosaHue n obHapyxeHue




BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

YA
[lpmep paboTsl FRIDA Di@®

556 & & P

Q

Q6



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

YA
[lpmep paboTsl FRIDA Di@®

556 & & P

Q

Ckpunt pns FRIDA

Q7



BCE O FRIDA — UCMOJIb3BOBAHME 1 OBHAPYXEHWE

[lpmep paboTsl FRIDA

556 & & P A 100 %

Q KTOB | 3

* O

N36paHHble HepaBHue

4 )

YA
e

557 & & P @100 %

Dialog created by Frida
This dialog created by Frida!

Ckpunt pns FRIDA

Close App  Close Dialog
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BCE O FRIDA — UCMOJIb3BOBAHME 1 OBHAPYXEHWE

FRIDA — cnocobbl BHegpeHus

[Noppnepxueaetca 2 cnocoba BHegpeHUs:

O]

Tpebyetca ROOT:

FRIDA yctaHaenuBaeTcs B
CUCTEMHBIV PA3AEN, HANPUMEP,

s /data/local /tmp

YA
e

02

He tpebyetca ROOT:
3M10YMbILINEHHWK MOgUbULMPYET
APK — pobasnsetcs
6ubnmoteka libfridagadget.so,
KoTopas obecneynsaeT
paboTocnocobHocTs FRIDA

%%



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

YA
FRIDA gna SSL Unpinning 1 cosepwenns MITM-ataku Do

MobunbHoe A
NPUIoXXeHue ‘

Ckayuatb Ha Android WNHTepHeT-6aHK m




BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

YA
FRIDA gna SSL Unpinning 1 cosepwenns MITM-ataku DO




BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

YA
FRIDA gna SSL Unpinning 1 cosepwenns MITM-ataku Do

Ckpunt ansa FRIDA

FAIDA .

@ mitmproxy



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

FRIDA gna SSL Unpinning 1 cosepwenns MITM-ataku

O]

Ckpunt FRIDA ang SSL Unpinning
codeshare.frida.re/@akabe 1 /frida-multiple-unpinning

02

OWASP: SSL Unpinning Techniques in Android
mas.owasp.org/MASTG /techniques/android/MASTG-TECH-0012




BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

N3 yero coctout FRIDA?

IleckTon

FRIDA-Core

YA
e



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

N3 yero coctomt FRIDA?

Android/iOS

IleckTon

[TpunoxeHue

FRIDA-Core

FRIDA-Agent




BCE O FRIDA — UCIMOJIb3BOBAHME N OBHAPYXEHME

N3 yero coctomt FRIDA?

IleckTon

FRIDA-Core

LLnHa
D-Bus/WebSocket

Android/iOS

[TpunoxeHue

FRIDA-Agent




BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

Metog o6Hapyxenus FRIDA ot @aimardcr

O]

Detecting Frida the «Right» way
medium.rip/@aimardcr/detecting-frida-the-right-way-7cb3227edafb

02

McxomHbin kop npoekTa
github.com/aimardcr/AndroidNativeGuard




BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

YA
Metog o6Hapyxenus FRIDA ot @aimardcr (N

i e o B |
if (SecureAPI::connect(fd, (const struct sockaddr *)&addr, sizeof(addr)) == 0) {

char reql[1024]; char res[1024];

sprintf(req,
"GET /ws HTTP/1.1\r\nUpgrade: websocket\r\nConnection: "
"Upgrade\r\nSec-WebSocket-Key: "
"CpxD2C5REVLHvsUC9YAogg==\r\nSec-WebSocket-Version: 13\r\nHost: "
"%s :%d\r\nUser-Agent: Frida/16.1.7\r\n\r\n",

inet_ntoa(addr.sin_addr), ntohs(addr.sin_port)); T
SecureAPI::write(fd, req, SecureAPI::strlen(req)); andshake Ans ycTaHOBIIEHWS
WebSocket coeguHeHus
if (SecureAPI::read(fd, res, sizeof(res)) > 0) {

if (SecureAPI::strstr(res, |["tyZql/Y8dNFFyopTrHadWzvbvRs="])) { —>
|

LOGI("FridaDetect: :detectFridaListener found fingerprint on port %d "
"(WebSocket)", ntohs(addr.sin_port));

SecureAPI: :close(fd);

return true;

}.
}.
}.
}.



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

YA
B yem owmnbaetcs @aimardcre e

Bot tak niobon WebSocket-cepeep renepupyert
Sec-WebSocket-Accept & oTsere:

K Sec-WebSocket-Key & konel nobasnsem
O ] 258EAFAS-EQ14-4/DA-Q5CA-C5ABODC85B1 1 WebSocket

Client

—
Handshake (HTTP Upgrade)

connection opened

Bidirectional Messages

awyy

open and persistent connection

One side closes channel

connection closed



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

YA
B yem owmnbaetcs @aimardcre e

Bot tak niobon WebSocket-cepeep renepupyert
Sec-WebSocket-Accept & oTsere:

K Sec-WebSocket-Key & korel nobasnsem
O ] 258EAFAS-EQ14-4/7DA-Q5CA-CS5ABODC8SBT 1 WebSocket
Client
—
O 2 [Toumensiem SHA-T k cTpoke, nonyyeHHo Handshake (HTTP Upgrade)
Ha | ware connection opened

Bidirectional Messages

awyy

open and persistent connection

One side closes channel

connection closed



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

B yem owmbaetca @aimardcre

Bot tak niobon WebSocket-cepeep renepupyert
Sec-WebSocket-Accept & oTsere:

O 'I K Sec-WebSocket-Key & korel nobasnsem
258EAFA5-EQ14-47DA-Q5CA-C5ABODCB5BT 1

O 2 [Toumensem SHA-T k ctpoke, nomnyyeHHoi

Ha | ware

O 3 [1prmeHsem Baseb64 k SHA-1 xawy,

NONYYEHHOMY HA 2 Wware

WebSocket

Client
—

Handshake (HTTP Upgrade)

connection opened

Bidirectional Messages

iy

open and persistent connection

One side closes channel

connection closed
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cnonbzosate C++ u Android NDK onsg cosnarmns 6ubnmotek ¢ byHKLMOHANOM,
KOTOPOMY HY>XHO MOBBILIEHHAS 3ALUMTA OT PEBEPC-MHXMHUPKHIA

02

/Icnonb3oBATH ANBTEPHATUBHBIE PEANU3ALUM libc ons 3awmTe oT NepPEXBATA CUCTEMHbIX
BbI3OBOB C Nomollpto FRIDA

@aimardcr ncrnonbayeTt @mus/ﬁbc
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Chauana obxogum TCP nopt 27042 Ha localhost (ncnonbayetca FRIDA
MO YMONYAHMIO), €CNIN HE OBHAPYXEHO — TO OBXOOMM OCTAMbHLIE MOPTH

Ornpasnsem Handshake-saronosok ona ycranosnenmns VWebSocket
coeamHeHns, cospaHHblr FRIDA-Core

[lonyyaem B OTBET 30ronoBokK 0 ycnewHom yctaHosneHnn WebSocket
COEAMHEHMS 1 NTDOBEPAEM Ero

Otnpaensem D-Bus coobuieHne ons nonyyerns napameTpos yCTPOMCTBRQ,
Ha koTopom 3anyuieHa FRIDA-Agent

[ TooBepsiem oTBeT HO HanMume kntoyeBbix cnos oT FRIDA



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

Handshake — 3aronosok gns ycranosneHus coeamHeHus

GET /ws HTTP/1.1

Upgrade: websocket

Connection: Upgrade
Sec-WebSocket-Key: DSG+dXjvwBED1iM7jVuXeQ==
Sec-WebSocket-Version: 1
Host:
User-Agent:

47
0D
63
SA
65
47
75
6F
§E
6F
20
OA

45
DA
6B
20
62
2B
98
63
OD
78
46

Lolcathost

3

o4
DS
65
S)s
99
64
65
6B
OA
74
72

20
70
74
70
6F
o8
o1
65
48
©D
69

Frida/16.

2F
67
©D
67
63
6A
3D
74
6F
OA
64

77
72
OA
72
6B
76
3D
2D
78
S
61

78
61
43
61
65
77
©D
06
74
7g
2F

2.1

20
64
6F
64
74
42
OA
65
SA
65
31

48
65
6E
65
2D
45
SiE
72
20
72
36

o4
SA
6E
©D
4B
44
65
75
6C
2D
2E

o4
20
65
OA
65
69
63
69
6F
41
32

50
77
63
I
79
69
2D
6F
6C
67
2E

2F
65
74
65
SA
4D
S7
6E
63
65
31

il
62
69
63
20
57
65
SA
61
6E
©D

2E
7/E
6F
2D
44
6A
62
20
74
74
OA

> FRIDA 3apaeT lolcathost
B KayecTBe XOCTa

Sl
6F
6E
o7
99
56
DE
31
68
SA
©D

YA
e

GET /ws HTTP/1.1
??Upgrade: webso
cket??Connection
: Upgrade??Sec-W
ebSocket-Key: DS
G+dXjvwBED1iM7jV
uXeQ==??Sec-WebS
ocket-Version: 1
3??Host: lolcath
ost??User-Agent:

Frida/16.2.1???
?



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

Oreet o ycnewHom WebSocket-coegunermnu

HTTP/1.1 101 Switching Protocols
Date: Tue, 14 May 2024 12:46:15 GMT

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Accept:

48
74
0D
4D
B9
77
63
&
63
43
73

94
63
OA
61
20
65
74
65
65
39
3D

o4
68
44
79
47
62
69
63
70
32
0D

o0
69
61
20
4D
7&
6F
2D
74
45
OA

2F
6E
74
32
o4
6F
6E
27
SA
47
OD

31
67
65
30
]
63
SA
65
20
S
DA

2E
20
SA
32
OA
6B
20
62
6C
71

1alxpP1iLDC92EGUqLlTg++oxhJs=

31
50
20
34
S)S
65
S
D
61
6C

20
72
94
20
70
74
70
6F
31
94

51
6F
7/
51
67
OD
67
63
78
71

30
74
65
32
72
OA
72
6B
70
2B

31
6F
2C
3A
61
43
61
65
50
2B

20
63
20
34
64
6F
64
74
31
6F

S
6F
51
56
65
6E
65
2D
69
78

77
6C
34
SA
SA
6E
0D
41
4C
68

69
73
20
31
20
65
OA
63
44
4A

YA
e

HTTP/1.1 101 Swi
tching Protocols
??Date: Tue, 14

May 2024 12:46:1
5 GMT??Upgrade:

websocket??Conne
ction: Upgrade??
Sec-WebSocket-Ac
cept: lalxpPl1iLD

C?22EGUQlTg++oxhJ
§=?2?7?7?



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

YA
D-Bus coobenmne k FRIDA-Agent Di@®

1A 51 8F 3B 1A 51 DB 3A 75 51 CF 3B 1A 51 F5 49 ?2Q7;?Q?:uQ?;?Q?I
7F 7E BC 49 73 35 BB 14 52 3E A9 4F 49 34 A9 48 ~?I1s5??R>?0I47?H

73 3E B4 3B 1A 51 D8 3A 69 51 CC 3B 1A 51 A8 SE s>?;?Q?:1Q?;?Q?"
34 37 A8 52 T7E 30 F4 73 75 22 AE 68 7F 22 A9 52 47?R~0?su"?h "?R
75 3F EB 0D 1A 51 D2 3A 7D 51 DB 4E 1A 51 D9 3A u??2?2?2Q?:}Q2N?Q>?:
69 51 DE 3B 1A 51 8A 52 74 36 DA 3B 1A 51 C4 3B 1Q?;?Q?Rt6?;?Q7?;
1A 51 82 F8 EC 48 BC 3E 80 49 BC 3F EC 48 BC 3E 2Q?2?2?2H?>?1?2?2?H?>
EE 48 BC 3E 8A 48 BC 3E ED 49 D3 3E F9 48 BC 3E PH?>?H?>?I?>?H?>
C3 3A D9 11 8A 3A D5 5A 8D 67 F4 51 9F 3C EF SB 2:???:22?29?Q?<?[
9F 3B DS 51 82 48 BC 3E EE 49 CF 3E FA 48 BC 3E ?2;2Q2H?>?1I?2>?H?>
9E 2D 92 58 9E 21 D8 SF C2 00 D3 4D 98 1B D9 4D 2-2X2 12 _?2?2M?? M
9F 21 D3 50 DD 7E BC 3E E4 49 DB 3E EC 48 BC 3E 212P?~?2>?2I2>PH?>
EF 49 CF 3E F9 48 BC 3E BD 3D D9 4C 95 1B CS5 4D PI?>?H?>?=?L7???M

98 2D D1 6E 8D 3A DD 53 89 3C D9 4C 9F 48 BC 3E ?2-?2n?:?S?<?L?H?>



BCE O FRIDA — MCMNOJIbBOBAHNE U OBHAPYXEHUE

Ortset ¢ gaHHbIMK 06 ycTpoicTee oT FRIDA-Agent

NanHbie 8 JSON

"arch": "arm",
"os": {

"version": "9",

"id": "android",

"name": "Android"
L
"platform": "1linux",
"api-level": 28,
"access": "full"

YA
e

D-Bus oTteeTt

api-level??x????
PPP2P2727222222°?

full?



BCE O FRIDA — UCMOJIb3BOBAHME 1 OBHAPYXEHWE

YA
Y10 Mbl y3HONN? N

O] 02 03

FRIDA — FRIDA moxeT FRIDA moxHo
MOLLHBI MHCTPYMEHT MCMOMNb30BATHCS OOHAPYXMUTH —

0719 BHEAPEHMS HO YCTPOMCTBAX MCNONb3YEM 3HAHMS
MPOMU3BONBHOTO 6e3 ROOT O NPUHUMNAX PABOTHI
KOOQ B Apyrue [IGHHOTO MHCTPYMEHTA

NPEUNOXEHWS
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03

YA
Do
Y ROOT B Android HET €AUHCTBEHHOTO BOMAOLLEHMS

Android cTan sawmiieHHee Bnarogaps annapaTHLIM
CPeacTBam 3ALUMTHI

MHoxecTso Belert nog kanotom B Android ncnonbayiot
KOHUEMNUMM U MHCTPYMEHTAPMI M3 Linux
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