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Kak npupy4uTtb iIPhone.

EBreHnn OHyPppenyumnk Anbpa-baHk
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peqa gpoknaaa

He ynaeTtcqa yCcTaHOBUTDb

«Anbdpa-NHBecTUUN»

3TO npunoxeHune donblle He
nocTynHo B App Store.

OcTaBuTb Yoanutb
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Naesa poknaaa

iPhone

AirDrop IPhone
iIPhone SE (1st generation) - 25,64 GB (8,8 GB Available) - 100 % (m)
Develop

Recents

+ + Applications

Desktop Software: i0S 14.6

General Music Movies TV Shows Photos Files Info

Documents A newer version of the iPhone software is available (version 15.4.1). To update

your iPhone with the latest software, click Update.
Downloads

Update Restore iPhone...

< iCloud Drive
F=© Shared Backups: Back up your most important data on your iPhone to iCloud

® Back up all the data on your iPhone to this Mac

O iPhone Encrypt local backup

Encrypted backups protect passwords and sensitive personal data.
0 Network

(Calculating... [ Apps |Documents & Data I




Cxema noagknwoJvyeHusa

10



IMazing

~ Ceanka  HacTpoiiku Pacnucanue 3ameTku

o []

VK Mysbika  Shazam
o0

V@«

iIPhone
iPhone SE - i0S 14.6

[] Device ' LI Library

Name

A
A

P GERG IR

Anbda-baHk

a AnbdaCrpax...

Manage Apps

A

onufreychik@gmail.com | Sign Out

Installed Size Download

[*)

Add from App Store
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IMazing

iMazing License ‘0 iIPhone Backups

IPhone $ O

iPhone
iPhone SE - i0S 14.6

, ‘ @‘ Quick Transfer
@ty @ =13

¥ 2

TV Podcasts ~ Hg' .

nka  Hactpoikn Pacnncaruc  3amerku

.
iPhone Evgeny (2) "’D - - -
= | estore a backup Q .34sc\l(:

% »

iPhone Evgeny

Ringtones Messages WhatsApp

Transfer to another Device

MON
2" = DEVICE DETAILS:
4 Manage Apps

iPhone SE - i0S 14.6

Safari Calendar Contacts ) No backups yet...

— Export All Data onufreychik.marina@gmai...
[[[ l
o

Options
Voice Memos Apps Files

Update to iOS 15.7.3

File System Profiles New Shortcut Reinstall iOS

_

25.01 GB of 32.00 GB 8.79 GB available (6.99 GB free + 1.80 GB purgeable) 100%
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Cxema noagknwoJvyeHusa
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Heb6onbLwoe
OTCTYN/N1eHue

ipatool-demo — majd@Majds-MBP — ../ipatool-demo — zsh -| — 93x24

emo ) |}

https://github.com/majd/ipatool
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usbmuxd

usb-multiplexer —
cuctema
MYNbTUNNEKCUPOBAHUS
HEeCKOJIbKUX COeaNHEHUNWN
IPhone no ogHomy
USB-kaHany

usbmuxd

10

‘ [MocTaBnaeTca Apple ona paboTsbl
ITunes, Xcode, etc

‘ B MacOS MOXHO HOUTU TYT:
/System/Library/PrivateFrameworks/

MobileDevice.framework/Resources/
usbmuxd
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usbmuxd

@ 8) com.apple.usbmuxd.plist
ore ES com.apple.usbmuxd

EB com.apple.usbmuxd ) No Selection

Key Type Value

v Root Dictionary (9 items)

KeepAlive Boolean YES

RunAtLoad Boolean YES

Label String com.apple.usbmuxd

v ProgramArguments Array (2 items)
ltem O String [System/Library/PrivateFrameworks/MobileDevice.framewor
ltem 1 String -launchd

UserName String _usbmuxd

GroupName String _usbmuxd

v Sockets Dictionary (1 item)

v Listeners Dictionary (3 items)
SockFamily String Unix
SockPathName String [var/run/fusbmuxd
SockPathMode Number 511

EnableTransactions Boolean YES

POSIXSpawnType String Interactive




UNIX-cokeTbl

® CpepncTBO
MEXXMNPOLLECCHOro
B3AUMOOENCTBUA

"KnneHTt-cepBepHoe”
B3AUMOOENCTBUE

[logoep>XxunBaeTcH
BCeMU ocHoBHbiMu OC

/var/run/usbmuxd

usbmuxd

10
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Cxema noagknwoJvyeHusa

usbmuxd

10
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socat

’ PeTpaHCcnaTop, KOTOPbI MOXET
MCNOMb30BATbLCA ANA Nepenaym oAaHHbIX
B 060X HONPABNEHUAX MeEXAY OABYMS
HE3ABUCUMbBIMU KAHATAMMW.

KaHanbl AAHHbIX MOTYT 6bITb
npencTasneHbl B Buge ¢anna, KaHana,
ycTponcTea, coketa (UNIX, IP4, IP6 (raw),
UDP, TCP), coketa SSL, damnnosoro
neckpuntopa (Hanpumep, stdin),
NPOrpaMMbl UIN HECKOMbKUX MPOrpPaMM.

10
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NMepexBaT coobLueHUN

S sudo mv /var/run/usbmuxd /var/run/usbmux real

S sudo socat -t100 -x -v

UNIX-LISTEN:/var/run/usbmuxd,mode=777,reuseaddr,fork
UNIX-CONNECT:/var/run/usbmux real

10
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Cxema noagknwoJvyeHusa

usbmuxd

10
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evgeny@iMac-Mas ‘ sudo socat —-t100 —-v UNIX-LISTEN:/var/run/usbmuxd,mode=777, reuseaddr,fork UNIX-CONNECT:/var/run/usbmux__
real




Connect

[lepBbIN 3aNpPOC
OTMNPABAAEMDbIU
npoueccomM usbmuxd

------
<key>SystenBUID</key>
ssssssssssssssssssssssssssssssssssssssssssssssss
rrrrrrr
<<<<<<<<

PLIST

connect.plist

‘ REQ:
ClientVersionString: usbmuxd-423
DevicelD: 4
MessageType: Connect
PortNumber: 32498 /* htonl 62078 */
ProgName: usbmuxd

‘ RES:

MessageType: Result
Number: 0
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[MTopsaAaoOK 3ANpocoB

usbmuxd

RES: Result 0

RES: com.apple.mobile.lockdown

RES: The BUID

REQ: Pair with arguments:<PairingOj
RES: Error PairingDialogResponsePending

Trust This Computer?

Your settings and data will be
accessible from 'Evgeny’s MacBook
Pro' when connected wirelessly or
using a cable.

REQ: Connect

REQ: QueryType

REQ: ReadBUID

ostID> <RootCertificate><SystemBUID>

19



usbmuxd m lockdownd

‘ MacOS plist:
DeviceCertificate

MacOS: -serowsag
ostCertificate
/var/db/lockdown/ HostID
HostPrivateKey
- . RootCertificate
10S: . RootPrivateKey
/[var/root/Library/Lockdown/ SystemBUID
pair_records/ WIFIMACAddress

/var/root/Library/Lockdown/

escrow_records/ _ _
10S plist:

DeviceCertificate
HostCertificate
HostlID
RootCertificate
SystemBUID
DLIST escrow_records

\\\\\\
<STring>BIA2STRE-SF28-4FF1-0279-4021TAE916AF</string>

«««««««

AAAAAAAA

udid-of-the-device.plist
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[MTopsaAaoOK 3ANpocoB

usbmuxd
| REQ: StartSessionfor Host ID |
[*Res: enablesessionssL with sesson 0 I
I I
REQ: Connect
| RES: Result O |

REQ: QueryType

lr——77-—r-o-—o— o ]
RES: com.apple.mobile.lockdown

REQ: GetValue ProductVersion

e —————————————————
RES: the iOS version number e.g. 16.4.1

21



Lockdown
Service

10

‘ com.apple.mobile.lockdown.plist:
SockFamily: Unix
iOS: SockPathName: /var/run/lockdown.sock
: SockPathMode: 511
/usr/libexec/lockdownd
SockFamily: IPv4
SockServiceName: 62078

‘ /System/Library/Lockdown/Services.plist:
com.apple.mobile.house_arrest
com.apple.mobile.installation_proxy
com.apple.debugserver
com.apple.mobile.screenshotr
com.apple.mobilesync
com.apple.afc

lockdownd

22



NMpumep NnoaKIIOYEeHUSRA

RES: Port 50251 /* 21956 */
-— -

Connect to intallation_proxy via port 50251

usbmuxd

REQ: StartService com.apple.mobile.installation_proxy

—_—
| |

| RES: Port 50251 /* 21956 */

I‘—
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Cxema noagknwoJvyeHusa

usbmuxd

lockdownd

10
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MobileDevice

https://github.com/imkira/
mobiledevice

BaanmopencrteyeT ¢ Mobile
Device Framework

[lpepocTaBngaeT
CLI-nHTtepopenc

[TosBonaeT
ABTOMATU3NPOBATb 30404YM
NO YCTAOHOBKE U YOANEHUIO
NPUNTOXEHNN
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Libimobiledevice

https://github.com/
libimobiledevice

10

Habop yTnnuT, KoTopblie
NpenoCcTABAAOT MOAHbI HABOP YTUNUT
019 B3AMMOOENCTBUSA C TENEPOHOM

BknodaeT B ceba coObBCTBEHHYIO
Bepcuto usbmuxd

[losBongeT noaKN4YUTbCH K
OCHOBHbIM cepBucam lockdown

Pab6oTaeT Ha Bcex ocHOBHbix OC
MacOS, Windows, Android



Open-source usbmuxd

https://github.com/
libimobiledevice/usbmuxd

usbmuxd

‘ Open Source NpoekT

cumMmynupytowmm usbmuxd
oT Apple

[lo3BONSAeT NoOCMOTpPETb

pa3Mepbl NAKETOB, agpeca
nT.Aa,.

10
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Open-source usbmuxd

static const char *socket_path = "/var/run/usbmuxd"; // 1
static const char *lockfile = "/var/run/usbmuxd.pid”;

istenfd = socket(AF_UNIX, SOCK_STREAM, 0); // 2

if (bind(listenfd, (struct sockaddr*)&bind_addr, sizeof(bind_addr)) !=0){ //3
usbmuxd_log(LL_FATAL, "bind() failed: %s", strerror(errno));
return -1;

}

// Start listening

if (listen(listenfd, 5) '=0) {// 4
usbmuxd_log(LL_FATAL, "listen() failed: %s", strerror(errno)); return -1;

}
chmod(socket _path, 0666); // 5

10
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ideviceinfo

10

https://github.com/
libimobiledevice/ideviceinstaller

‘ BoiBOoAnT MHPOPMALUIO O
NOAKMIOYEHHOM YCTPOUCTBE

‘ Copep>XxuTt B cebe Kak 6a30BYy1O
MHopmauuio (MMa ycTpomncTsea,
TWUN YCTPOWCTBA U T.A,), TAK U
O0OMNONHUTENbHYIO MHPOPMALUIO
(onepaTop, MAC-aapeca
bluetooth, wi-fi n T.g)

29



ideviceinstaller

https://github.com/
libimobiledevice/ideviceinstaller

® S ideviceinstaller -|
BboiBOOUT cnucok ipa-¢annos
YCTOHOB/IEHHbIX HO YCTPOUCTBE

® S ideviceinstaller -i path-to-ipa
YCTOHABIMBAOET HA YCTPOUCTBO
Ipa-dann

10
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iIdevicecrashreport

https://github.com/
libimobiledevice/ideviceinstaller

10

® S idevicecrashreport path-to-dir
[lepemMewtaeT BCce crashlog
C YCTPOUCTBA B NAMKY

‘ Mcnonb3yeT gns
B3AMMOOENCTBUA CEPBUC
com.apple.crashreportmover
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PeerTalk

https://github.com/rsms/
peertalk

[Toumep NCNonNb30BAHUSA MPAMOro
NOOK/TIIOYEHUNSA K OTKPbITOMY COKETY
Ha npesauce 1I0S

B 10S npunoxeHunn cozgaem socket
cepBep HaO cBO6OAHOM MNOPTY

Ha MacOS otnpasnaemMm Connect
yepe3 usbmuxd Ha cBob6ogHbIN
nopt I0S

ObmMeHMBAeMca cCoobLEeHNAMMN

10



PeerTalk




BbiBOoAbl

01 He 1o uTO KOXeETCH

Ypanocb pa3obpaTtbcs B TOM KOKUM 0bpa3omM TenedoH
nony4yaeT MHPOPMALMIO MO NPOBOAY, XOTHA M3HAYASIbHO
KA3QA10Cb, YTO NOO00OHbIE BELM OO0MXKHbI ObITh PEATN30OBAHDI
HN3KOYPOBHEBO 1 BbICTPOUTbLCA Tyaa byaeT CNOXHO.

02 Bo3moXHO NnpUMeHUTb

EcTb MHOro HapaboTtok B OpenSource, KoTopble Nerko
BCTPOUTb B CBOU MPOLLECCHI, HE MOrPY>XXAACb CINLLIKOM rnyboko.

03 MecTo gns TBopuecTBO

[TOHMMAHMe TOro, Kak npouecchbl paboTatoT, oAIOT
BO3MO>XHOCTb NMPMMEHATb TEXHONOIMMIO NPABUIbHBIM 06pa3oMm.
A TAK >Ke HOXOANTb HETPUBUASIbHOE NPVMEHEHNE.

10
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EBreHuUm

OHYybpenuuk
Anbda-baHk
O

° Alfa Digital digital.alfabank.ru

PacckasbiBaem o paboTe B IT n Digital B Anbda-baHke,
0ENVNMCSH MHTEPECHBIMU BAKAHCUAMM, HOBOCTAMMU
M MOME3HbIMM COBETAMMU, MHOIAA LUYTUM

10



