Alfa Digital

XKunsHbo Java-npuno>xxeHun
B 06/104YHbIX KOHTENHEpPAX.

Nnun po>XaEeHHbIN HaO cepBepax
NeTaTb He MOXeT.
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O yem cerogHs NoroBopmum

1. Kak Mbl nepecTpounu paboTy java
npunoxeHuna ona Kubernetes

2. Npunwnu Kk cloud native nogxony

3. C KOKMMM BbISOBAMU CTONKHY/TNCDH
KOrgd HA4Yam nepees3xkaTtb B 061aK0
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HemMHOro nuctopum

|
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Kubernetes

Bo3MOXHOCTb rmMbKo ynpaBnsaTb
KOHTENHEepPAMMU

Bo3MOXHOCTb MACLLUTABUPOBATHLCS
nog HArpysKky

Bo3MO>XHOCTb 6bICTPO 3ANYCKATb
ynaBLwwme KOHTENHEPDI

NMHCcTpyMeHTbl paboTbl Co cpegou
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O yem cerogHs NoroBopmum

1. CkopocCTb paboTbl NPUNOXEHUN, X OENTOSA
N NOOHATUSA

2. Nlcnonb3oBaHne nHcTpymeHToB Kubernetes
Oona paboTbl java NPUNOXEHUM

3. Yes3xaem B 06/10KO, 1 BbI3OBbl, KOTOPbIE OHO
HOM MPUroTOBUIIO
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Mbl TYT

1. CkopocTb paboTbl NPUAOXEHNN, UX OEMNMOS
N NOOHATUS

2. lcnonb3oBaHmne nHctpymMmeHToB Kubernetes
ONa paboThbl jJava NPUTOXKXEHUNN

3. Yes3xaem B 0610KO, U BbI3OBbl, KOTOPbIE OHO
HOM MPUroTOBUIIO
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~  MHorocnouHbiu build
1. Alpine image
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ONbNNOTEKU

3.dobaBnaem Kog HALIEro cepBMca
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MHorocnouvHbiu build

1. Alpine image

2. [1lo6baBnsemM 3aBUCUMOCTMUN U BHYTPEHHUE
ONbNNOTEKU

3.dobaBnaem Kog HALIEro cepBMca

ARG DOCKER_INTERNAL_REPOSITORY
FROM ${DOCKER_INTERNAL_REPOSITORY}/alfabank/infra/openjdk:15

COPY dist/unwrap/BOOT-INF/lib /app/lib
COPY dist/unwrap/META-INF /app/META-INF
COPY dist/unwrap/BO0OT-INF/classes /app/classes




D

CTapT npunoXxeHus
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CTapT npunoXxeHus

CTapT npunoxeHusa T
java -jar hello_world.jar g
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CTapT npunoXxeHus

CTapT npunoxeHusa
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CTapT npunoXxeHus

CTapT npunoxeHusa

java -jar hello_world.jar
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~ CTApT NpUNoOXXeHuUs

CTapT npunoxeHusa
java -jar hello_world.jar

<plugin>
<groupld>orq.apache.m; gins</qroupld>

lugin<fartifactId>

<artifactId>maven-ant
<version>S{maven.,antrun.versiony</version=
<executions>
<execution>
<phase»package</phase>
<confliquration=
<target>

<copy file="targ rtifactId}-${project.version}.jar
tofile

<Copy lodir

<fileset dir=
</copy>
<copy todir="./dist/surefire-reports" failonerror="false">
<fileset dir="target/surefire-reports”/=>
<fcopy=>
</target>
</configuration>
<goals>
<goal>run</goal=>
</qoals>
</execution>
</executions>
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BpemMmsa cTapTd NPpUNoXXeHus

@

Bpema ctapTta
N 45 cek.
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BpemMmsa cTapTd NPpUNoXXeHus

@ &

Bpemsa ctapTa —— Bpemsa ctapTa
N 45 cek. ~n 10 cek.
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~ Java AppCDS

Application Class Data Sharing (AppCDS)

4

Cnonnep: o4eHb COXHO, d NpodUTa MANo /
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~ Java AppCDS

Application Class Data Sharing (AppCDS)

4 N 4

JVM Instance 1 JVM Instance 2
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Java AppCDS

Application Class Data Sharing (AppCDS)

|

Shared String
Objects

)

\_

JVM Instance 1

/

|

Shared String
Objects

)

o

JVM Instance 2

/
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Java AppCDS

Application Class Data Sharing (AppCDS)

|

Shared String
Objects

)

JVM Instance 1

Shared Classes

L

)

|

Shared String
Objects

)

JVM Instance 2

Shared Classes

{

)
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Java AppCDS

Application Class Data Sharing (AppCDS)

|

Shared String
Objects

)

JVM Instance 1

Shared Classes

L

)

\
/'

[

Shared
Memory

E

|

Shared String
Objects

JVM Instance 2

Shared Classes

{

)
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~ Java AppCDS

Java 11
YckopeHune N 3 cek, a To U MeHblUe
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Java AppCDS

Java 11
YckopeHne N 3 cek, a TO U MeHblue

BbiBOA: He BCeé nomMoraer,
YTO HANMUCAOHO B UHTEPHETE
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Java AppCDS

Java 11
YckopeHue N 3 cek, a To U MeHbLUe

BbiBOoA: He BC€ NnoMoraeT, YTO HAOMUCAOHO
B UHTEpHeTe

Java 13 JEP-350 Dynamic CDS Archives
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Mbl TYT

1. CKopocCTb paboTbl NPUMOXKEHUNN, NX OENSIOSN
M NOAHATUS

2. cnonb3oBaHune nHctpymeHToB Kubernetes
Ona paboTbl java NPUNOXKEHUN

3. Yes3xaeM B 0610KO, 1N BbI3OBbI, KOTOPbIE OHO
HOM MPUroTOBUIIO
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Kak vHUUannampyeTcs
NMPUJIOXXEeHUe

CHE - e

3anyctutb Config Server (keww)

3anyctut Service Registry

3anyCTUTb CaMO MPUIOXKeEHUe

3anpocnTb KOHPUrK ANAa nHUUKManm3aunum npunoxenmna y Config Server
3aperncTpupoBaTtb npunoxeHue B Service Registry

3anpocuTb agpeca cepBMUCcoB N CNyKb y Service Registry
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KoHbUurn
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KoHdurn

[UVM App1]

[LJVM App 2}
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— Spring Cloud Config Server

A_A

[uVMApp1]\ / v

[ JVM App 2 J / Cloud Config \
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— Spring Cloud Config Server

A_A

[dVMApp1]\ / v
[dVMApsz/c oooooooo ig\

[ NodedS ] ?
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The Twelve-Factor App

lll. CONFIG

OKpy>XeHne XPAaHUT KOHOUTypaALUIo U NepenaeT
NPUNOXEHMUIO
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The Twelve-Factor App

Ill. CONFIG

OKpy>XeHne XPAaHUT KOHOUTypaALUIo U NepenaeT
NPUNOXEHMUIO

1.

NpeHTndmnKaTopbl NOAKAOYEHUA K pecypcam Tuna 6a3bl
OAHHbIX, KSW-NAMSATU U APYTMM CTOPOHHUM CNy>X6am

4

]
Iz
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The Twelve-Factor App

Ill. CONFIG

OKpy>XeHne XPAaHUT KOHOUTypaALUIo U NepenaeT
NPUNOXEHMUIO

1. NpeHTndmnkaTopbl NOAKAOHYEHUSA K pecypcam Tuna 6a3bl
OAHHbIX, KSW-NAMSATU U APYTMM CTOPOHHUM CNy>X6am

2. PernctpaumoHHble gaHHble A8 NogKAto4YeHMNa K
BHELUHNM CEPBUCAM

|
/
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The Twelve-Factor App

Ill. CONFIG

OKpy>XeHne XPAaHUT KOHOUTypaALUIo U NepenaeT
NPUNOXEHMUIO

1. NpeHTndmnkaTopbl NOAKAOHYEHUSA K pecypcam Tuna 6a3bl
OAHHbIX, KSW-NAMSATU U APYTMM CTOPOHHUM CNy>X6am

2. PernctpaumoHHble gaHHble A8 NogKAto4YeHMNa K
BHELUHNM CEPBUCAM

3. 3Ha4YeHNAa 3aBUCUMbIE OT cpenbl PA3BEPTbIBAHUA TAKUE,
KOK MMA XOCTa



D
~  Kubernetes ConfigMaps

MecTo ona XpaHeHNs env NepeMeHHbIX
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Kubernetes ConfigMaps

MecTo ona XpaHeHNs env NepeMeHHbIX

B Ka>kgom KOHTEMHepe MO>XHO MOMYy4YUTb
K HAM 0OCTYn
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Kubernetes ConfigMaps

MecTo ona XpaHeHNs env NepeMeHHbIX

B Ka>kgom KOHTEMHepe MO>XHO MOMYy4YUTb
K HAM 0OCTYn

[Ba noaxopna:

 XpaHutb MmHoro ConfigMaps nopg ka>kgbi cepBuc

« XpaHutb ogHy ConfigMaps nog Bce cepBUCHI
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~ Kubernetes ConfigMaps

nameQverride:

fullnameQverride: '"common-config-preprod"”

imageCredentials:

registry: alfab

username: tech-abru-ci

password: AKCpS5bt

configMaps:

common-node:
NODE_HOST: "9.0.0.8"

common-kKeycloak:
KEYCLOAK REALM URL: "https://xeyc dil
KEYCLOAK_CLIENT_SSL_ALLOW_ANY_HOSTNAME: "false"
KEYCLOAK_CLIENT_SSL_DISABLE_TRUST _MANAGER: "true"
KEYCLOAK BASE PATH: “httips://key G
KEYCLOAK URL: "http:// <
KEYCLOAK_REALM: "local_users"
KEYCLOAK_INSECURE: "true"

common-logging:
LOGGING_LEVEL_ROOT: "INFO"

common-postgres:
PGHOST: "o c9a4 ) (I
PGPORT: "6432"
PGPORT12: “6432"
PCADDLITIONALPARAMS: "?prepareThreshold=8"
POMAXCONNECTIONS: "5"

SPRING_PG_URL: "jdbc:postgresql://c-<9q 4

YC_MANAGED_DB: "yes"
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Kubernetes ConfigMaps

apiVersion: vl
kind: Pod
metadata:
name: configmap-demo-pod
spec:
containers:
- name: demo
image: alpine
command: ["sleep”, "3600"]
env:
# Define the environment variable
- name: TEST_PARAMS # Notice that the case is different here
# from the key name in the ConfigMap.
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Kubernetes Secrets

PasrpaHnyeHune npas RBAC

-

secret
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Kubernetes Secrets

PasrpaHnyeHune npas RBAC

[JocTyn K HUM MO>HO MONy4YnTb Yepes env

-

secret
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~  Kubernetes Secrets

PasrpaHnyeHune npas RBAC

[JocTyn K HUM MO>XHO MONy4YnTb Yepes env

XpaHaTtca B 6a3e Kubernetes B 3awmndpoBaHHOM Buge

secret
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Kubernetes
ConfigMaps & Secrets

KoHdurun ctanm Haxoautca B ENV nepemMeHHbIx

A roe aBToMaTmn3auma?
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~  Kubernetes

ConfigMaps & Secrets

[dVMApp1]:

o)

<

52

secret




D
~ BanaHcupoBKa 3anpocos
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~ Spring Service Discovery

[UVM App1]

Spring Service
Registry

[LJVM App 2]
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~ Spring Service Discovery

Registry

(o) =
\ [ Spring Service }

[LJVM App 2]
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~ Spring Service Discovery

Registry

[ JVM App 1 ] \
\ [ Spring Service }

[LJVM App 2]
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Kubernetes Load Balancing
Networking

B Kubernetes ecTtb BCTpOEHHAOA BO3SMOXHOCTDb
OaNAHCUPOBAHUSA 3AMNPOCOB
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~  Kubernetes Load Balancing

Networking

B Kubernetes ecTtb BCTpOEHHAOA BO3SMOXHOCTDb
OaNAHCUPOBAHUSA 3AMNPOCOB

apiVersion: vl
kind: Service
metadata:
name: my-service
spec:
selector:
app.kubernetes.io/name: MyApp
ports:
- protocol: TCP
port: 3¢
targetPort: 93/t
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~  Kubernetes Load Balancing

Networking

B Kubernetes ecTtb BCTpOEHHAOA BO3SMOXHOCTDb
OaNAHCUPOBAHUSA 3AMNPOCOB

apiVersion: vl
kind: Service
metadata:

name: my-service

spec:
selector:
app.kubernetes.io/name: MyApp
ports:
- protocol: TCP
port: 3¢
targetPort: 93/t
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~  Kubernetes Load Balancing

Networking

B Kubernetes ecTtb BCTpOEHHAOA BO3SMOXHOCTDb
OaNAHCUPOBAHUSA 3AMNPOCOB

apiVersion: vl
kind: Service
metadata:
name: my-service
spec:
selector:
app.kubernetes.io/name: MyApp

ports:
- protocol: TCP
port: 3¢
targetPort: 93/t
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~  Kubernetes Load Balancing

Networking

[dVMApp1J
= Cons |

[LJVM App 2} [UVM App 2}
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~  Kubernetes Load Balancing

Networking

[dVMApp1J
| \[DNSJ

SO\

[LJVM App 2} [UVM App 2}
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~  Kubernetes Load Balancing

Networking

[dVMApp1J
= Cons |

/\

[LJVM App 2} [UVM App 2}
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~ Kubernetes n Spring Boot Admin
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Cloud Native

CokpaTunun BpemMsa CTApTA NPUNOXEHNM

YMeHbLUUNN KoNn4decTBa bubnmortek
B ceEpBUCAX

YMeHbLUUNAN YNCO TOoOYEeK OTKA3a

CodopmMumpoBanu eguHbi€ MHCTPYMEHTbI paboThbl C
MHPPACTPYKTYPOM
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Mbl TYT

1. CKopocCTb paboTbl NPUMOXKEHUNN, NX OENSIOSN
M NOAHATUS

2. lcnonb3oBaHmne nHctpymMmeHToB Kubernetes
ONa paboThbl jJava NPUTOXKXEHUNN

3. Yes3xaem B 06/10KO, 1 BbI3OBbl, KOTOPbIE OHO
HOM NPUroTOBUMIO



D
~ bBe3onacHocTb BO BHYTPEeHHEeU

MHPPACTPYKTYpE
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Be30nacHOCTb BO BHYTPEHHEN
MHPpPACTPYKTYpE

. N _ . \//v{App1J

DDoS
dunbTpALUS WAF T <

— y N J\[AppBJ
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Be30nacHOCTb B 06/104YHOMU
MHPPACTPYKTYpE

- - -

,,,,,,,
- o |
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Be30nacHOCTb B O6/1I4YHOW

MHPPACTPYKTYpE
.4 N _ . \/[App1]—>
DDoS
dunbTpALUS WAF T <
— U y  § )\[AppBJ—>
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Be30nacHOCTb B 06N1AYHOW
MHPPACTPYKTYpE

Kaxxabi 13 cepBUCOB PACCMATPUBATLCSH KOK BEKTOP ATAKMU
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Be30nacHOCTb B 06N1AYHOW
MHPPACTPYKTYpE

Kaxxabi 13 cepBUCOB PACCMATPUBATLCSH KOK BEKTOP ATAKMU

Henb3a paccynTbiBATb HAO YCTOUYUBbLIN NEPUMETP

4
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I
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Be30nacHOCTb B 06N1AYHOW
MHPPACTPYKTYpE

Kaxxabi 13 cepBUCOB PACCMATPUBATLCSH KOK BEKTOP ATAKMU
Henb3a paccynTbiBATb HAO YCTOUYUBbLIN NEPUMETP

AyTeHTudumkaumsa n asTopusaumsa (MUHUMYM NnpuBUnernin)
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Be30nacHOCTb B 06N1AYHOW
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Be30nacHOCTb B 06N1AYHOW
MHPPACTPYKTYpE

Kaxxabi 13 cepBUCOB PACCMATPUBATLCSH KOK BEKTOP ATAKMU
Henb3a paccynTbiBATb HAO YCTOUYUBbLIN NEPUMETP
AyTeHTudumkaumsa n asTopusaumsa (MUHUMYM NnpuBUnernin)
Heobxognmo windppoBaHmne B3AMMoaenNCcTBUM

MOHUTOPUHI N cbop TenemeTpumn

MwukpocermeHTaunsa

ZERO TRUST

4

]
Iz



10

Be30nacHOCTb B 06N1AYHOW
MHPPACTPYKTYpE

3anpeweHo 3anyckaTb noabl nog, y4é€THon 3anucbkto root — UID O.
[na Bcex cepBncoB gonxxeH 6biTb YyCTAHOBMEH NnapamMmeTp runAsUser
Oon>eH 6biTb BbicTaBneH napameTp «allowPrivelegeEscflation — false»

3anpewéH 3anyck npueunernpoesaHHoro noga (priveleged: true)
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Be30nacHOCTb B O6/1I4YHOW

MHPPACTPYKTYpE

///f[

N
o

\_

=

Docker container

T\\\

Pod

Y,

Node

/

Virtual OS

/

.

Host OS

/

TyT moxeT 6bITb 6onbLue
OOHOro KOHTeEHepa
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Be30nacHOCTb B 06N1AYHOW
MHPPACTPYKTYpE

[on>eH 6biTb BbicTaBneH napameTp “readonlyRootSystem — true”
NMapameTpbl hostPID n hostIPC gon>kHbl 6b1Tb BbicTaBMEHbI B 3Ha4YeHMn “false”
MapameTp hostNetwork gonxxeH 6biTb BbicTaBNneH B 3Ha4eHumn “false”

3anpeLweHo Ncrnosib3o0BaHME HEGE3OMACHbLIX CUCTEMHbIX Bbi30BOB (sysctl):

kernel.shm?*,
*

kernel.msg*,

kernel.sem,

* 1N
fs.mqueue.”,



D
-  DBe30onacHOCTb B 06/104YHOW

MHPPACTPYKTYpE

////[ s ]}\\\\

Docker container

) TyT moxeT 6bITb 6onbLue
\_ Pod Y, OAHOrO KOHTeNHepa

\ Node /
k Virtual OS J

\ Host OS /
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Be30nacHOCTb B 06N1AYHOW
MHPPACTPYKTYpE

Bce cMmOoHTMpOBAHHbIE volume gon>KHbl 6bITb TOMbKO
Ha 4YTeHue (readonly)

Capabilities BbigatoTcs No NpMHUMNY HOMMEHbLLNX
npuBunernn drop ‘ALL’, nocne 4yero Heobxognmbie

capabilities pna paboThl
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Be30nacHOCTb B O6/1I4YHOW

MHPPACTPYKTYpE

3anpeLwLeHo NCNonb30BATb

CAP_FSETID CAP_CHOWN
CAP_SETUID CAP_NET_RAW
CAP_SETGRID CAP_NET_ADMIN

CAP_SYS_CHROOT CAP_SYS_ADMIN

CAP_SYS_PTRACE CAP_FORMER

CAP_SETFCAP
CAP_NET_BIND_SERVICE
CAP_DAC_OVERRIDE

CAP_DAC_READ_SEARCH
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NTorm

Ilcnonb3oBAHME HAOTUBHbIX MHCTPYMEHTOB
* MeHblLLe TOYEK OTKA3A

* MeHblwe kKoaa

* Bbilwie ckopocTb

Bpema ctapTa gna npuno>XXeHnu
BO>KHO, N 30 3TUM HY>XHO CneguTb
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NTorm

Ilcnonb3oBAHME HAOTUBHbIX MHCTPYMEHTOB
* MeHblLLe TOYEK OTKA3A

* MeHblwe kKoaa

* Bbilwie ckopocTb

Bpema ctapTa gna npuno>XXeHnu
BO>KHO, N 30 3TUM HY>XHO CneguTb

O61a0KO — OT/NINYHbIN CNOCOD NPOBEPUTH BALL
npoekT Ha best practice



Bonpochbl

HYepHyxuH Makcum

0 https://www.facebook.com/chernukhin.maksim

Q @MaksCher




