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JKene3Hblin pyHASMEHT AHTOH BYLLHbIV

CTapLnm nH>xeHep,
Kak aBToOMaTu3aumnsg noMmoraeTt CTpOUTb U AUHAMNYHO MEHATDb Infrastructure Team lead

NHpacTpykTypy obnaka




[1pO 4YTO Nnorosopum?

* [1po kene3o B komMnnekce: 6e3 cpaBHEHUN,
6e3 3amMepoB NPOM3BOAUTENbHOCTM

* [1po nogxodbl K NPOEKTUPOBAHUIO N YNPABNEHULO
601bLWON MH(PPACTPYKTYPOU

* [1pO TO KaK MOXHO yNpPoCTUTb paboTy
C MOMOLLbKO aBTOMATMU3aLNN

IK2 CLOUD



Hawa NHMppacTpyKTypa B undppax
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Hawa NHPpacTpyKTypa ANHAMNYHAS

» PerynapHo BBOAUTCS HOBOe 0bopyaoBaHue,
BbIBOOUTCA CTapoe

» ObopynoBaHue yacTo nepemMellaetca mexay LLOJ]

» ObopygoBaHne MeHAEeT BNaaenbLeB
(HanpuMep MOXeT caaBaTbCa B apeHay)
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TO-TO MOXKEeT NONTN He NO NAGHY BCerAd

BoH Tam TopunT dnar 1yoaa

Mbl C yTpa npuexanu, a TyT BOT

aXaxXaxax
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IKaKk BbINO paHbLLe

~ 2018-2019
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CTapas ceTb
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CTapas ceTb
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CTapas ceTb

— Ethernet /\\

— InfiniBand Ctomkal Ctonka 2

ToR1 / ToR 2
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mgmt+ cluster 1

mgmt+ cluster 2

Highspeed 1 Highspeed 2

Server 1 Server N
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A MNHYCbI ByAYT?




A MVNHYCbI ByAyT?
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YacTble cboun npu npoBeneHun pabot B LIO,
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A MVNHYCbI ByAyT?

YacTble cboun npu npoBeneHun pabot B LIO,
HecbanaHcnpoBaHHada 3anN0/IHEHHOCTb CTOEK

HepaBHOMepHasa Harpyska no afieKTponuTaHuto
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A MVNHYCbI ByAyT?

YacTble cboun npu npoBeneHun pabot B LIO,
HecbanaHcnpoBaHHada 3anN0/IHEHHOCTb CTOEK
HepaBHOMepHasa Harpyska rno ajfIeKTponmTaHuio

Heratme OT YacTu NMHXEHEPOB

IK2 CLOUD



A MVNHYCbI ByAyT?

-~

YacTble cboun npu npoBeneHun pabot B LIO, EVERYTHING IS FINE
o

HecbanaHcupoBaHHasa 3anofIHEHHOCTb CTOEK M
M |

HepaBHOMepHasa Harpyska rno ajfIeKTponmTaHuio 'J
a ‘

Heratme OT YaCTU UHXEHEePOoB ‘ MAYBE |'|'w||_|_‘"

(JUST,WORK.TOMORROW
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TypbyneHTHOCTL (= 2019-2020)




TypbyneHTHOCTb

e HeckonbKO CTOEK MOTHOCTbIO OTKJIHOUUNCD N3-3a NeperpysKu no NUTaHuto
° CeTb ycTapena, NpuUxoamnnoch nepesarpyxatb XOCTbl

«OTKa3oycTonumebie» CX[ naganu apyr 3a ApyromMm BMecTe C AaHHbIMU

Resolved in 47m 35s: IB queue stopped

Problem has been resolved in 47m 35s at 12:57:30 on 2022.02.28

Problem name: IB queue stopped \violin
Host: GrayHaok R
Severity: Disaster ;
Original problem ID: 74781281

L

ror: V-35-410: Cluster Server not running on local node: mg-a
- Mount points... not ok

. ERROR : CFS is not ted.
Problem: IB queue stopped 1= 08 REUREEC

Problem started at 12:57:55 on 2022.02.28 I1/0 Fencing status
Problem name: IB gueue stopped EN vxfenadm ERROR V-11-2-1115 Local node 1is not a member of cluster!
- Fencing mode ...

Host: GrayHook e
Severity: Disaster %* ERROR : I/0 fencing mode 1is not set to violin.
Operational data , message ib0: queue (5)
stopped, tx-head 450398777, tx-tail 450395694 L t:SW e 1
e L B ¢ g 2 (] e <
Original problem ID: 74793692 i e el X

- vntb® link status ... ok

nmary : Found 3 errors.

I’<2 CLOUD -violin-05-mg-a [complp-violin-05: master] #




Hy>KHO Bce meHsaTh! /1 A0OBOALHO BLICTPO...

K2 CLOUD



OTseTcTBeHHbIE

33 VIHdDDaCTDyKTyDy

«EpnHOe oKHO» no Bonpocam UHPacTPYKTYpPbl AJ1s APYrMX KOMaH,
* PelleHne onepaTmMBHbIX 3a4a4 NO MHPPACTPYKType

[TnaHupoBaHue n conpoBoxgeHune pabot B LO/

YcTaHoBKa 1 BBOA, 0bopyaoBaHusa ans pabotbl cepBucoB Obnaka

(nnbo ero oeMoHTaXX 1 BbiBOL)

TecTupoBaHMe HOBOro obopyaoBaHuUS

Hardware-MOHUTOPUHT



HoBbI Npouecc
B33aNMOALCNCTBUNSI KOMaHA,

% Network % Storage % Compute % Platform % Security

1 |

Infrastructure Team

NHMpacTpyKTypa B pesynbTate



IK Hemy XOTUM NPpUNTU B MHPPACTPYKTYpe
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IK Hemy XOTUM NPpUNTU B MHPPACTPYKTYpe

YHUMUMpoBaTb NOOKIOYEHNSA CEPBEPOB U CTOEK
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IK Hemy XOTUM NPpUNTU B MHPPACTPYKTYpe

YHUMUMpoBaTb NOOKIOYEHNSA CEPBEPOB U CTOEK

MI/IHVIMI/I3l/IpOBaTb KOJ1-BO JIMHKOB BbIXO04OAWNX U3 CTONKMU
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IK Hemy XOTUM NPpUNTU B MHPPACTPYKTYpe

YHUMUMpoBaTb NOOKIOYEHNSA CEPBEPOB U CTOEK
MWHNUMU3MPOBATb KO-BO JINHKOB BbIXOAALLMX U3 CTONKMU

Pa3BepHyTb BCE KOMMYTAaTOPbl MOPTaMM Ha3ap,
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IK Hemy XOTUM NPpUNTU B MHPPACTPYKTYpe

YHUMUMpoBaTb NOOKIOYEHNSA CEPBEPOB U CTOEK
MWHNUMU3MPOBATb KO-BO JINHKOB BbIXOAALLMX U3 CTONKMU

Pa3BepHyTb BCE KOMMYTAaTOPbl MOPTaMM Ha3ap,
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IK Hemy XOTUM NPpUNTU B MHPPACTPYKTYpe

YHUMUMpoBaTb NOOKIOYEHNSA CEPBEPOB U CTOEK
MWHNUMU3MPOBATb KO-BO JINHKOB BbIXOAALLMX U3 CTONKMU
Pa3BepHyTb BCE KOMMYTaTOPbl MOPTaMM Ha3an,

PacnpenennTtb 0bopyooBaHWe No CTOMKe C y4eToM aHepronoTpebneHuns

MUHNUMU3NPOBATb MYCTOE NPOCTPAHCTBO
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IK Hemy XOTST NPUNTUN B CMEeXKHbIX KOMaHA3X

° OpFaHI/I3OBaTb OTOEe/IbHble CETEBbIE CTOUKMU

« OTkasartbcd oT InfiniBand B nonb3y Ethernet,
N3MEHUTb apXUTEKTYPY CETU

* OTtkasatbcs oT CX/ B nonib3y
pacnpenesieHHbIX CUCTEM XPaHEHNS
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CTaHASPTLI NOCTPOEeHWSs
MH(PPACTPYKTYPb!




Knaccnpmkaums ctoek

Cloud racks

3aecb paboTtaet Obnako



Network racks

Cloud racks
340eCb HaxoOQuMTCs SAPO CETU U BCE
3necbk paboTtaet Obnako BHELWHMe nogknoveHms k Obnaky
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EAVHBIA CTAHASPT COOPKN CTOEeK
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PacnpeaeneHne nutaHms. Power O
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NC

PDU 1, A PDU 2, A
Crounka A B C D E
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CTaHAS8pPT Ha OCHOBe pacyeTos
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HanpsixkeHue:

Bpems paboThi:

Bepcusa npolumeku:
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°1 °3p
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dakTudeckas Harpyska (A)

Ha chasy 1 3,6 A/ 16 A
23%
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Ha chasy 3: 4.8 A/ 16 A
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229 B
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v6.9.6

[ L I - |

Service

MoHuTopuHr (DCIM + Zabbix)

istribution Units

. -8 v
Z LINDMID

L1 L1
2280y 224.0v
0617+ 03:85+-
01.397w 00.842w

0327627wm 0214656

MPDU MPDU

LA




HoBas ceTb
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BHewHwne
NogKNoYeHns

borderleaf 1

borderleaf \

mgmt core 2

mgmt core 1

Network Racks

mgmt leaf

Server 1 Server N

Cloud Rack



IKommyTaums Ha ctapTe Cloud [Rack

To spines To mgmt-spines

mgmt leaf

Server 1 Server N

\ Cloud Rack

6 AMHKOB BLIXOAUT N3 CTOVKA

K2 CLOUD



O6AYB KOMMYTaToOpa NpyY YCTaHOBKE cnepeAmn

Cold air
Hot air nimp
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O6AYB KOMMYTATOPpa NPV YCTaHOBKE C3aAY

Cold air
Hot air
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IKommyTauns Atoboro cepsepa BHyTpy Cloud [Rack
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(MparmMmeHT NAaHa KOMMYTaunn

Mnan KOMMYyTauun no CcTolKe

Ponb HOHuT Mopt
idrac clusterbackup cluster SAS L3 c Mellanox = peerlink intercluster
mgmt to SN2700
JBOD
NC/Service 41-42 21 23 1 - - - =
NC 39-40 19 25 4 - = - -
NC 37-38 17 27 7 - = . _
NC 35-36 15 29 10 = - - =
NC 33-34 13 3 13 - = - -
NC 31-32 11 33 16 - - - =
GP2 29-30 9 35 2 - = . _
RC/MDM 27-28 7 37 5 - = . -
NC 25-26 5 39 8 - = - -
NC/SDS(st2) 23-24 3 40 11 - - - =
Extreme x460 22 = = - - = - 47 48
Mellanox SN2010 21R 44 - - - 21,22 19, 20 =
Mellanox SN2010 21L 22 = - = 21,22 19, 20 =
SDS(io2) 19-20 4 38 14 - - - =
K2 CLOUD Ceph node / 17-18 6 36 17 Ad - - -

Service



IKOHpUIrypaums B hiera

sel90

zone: rack-af03
mgmt :

type: idrac

mac: '7B:b5_
ip: 10. NN cumulus-leaf-af03-|. N .y am|
ifaces:
clusterbackup: c2_cumulus: :interfaces:
network: clusterbackup bond:
ip: 10.  NEEGE —————
slaves: [ethO] se190:

route_table: 200
cluster: mtu: 9216

network: cluster clag_id: 11
mac: ['0s:co:| GG, '08:co | G ! .

ip: 10. NN pvid: 10
slaves: [eth4, eth5] vids: [12]

bond_mode: 802.3ad xmit_hash_policy=layer3+4 miimon=100
porIEY=tay slaves: [swpl1l]
storage:
vid: 12 lacp_bypass_allow:
physdev: cluster

network: storage

ip: 10. NEG—_




I<OH

nrypaunsi 8- @Y e

networks:
vlans:
11: manage
14: clusterbackup
vrfs:
_management_vpn_:

- family: ipvé4-family

interfaces:
LoopBackO:

iov+

mgmt: true
Vlanifll:
description: "<<< MANAGE network >>>"
iov4 |
Vlaniflé:
description: "<<< CLUSTERBACKUP network >>>"
GE1/0/2:
description: "PDU(3f) L"
pvid: 11
GE1/0/5:

description: "sx012m"

pvid: 11

IK2



3asepLUeHHas1 KOMMYTauns

Cloud Rack (Leafs) Network [Rack (Spines)
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Hy a Tenepb
NpO aBTOMAaTN3aUNIO

(Hy HaKOHeL-TO)




STanbl BBOA3 HOBOIro cepsepa B Obaako

IK2



STanbl BBOA3 HOBOIro cepsepa B Obaako

OnpeaeneHne
MeCT3 YCTaHOBKU
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STanbl BBOA3 HOBOIro cepsepa B Obaako

OnpeaeneHne
MeCT3 YCTaHOBKU

[loArOTOBKAE U BbIKATKA
KOHpWros
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STanbl BBOA3 HOBOIro cepsepa B Obaako

OnpeaeneHne
MeCT3 YCTaHOBKU

[loArOTOBKAE U BbIKATKA
KOHpWros

3 [lOArOTOBK3 CepBepa  Masiessssi
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STanbl BBOA3 HOBOIro cepsepa B Obaako

4 Pa3amska OC 5 E

OnpeaeneHne
MeCT3 YCTaHOBKU

[loArOTOBKAE U BbIKATKA
KOHpWros

3 [lOArOTOBK3 CepBepa  Masiessssi
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STanbl BBOA3 HOBOIro cepsepa B Obaako

4 Pa3aAmska OC 5 é

[MOArOTOBKa 1 BbIKATKa
A O Bsoa, B 06AaKO QW )
KOHpWros O

OnpeaeneHne
MeCT3 YCTaHOBKU

3 [lOArOTOBK3 CepBepa  Masiessssi
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STanbl BBOA3 HOBOIro cepsepa B Obaako

4 Pa3amska OC 5 E

[loArOTOBKAE U BbIKATKA .
» O Bsoa B 06Aako @g )
KOHpWros O

3 [lOArOTOBK3 CepBepa  Masiessssi 6 [1poBepKa 0

OnpeaeneHne
MeCT3 YCTaHOBKU
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1. OnpeaeneHe MecTa YCTaHOBKIN

Bbibop cBObOAHOIO MecTa —
B COOTBETCTBUW CO CTaHOAPTOM

l

Pusnveckune pabotbl B IO/,
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1. OnpeaeneHe MecTa YCTaHOBKIN

IK2

AO45 AO45 (Caagu)
Pos Device PosDevice /device Information about one or more devices

/device/{DeviceID} Update the information for a specific device

/device/{DeviceID}/store Move the specified device to the storage room

"error": false,
"errorcode": 200,
"device": {
"DeviceID": 17721,
"Label™: "DELL POWEREDGE R740XD",
"SerialNo": "GXD1JH3",
"Owner": 5,
"Cabinet":
"Position":
"Height": 2,
"TemplatelID": 42,
"CLOUD_hostname": "se3é5",
"Controller_model": "PERC H730P Mini",
"CPU_model": "Intel(R) Xeon(R) Gold 6254 CPU @ 3.18GHz",
"CPU_number": "2",
"GPU_kit": "off",
"GPU_model": "",




1. OnpeaeAeHe MecTa YCTaHOBKIN

~1# opendcim show rack -n af45

DELL POWEREDGE 740XD GV53YW3

OATAPY MiN760 4V8F954 (gen7-dh), dedicated

OATAPY MiN760 48T5954 (gen7-dh), dedicated

OATAPY M760 407F954 (gen7-dh), dedicated

OATAPY M760 3V8F954 (CELYA)

DELL POWEREDGE 740XD HZTT6X3 (gen5hd)

OATAPY NKN760 G7KGX64 ceph.mon.rbd-ru-msk-complp-01,
ceph.osd.rbd-ru-msk-complp-01

DELL POWEREDGE R720 3RTL5Y1 ovn.13gw

OATAPY TMI760 3P1NH54 nc (gen7-dh), dedicated
FREE (2)

OATAPY C-X460-2 1926G-00832

MELLANOX SN2010 LEFT MT2149314441

MELLANOX SN2010 RIGHT MT2413T001C8

OATAPY MNK760 CSBBJB4 sio_sds

FREE (4)




1. OnpeaeneHe MecTa YCTaHOBKIN

IK2

Processing 100g racks...
Processing

Free units in ani18
- 3-4 (service)
- 1-2 (service/efs/baas/nvme)
Processing 259 racks...

Free units 1n ak23:
- 41-42 (nc/service)

Free units 1n an23:
- 41-42 (nc/service)

Free units 1n an25:
- 41-42 (nc/service)

Free units in ay20:
- 41-42 (nc/service)

Free units 1n an26:
- 41-42 (nc/service)

Free units in ay22:
- 41-42 (nc/service)

1# c2-prepare-host units -r servicée




1. OnpeaeneHe MecTa YCTaHOBKIN

MoAyAb puppet AAS OTNPaBKN MHBEHTapHOM NHopMaunn

exec {1 "inventory collector.py’:
command => '"/bin/python /fusr/local/puppet-bin/inventory collector.py -f /run/inventory collector/inventory.json.tmp’,

logoutput => true,

timeout =>» 18,
user =» "inventory-collector’,
group => 'inventory-collector’,
creates => "/run/inventory_collector/inventory.json.tmp"’,
¥
~>» exec { 'inventory pusher.py’:
command => "/bin/python /Jusr/local/puppet-bin/inventory pusher.py -f /run/inventory collector/inventory.json.tmp -t
logoutput => true, N
timeout =» 18,
Ly . ector” "CLOUD hostname": "sgl00",
HsEr -2 lnventory-collector , "CPU model™: "Intel(R) Xeon(R) Gold 6254 CPU @ 3.10GHz",
group => 'inventory-collector’, "CPU_number": "2",

"Controller _model": "PERC H750 Adapter",
"GPU model": "",
¥ "GPU_number™: "o",

"Installed BOSS": "off",
"Installed Disks": "2 disks ( 2x558 Gb )",
"Installed RAM": "512 Gb ( 8x64 Gb )",

IK2 CLOUD "Model": "PowerEdge R740",

"Sertial number": "682T6L3"

refreshonly => true,




2. 'loaroToBka KOHPUIrosB

o ANSIBLE
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2. 'loaroToBka KOHPUIrosB

6 ANSIBLE
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2. 'loaroToBka KOHPUIrosB

ANSIBLE

DNS

DOMAIN NAME SERVICES

& avtodns > python3 ./auto_hiera.py add -cif -ip [[INNIIEE P - -/hiera-k2 -hp 732000
Enter roles. One role per line! Enter an empty string when all desired roles are added. Available roles are ['nc’, 'sio_sds’

Terminal 2 = Enter role #1: nc

Enter role #2:

Enter hostname: se388

AZ is I

nton\AppData\Local\Programs\ hon\Python312\python.exe C:
! ! Enter domain without hostname and az. Default is [N : NN
removing mode is enabled - check results before commit! [gansible\inventori \host-vae . Enter rack: ai08
. N , Enter cobbler profile: | NN
proc ng host sf600 Lines t g Enter mac of first cluster slave interface: 11:22:33:44:55:66

Host sf600 skipped. Some adresses is already used [EERD L2 ERTEAE) (8 ERAeealHeesir?
Enter 2 cluster slaves. Default is ['eth2’, 'eth3']:
Enter unit: 33-34
Default vlans for ['nc'] are [12]
Do you want to use defaults? [Y/n]
hiera-k2\hieradata\ N < .1us - 1oaf -aios- 1. . -~
: 2 ) Cluster port: 13
Debyeliwansieo ico SLELY/NL hiera-k2\hieradata\ | < 1 us - 1oa+ -2 105- . N -~

Do Cluster port: 13

proc i host 01

ADDED: sfé6B1 IN A 10.
ADDED: 1s IN A 1t
ADDED: 501m  IN A 1€
ADDED: i IN A 1C

> python Do you want to write cumulus files? [y/N]: y
Left is Done!
Right is Done!
<ent: S
cobbler_profile: centos-8.4-x86_64
zone: rack-ai88
mgmt
type: idrac

mac: "aa:bb:cc:dd:ee:ff’

proc host

3HaUYNTEeAbHO CHUXKaeTCS pUckK olnbok «4enoBe4deckoro paktopa»

IK2 CLOUD



3. ['loAroToBKa cepBepa

O6HoBNEHNE NPOLINBOK Hactpouvka BIOS, BMC

Hactpounka Storage PXE Boot

IK2 CLOUD



3. [loAroTOBKa cepBepa

[Npumep Beb-uHTepdpenca BMC koHTponnepa (Dell IDRAC)

# Dashboard System € Storage ™ ilf Configuration B Maintenance ™ %, iDRAC Settings - A
' Refresh
@ Graceful Shutdown - #-LEDOn ~
Health Information [] System Information = Task Summary View All Jobs
Power State ON Pending Jobs : 0
SYSTEM IS HEALTHY ,
Model PowerEdge R740xd No Pending Jobs
Host Name
System Health Storage Health
Operating System
Healthy Detailsp Healthy Detailsp : e D In-Progress Jobs : 0
Operating System Version No In-Progress Jobs
Service Tag _
BIOS Version 294
iDRAC Firmware Version 4.40.00.00 O Completed Jobs : 9
0 with Errors
IP Address(es) 10- 1 Failed
iDRAC MAC Address e (D
License Enterprise Edit
‘= Recent Logs viewall L2 Virtual Console & settings
Severity Description Date and Time
Log cleared. Mon 07 Aug 2023 11:50:49

IK2 CLOUD



3. ['loAroToBKa cepBepa

Redfish APl — yHnBepcanbHbIn MexaHn3M B3anmoaenctens c BMC

Redfish

K2 CLOUD



3. ['loAroToBKa cepBepa

Redfish APl — yHnBepcanbHbln MexXxaHn3mM B3anmoAenctsmsa c BMC

Q [looxoauT B NONTHOM Mepe
- ASUS -+ Huawei

« Dell - YADRO
« HPe « MadTech

[ToaxoOuT C HIDAHCaMM
« GOOXI
* SuperMicro

° He nogxoaouT

* Aquarius
- DEPO

K2 CLOUD



3. ['loAroToBKa cepBepa

Redfish APl — npumep 3anpocos AA% BeinoAHeHUS1 PXE boot 8 OpenBMC

curl -k -u norunn:naponb -H "Content-Type: application/json" -
X PATCH https://server.test/redfish/v1/Systems/system -d
‘{"Boot": {
"BootSourceOverrideEnabled": "Once",
"BootSourceOverrideTarget": "Pxe"

}
}I

curl -k -u norunn:naponb -H "Content-Type: application/json" -
X POST https:// server.test/redfish/v1/Systems/system/

Redfis h Actions/ComputerSystem.Reset -d
{

"ResetType": "GracefulRestart"
}I

-

K2 CLOUD



3. [1OAMOTOBKA CepBepg [ty

Serial number 1s B82T6L3, please verify it's correct (y/n): y
2024-04-11 18:31:43,583 Checks successfully done

Detected server model: R740, Detected server state: Off

Pa3 pa6OTaHHaﬂ yTMﬂ MTa C2—prepare_host: Config for node loaded successfully

=5 Step 1 of 7: Update IDRAC password ===

« O6bHoBngaeT npowmnskn BMC, BIOS

Enter new IDRAC password (leave blank if you don't need to change 1it):

yCTaHaBﬂMBaeT pe).l.(I/IM 3arpy3|.<|/| SKIPPED: IDRAC password change skipped
UEFI/LegaCy === Step 2 of 7: Update IDRAC version ===

HaCT al/l BaeT I-Ia aMeT bl BIOS l/l BMC Starting update IDRAC from version 4.40 to version 6.10
p p p It will take about 5-10 minutes, wait...
2024-04-11 18:32:46,125 POST method returned 201 status code, all is fine / UpdateService/FirmwareInvent

C yquOM 6y.E|.yL|-|.e|7| ponM CepBepa 2024-04-11 18:32:46,125 Available-25227-6.160.80.00 1iDRAC.Embedded.1-1 was successfully uploaded to iDR!

2024-04-11 18:32:47,713 POST method returned 202 status code, all i1s fine / UpdateService/Actions/Update
2024-04-11 18:38:17,692 Success

CO6MpaeT RAID_:L nOﬂ, OC (eCﬂVl Hy}KHO) Update done successfully, current version is

=== Step 3 of 7: Update BIOS version ===

OTtnpaBnseT cepBep B PXE boot

Starting update BIOS from version 2.9.4 to version 2.17.1

It will take about 5-10 minutes, wait...

2024-04-11 18:38:38,135 POST method returned 201 status code, all is fine / UpdateService/Firmwarelnvent

2024-04-11 18:38:38,136 Available-159-2.17.1 BIO0S.Setup.1-1 was successfully uploaded to 1DRAC

o B e on 0 0 Ce e a 2024-04-11 18:38:40,699 POST method returned 202 status code, all is fine / UpdateService/Actions/Update
p MH n r T BKM B 2024-04-11 18:38:43,393 POST method returned 204 status code, all is fine / Systems/System.Embedded. 1/Ac

2024-04-11 18:43:43,832 Current job state is not done, will retry in 1 min (attempt 1/15)

COKpaLL"aeTCH C 1 Llaca no 15 MMH ;gzi:gg:ii 123:33,2;2 :::r(rir:\: job state is not done, will retry in 1 min (attempt 2/15)

== Step 4 of 7: Set IDRAC parameters ===

2024-04-11 18:45:45,274 PATCH method returned 200 status code, all is fine / Managers/System.Embedded.1/At1

e ... "IN 60." bl_ue ech FOTOBMM Hot Spare parameter set to Disabled
op.HOBpeMeH Ho HeCKon bKo LUTyK === Step 5 of 7: Set BIOS parameters ===

2024-04-11 18:45:45,584 POST method returned 200 status code, all is fine / Systems/System.Embedded.1/B1os/
2024-04-11 18:45:48,653 PATCH method returned 200 status code, all is fine / Systems/System.Embedded.1/B10s
|<2 CLOUD 2024-04-11 18:45:53,412 POST method returned 200 status code, all 1s fine / Managers/iDRAC.Embedded.1/Jobs
2024-04-11 18:46:14,013 POST method returned 204 status code, all is fine / Systems/System.Embedded.1/Actic
2024-04-11 18:50:34,313 Current job state 1s not done, will retry in 1 min (attempt 1/15)
2024-04-11 18:51:34,841 Current job state is not done, will retry in 1 min (attempt 2/15)
a Pt = e NS & & v D e

o R Yoty o SR T Cr sl R S S ¢ 7 LA MSrAC
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Config — “dnsmasq” mo‘(V N(znfig — “autocobbler” module

&0 DNSMASQ (o) COBBLER



4. Pasnmska OC

Config — “dnsmasq” mojy Config — “autocobbler” module

&8 DNSMASQ (o) COBBLER
A

DHCP Request
with “PXEClient” tag

Initialising completed.

=T N FlexBoot v3.6.502
2 %W ke Features: DNS HTTP HTTPS iSCSI TFTP ULAN

Mellanox card \ S roo
A< PR nrﬂ,-). }H. 20:f fl’,:im 31 : ‘”f,‘ . v
FlexBoot loader \? i isfng Godnesti 5 gn U000:11:99.9 tepcn)



4. Pasnmska OC

Config - “dnsmasq” mo‘(V N(znfig — “autocobbler” module

&8 DNSMASQ (o) COBBLER
A

DHCP Request DHCP response
with “PXEClient” tag * YourIP
« IPTFTP

Initialising completed.

exBoot v3.6.502
ures: DNS HTTP HTTPS iSCSI TFTP ULAN

Mellanox card % = S . 10:70ird 4131
u% 5 PRGN “FT,H' Q-l_ 70:f Tl’,lld : 31 ; ‘115 . » v
FI.eXBOOt loader \g’,‘ , U?_-‘llll! Connect !n IYJIIHTL!IL‘“L”{):J.[’)':"L‘“!].!.‘,? .l.llpi,.‘n’

“’:‘
A\

2



4. Pasnmska OC

Config - “dnsmasq” mo‘(V N(znfig — “autocobbler” module

&8 DNSMASQ (o) COBBLER
A

TFTP request TFTP response
* Vmlinuz (zipped kernel)

e Initrd (aka Initramfs)

DHCP Request DHCP response
with “PXEClient” tag * YourIP
« IPTFTP

Initialising completed.

uuuuu

Joot v3.6.502

ures: DNS HTTP HTTPS iSCSI TFTP ULAN

LT Anaconda installer
Mellanox Card %’ o N netd®: 10:70:fd:9d4:31:48

FlexBoot loader \”g’, T Using ConnectX-5 on 0000:3b:00.0 (open)

l“'\“;l- lf |

AT AT 1512
| (| earemoC |l |

\

U Bl £ B e el || el



4. Pasnmska OC

Config - “dnsmasq” mo‘(V N(znfig — “autocobbler” module

&8 DNSMASQ (o) COBBLER
A

DHCP Request DHCP response | 1P request
with “PXEClient” tag * YourIP

« IPTFTP
v
\ 4
[ \

Initialising completed.

S
LR s < -z;zxru“’r:rr«::l'I[;HngI[;fI:I' HTTPS iSCSI TFTP ULAN
Mellanox card & ¥ S PR
RN, | neto: 1(4_,"1-»_“]},[!.1. 31:48
FlexBoot loader ¥ ®" ety Gaiepts

S on 00O0:3b:00.0 (open)

 OSinstallation
» OS configuration

TR EUE A el U E el

—— o ————

TFTP response

Vmlinuz (zipped kernel)
Initrd (aka Initramfs)

Anaconda installer

+ Kickstart files «-~~



4. Pasnmska OC

MdparmeHT Kickstart wabaoHa 3 moayas autocobbler

1 shEEssdanssaniasnd

2 ## Kickstart RHELS

3 SREERRIERREERREER

4 # Default language for system

5 lang en_US

6 # Default language for keyboard

7 keyboard us

3 # Default language for timezone

9 timezone Europe/Moscow --isltc

10 |

11 #platform x86, AMDA4, or Intel EMEAT

12 url --url=§tree

13

14 # Use only /dev/sda device for not to clear any other devices with possible data
Ea. |

16 ignoredisk --only-use=sda
17
138 # If any cobbler repo definitions were referenced in the kickstart profile, include them here.
19 $yum_repo_stanza
20 reboot
21 bootloader --location=mbr --append="rhgb quiet crashkernel=0M-2G:128M,2G-6G:256M,6G-12G:512M,12G-64G:768M,64G-:1G biosdevname=@ net.ifnames=8 bonding.max_bonds=8"
22 zerombr
23 # Use only /dev/sda device for not to clear any other devices with possible data
= I
25 clearpart --drives=sda --all --initlabel
26 volgroup c2cloud --pesize=4896 pv.8
27 # Create the first partition for BOOT
28 part /boot --fstype="xfs" --ondisk=sda --size=512
29 # required partition for UEFI
30 part /boot/efi --fstype wvfat --ondisk=sda --size=128
31 # Create the secont partition for LVM with all other partitions

32 part pv.@ --fstype=lvmpv --ondisk=sda --5ize=21200@ --grow



4. Pasnmska OC

«<—— CepsBep nocne pasnueku OC

* [lpaBnnbHO pasmMeyeH ouUcK

* YCTaHOBNEHbI OONONHUTENbHbIE MaKeTbl (Hanpumep puppet-agent)
* basoBo cKOH(UrypmposaHa ceTb

*  CKOH(wurypuposaH goctyn rno SSH

CepBep cpa3y rotos K AaAbHenwemMy AenAoio cepsucos



5. BBOA, B 0bNaKO — yTAMTA hode bootstrap

YTo penaer:

* BbINONHAET NnpeacTapToBblie MPOBEPKM CepBepa

« 3anyckaet puppet

« [ennout KoHpurmu Obnaka

« [ennouTt u 3anyckaeT cepBucbl Obnaka Ha cepBepe

YMeer:

« ABTOMaTWYECKM 3arpy>aTb NnapaMeTpbl HACTPOUKK cepBepa

« [lepe3arpy»aTb cepBep 1 aBTOMaTUYECKN BO30OHOBNATL paboTy C HUM
e 3anyckaTtb puppet Ha gpyrmx ysnax

c2-admin-node bootstrap run 202508722 144251 7148da8 sriBl1 --ccus 4.46 --¢

min.scripting.script] D: Configuring Raven for host:

clk 8: NC nudv deploy (CCUs: 4. 46 node qrnup genl, dedicated: se)
[s} want to continue [y/n]: y
Qtpp 0: Check full hostname and validate it in the deployment configuration
> ssh ﬁrlUl hostname -1

ng hu:k depl:ymunttsrlalj
lear old ssh keys from known hosts
ng get_host_address(srl@l)

e c2-pdsh admin -- ssh-keygen -R sriei




b. ['lpoBepKa - ytnAnTta c2-check

* BbINOMHAET NpoBEPKU, HABOP KOTOPbIX 3aBUCUT OT ponu 1 Bepcum OC

* [leyaTaeT ntoroBbin pe3ynbTaT B Buae tabnuupbl “Ok / Not ok”

* Hwukak He BnugeT Ha paboTy npoBepsaemMoro cepeepa 1 He TpebyeT root

Detected 0S version: Cent0S

100.6% | Checking OVS protocols

Status: FAIL

Hos tname
OFED packages

OVS packages
OVS-KMOD packages
OVN packages

SDC packages

kdump packages

BIOS version

LDRAC version

CPU stepping

Memory frequency (MHz)
kdump memory

kdump service
puppet service
puppet node profile
Resolve DNS
hyperthreading
c2roles.yaml

Kdump config

Kernel version

c2-kd scripts in initramfs

hugepages

Cluster speed
Clusterbackup speed
Cluster interfaces state
Network access tests

MTU value

OVS bridge exists

OVN registration

gemu ignore_msrs flag
0VS protocols

c2-check nc sf025

ofed-script
mlnx-ofa_ke
mlnx-ofa_ke
openvswitch
openvswitch
ovn-22.09.1
ovn-host-22
EMC-Scalel0
kexec-tools
1.8.2

6.10

)

3200
141557760
active
active

True
enabled

nc
ssh rootfkd

True

1522729

| 25000

1000

ok

All hosts are available
{'cluster': 9170, 'storage’': 9176}
br-int

Correct

Y
Correct

ofed-script:
mlnx-ofa_ke
mlnx-ofa_kel
openvswitch-
package ope
package ovn-
package ovn-
EMC-Scalel0
kexec-tools
1.8.2

6.10

6

3200
1073741824
active
active

True

enabled
nc
ssh root@kd

True
1522729
25000
1000

| ok

All hosts are available
{'cluster’': 9170, 'storage’:
br-int

Correct

Y

Correct

........ +

status |
-------- +

Q9
A A

D O
-~
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PR RRRRRRRS




OnpeaeneHne mecTa

STanbl BBOA3 HOBOIO cepsepa B ObAako
.I YCTAHOBKW
« opendcim-cli

Pa3AmBka OC
«  Cobbler + “Autocobbler”
. puppet module
c2-prepare-host units

[loArOTOBKAE 1 BbIKATK3
KOHpUros O BBoa, B obnako
- JlokanbHble CKPUNTbI + c2-admin-node bootstrap

Auto DNS/Ansible/Hiera

c2-prepare-host c2-check

3 [loAroTOBKa CcepBepa e 6 [1poBepka

NAaHnpyeTcs obbepAnHeHne B e AVHbLI CepBuC...
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BbiBOAbI

«  CraHpapTtmsauma nHOPaCTPYKTYpPbl — HE BIOPOKpaTUS, 8 UHBECTULLMS,
KOTOpasa OKYNaeTcs NPy KaXXa40M HOBOM Pa3BEPTbIBAHUMN
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BbiBOAbI

«  CraHpapTtmsauma nHOPaCTPYKTYpPbl — HE BIOPOKpaTUS, 8 UHBECTULLMS,
KOTOpasa OKYNaeTcs NPy KaXXa40M HOBOM Pa3BEPTbIBAHUMN

- CniiaHMpoBaTb Ha HaYa/IbHOM 3Tare nNpoLLe 1 gelwesBne, YeM nepenenbiBaTh Mo Harpy3Kon:

«  @dusnyeckoe pasMmelleHne 1 aHepronoTpebneHune xxenesa

« Tononoruto ceTen n KONMYecTBO KOMMYTaunn
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BbiBOAbI

«  CraHpapTtmsauma nHOPaCTPYKTYpPbl — HE BIOPOKpaTUS, 8 UHBECTULLMS,
KOTOpasa OKYNaeTcs NPy KaXXa40M HOBOM Pa3BEPTbIBAHUMN

- CniiaHMpoBaTb Ha HaYa/IbHOM 3Tare nNpoLLe 1 gelwesBne, YeM nepenenbiBaTh Mo Harpy3Kon:

«  @dusnyeckoe pasMmelleHne 1 aHepronoTpebneHune xxenesa

« Tononoruto ceTen n KONMYecTBO KOMMYTaunn

*  Henb3s NOMHOCTbI aBTOMATU3MPOBaTb PaboTy C Xene3HbIMU CEPBEPAMM.
Ho MOXHO caenaTtb 3TOT Npouecc 6bICTPbIM U KOM(OPTHBLIM ANS MHXEHEPOB, NCNOb3YS:

e API DCIM cucrtem
 Redfish API

 Pasnueky OC no PXE B cBS3Ke C cMcTeMaMu yrnpaBneHnsa KOHpUrypaymnamm
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Cnacmbo 3a sBHMaHwme

https://k2.cloud Kak Mbl nogaep>1uBaem
info@k?2.cloud «beckoHevyHocTb» Obnaka
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