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AHanuns
sawmweHHocT™ PT

86 63

Beb6-npunoXxxeHnmn
C YS3BUMOCTSMM

NCMNOoJIb3YIOTCH ANd NpOHNKHOBEHNA
BO BHYTPEHHIOIO CeTb KOMIMaHNN

KomMmnaHui, yyacTBOBaBLUMX

B NeHTecTax
NMEIOT YF3BMIMOCTM B KOAE
BE6-NPUNOXEHNI



YpoBeHb 6e30onacHOCTMU
BE6-npunaoXxXxeHnn

98%

Beb-npunoxeHunn
MOryT 6bITb
aTakoBaHbl

1%

HapyweHue
KOHPUAEHUNANBbHOCTN
OaHHbIX

49 %

Huakuni
N SKCTPEManbHO
HU3KN YPOBHN
6e30nacHoOCTu



Llenn aTak
Ha BE6-NpunnoXXeHus

PacnpocTpaHeHune BpegoHocHoro 10 ‘

HecaHkunoHnpoBaHHOE
pa3mMeLleHne maTepunasnos

[MPOHNKHOBEHNE BO BHYTPEHHIOIO
CeTb KOMMaHnu

Kpaxa gaHHbIX 1 nHPopmaLnn e

MoleHHn4YyecTBo



3auyem 6e3onacHas E
pa3paboTka BO poHTEeHae

YMEeHbLLINTb PUCKN CHN3nTbL 3aTpaThl

nng busHeca Ha YCTPaHEeHne ya3BUMOCTEN ﬁ
N nocnencTBuin atak

) -30-60

[loBbICUTb yCTOVIHVIBOCTb lepaBneHme NMHUMnOeHTamMm pa 3 B bl IJJ e

NPOTMB aTak 6e30MnacHOCTH
N pearnpoBaHnNemM Ha HX CTOMMOCTb
NcnpaBneHns ya3BnuMoCTy
B NpopakLleHe, YeM Ha
aTane npoeKTNPOBaHNS

BHeapeHne NpuHUMMNOB U MHCTPYMEHTOB MOBbILLIEHNS
HaOeXHOCTV BO BCe aTarbl pa3paboTKu © NIST
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O MpuHUMNbI &

OTcyTCTBME rapaHTuin 6€30MnacHOCTY

Ee3cnaCHaﬂ [[ny6buHHag 3awmTa
pa3pa GOTKa OTKa306e30MnacHOCTb

MuHnMn3aymsg noaHOMOYNIA
Pa3goeneHumne oTBeTCTBEHHOCTI

YnpolleHne MexaHn3mMoB 6€30MacHOCTY

MeTtoavka paspaboTku MonHoe NoCPeaHNYECTBO

NnpwWwio>xeHnm
P [y6nuyHasg nHpopmaLms 06 apxnTekType

YCTONUMBOCTb K aTakam MuHnMmn3aums obLmx npoLeccoB

ObecneueHrie koHbUAEeHLanbHOCTY, [Tcuxonorunyeckas NnpnemnemMmocTb
LUeSTOCTHOCTU N AOCTYINMHOCTN AaHHbIX

Camoe cnaboe mecTo

YMeHbLUueHune y9|3BVIMOCTeI7I
Yepes ycTpaHeHe 6aros lcnonb3oBaHne CyLLLEeCTBYIOLLX

N NOrNYECKNX OLINOOK B KOO KOMMOHEHTOB
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Software Development
Lifecycle (SDLC)

1 p 3 4 5
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Tpe6oBaHung MpoekTnpoBaHune Paspa6oTka TecTnpoBaHune Skennyatauusa
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S e C u r e Tpe6oBaHus MpoekTn- Paspabotka 1€CTMpO- dkcnnya-
S D LC poBaHue BaHune Tauuns

Tpe6boBaHuga 4 N
6 e 3 o n a c H o cT “ pt  NAD Maw6opabl Ceccumn ATakn CeTeBble CBASH NenTa akTvsrocTen.  Yansi -] (o] ] rad @ -

22usp  23map 24map | 25map |26map 27map 2Bwmap  29map  30map  31map

- Kakune gaHHble Mbl XpaHum?

Kak mbl nepenaem gaHHble?

Tpaduk O6HapyxenHoe [ TaKu bes Haseanna Bes HasBaHuA Bes HasBaHuA bes HasBaHnA bBes HasBaHuA

9 ECTb n VI O rpa H VI L‘I e H VI q ﬂOCTyn a ? CepBepb! N0 cTpaHam KnueHTs! no cTpaHam TpaHCMopTHBIE NPOTOKOMbI

n

Wy

Cepeepkl no ceccuaM 1 Tpaduky Haseanns daitnos MpuknagHbie NPOTOKOMBLI

AHanu3 puckoB u yrpos

Heb6esonacHbii BBOA B GUNLTP

Onepauunn ¢ orpaHNYeHHbIM
0OCTYrNoM

06wem Tpaduxa KNMeHTBI No ceccHam 1 Tpatuky HTTP-meTope!
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S e C u r e Tpe6osaHus [1POSKTU- Paspa6otka 1€CTUpPO-

SDLC

YyeT TpeboBaHuMn
6e30nacHoOCTH

- BbesonacHoe xpaHeHue 1 Nnepenaya
YyBCTBUTESbHbIX AaHHbIX

- PasrpaHnyeHne goctyna K GyHKUNSGM
N OaHHbIM

Mopenun puckoB M yrpos

- [lpnmeHeHne dunbTpa Co 3N0BPEOHON
HarpysKou

- [lonyyeHne gocTyna K HEAOCTYMHbIM
[0aHHbIM 1 pasgenam

[n3anH n peBblo
apXUTEeKTYypbl

poBaHue

2

BaHuUe

Skennya-
Tauus

pt NAD Jawbopas! Ceccnmn ATakn CeTesble cBA3N Yanb! -] " & @ -

18 map 19map 20 Map 21map 22 map Ma) 9 anp 6anp

C 10 anpens,

Tpaduka 14,94 K5/c
7amp
0 08:00 16:00 00:00 08:00 16:00 00:00

O6wwe ceeaeHmua 06Lue cBefeHus OTnpaBuTL B XpaHunvwe

HTTP
Ponu n puBuneruu MameHuTb [obaeuTb ponb

AAMWHUCTPaTOp OnepaTtop

Pa6oTa c TpadNkom
MpocMoTp obwKux\cBegeHui o Tpaduke
MpocMoTp Noapo6HbIX CBeaeHUI O Tpadhuke
MpocmoTp yu nucen B Tpaduke
kcnopT PCAP-dainos
Mmnopt PCAP-daitnos J

C 3axBa4eHHoro Tpaduka B xpaHunuile

CkayuBaHue hannos, W3BNeYeHHbIX U3 Tpaduka
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Secure
SDLC

Peanuszauus

- OKpaHMpoBaHMe N OYNCTKa
NoNb30BaTeNbCKOro BBOAA

- [poBepka NpaB 4OCTyNa K pa3nenam,
OAHHbBIM 1 onepaunsm

MHCTPYMEHTDI

— CornawieHune o 6e30rnacHoOMm
KoampoBaHNN

— PeBblo KOAa N peLleHns
- CraTnyeckunm aHanmsa Kkoga

- AHanms 3aBNCUMOCTEN

Tpe6ogaHus [1POSKTM- PaspaboTka |€CTMPO- Skcnnya-
poBaHune BaHune Tauuns
3
4 I
pt NAD Haw6opak Ceccrn Atakn CeTesble cBASA TlenTa aKTMBHOCTE A Yano! = L] + (€] [}
\- J
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S e C u r e Tpe6osaHus [1POEKTM- Paspa6oTka 1€CTMpoO- dkcnnya-
S D LC poBaHue BaHune Tauus

4

TecTupoBaHue yrpos 4

Pt NAD Dawbopnbi  Ceccm  ATakw  CeTembie cBAan JleHTa akTUBHOCTEW.  Yanbl £ ® &

- BBof 310BpenHol Harpyskun B GuibTp

Monb3oBarenu  + [obasuts HoBbl#l Nonb3oBaTesnb

oKMpOBaH norus TonbaosaTent ~ Tocneaswit IP-anpec Nodasnen

- [lonyyeHre HeaBTOPN30BaHHOIO ’ cocaontocopas suenes. s oW A0 et
'D'OCTyI-Ia K ﬂ.aHHbIM I/I OnepaL"VIgM rulesupdater 26 okt 2017, 22:15

eustinov 250x72017,19:17

alednyov o 10.31.5.47 26 okT 2017, 22:20

kpilyugin 111 onnatene 17 anp 2018, 20:15
no_permissions 12 10.31.3.90 19 okt 2023, 19:17
“ H c I pyM e H I bl alnovikov Alexey Novikov 30 map 2018, 18:03
atyurin Anton Tyurin 26 okT 2017, 22:12
oaudzit Audzit Olga 10.31.48.62 16 sHB 2020, 16:16
9
9 ﬂl VI H a M VI LI eC KVI VI a H an VI 3 Koﬂ'a machinengewehr Babanin Grigoriy 10.31.48.34 8 nions 2018, 17:36

obarkhatova Barkhatova Olga lesi@exampie:com 25 okt 2021, 23:38
ebondarenko Bondarenko Eugeny 10.31.81.71 11 deB 2022, 00:46
- [lpuBneyeHne neHTecTepos

ebondarenko_base Bondarenko Evgeny 3aTennb 10.31.81.71 18 anp, 02:39

nchashkin Chashkin Nikolay 8 Hos 2019, 21:20
JMunble paHHble

% B u g bo u n ty operator2 DE 10.31.3.90 29 pek 2023, 15:52

anegorov Egorov Anton , 18 okt 2022, 18:30
tgladysheva_1 Gladysheva Tatyana 11 asr 2023, 13:40

tgladysheva Gladysheva Tatyana AnMuHUCTpaTop tgladysheva@ptsecurity.com 10.31.48.24 7 des 2023, 18:46

AN e R (AU SYE il NS 1A 01 an A AN vimn ANAN AT.0
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S e C u r e Tpe6oBaHns [1POSKTM- Paspabotka 1€CTMpO- dkcnnya-
S D LC poBaHue BaHue Taung

5

— XypHannpoBaHue, ayauT,
MOHUTOPUHI COBbITUN .
6€30MacHOCTM

NAD Jaw6opab! Ceccnm Atakn CeTesble cBAZN TetTa aKTMBHOCTE N Yanbi & @ -

— Knaccundukauus
NHLUNOEHTOB

N2

Peakuns Ha MHUNOEHTDI

N

O6paboTka oWwmnbokK
N NCKJTIOYEeHNN




S e C u re Tpe6osaHns [1POEKTU- Paspa6oTka 1€CTupO- dkcnnya-
S D LC poBaHue BaHune Tauus

)

— XypHanupoBaHue, ayguT,
MOHWUTOPWHI COBbITNIA
6€30MacHOCTM

pt NAD Jawéopabl  Ceccvu Atakn  CeTeBble cBSI3M TlenTa aKTvBHOCTEW  Yanbi P @ &

—~ Knaccudukauus
NHLMOEHTOB

N2

Peakung Ha MHUNOEHTbI

NV

O6paboTka onb0oK
N NCKIOYEHNN




S e C u r e Tpe6osaHus [1POSKTU- Paspabotka 1€CTMpO- dkcnnya-

S D LC poBaHue BaHune Tauunsa

NN

pt NAD Jaw6opas! Ceccumn ATakn CeTeBble CBAZN levTa aktvsHocTen.  Yanbi &~ @ -

XypHanupoBaHne, ayauT,
MOHUTOPUHI COBbITUN
6€30MacHOCTM

Knaccunogunkaums
NHLUNOEHTOB

Peakuns Ha MHUNOEHTDI

O6paboTka oWwmnbokK
N NCKJTIOYEeHNN
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Worldwide

Security

OWASP

Open

Application Project

OTKpPbITbIN NPOEKT @ @ @

no obecneyeHuio
6e30nacHoOCTM
Be6-nNpunoxXeHnn

Co3zpaloT MUHCTPYMEHTbl,  HanpaeneHud PaspabaTtbiBatoT
PYKOBOOCTBA, = 3awwuTa CTaHOapThbl
OOKYMeHTaLuo =  OO6HapyxeHune

no 6e30MacHOCTM = SSDLC

BE6-NPUNOXEHNI
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https://owasp.org/

OWASP

Projects

OWASP Cheat
Sheet Series

-3

OWASP Top Ten

L

-3

OWASP Web Security

Testing Guide

OWASP Application
Security Verification

Standard

OWASP Juice Shop
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https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-cheat-sheets/
https://owasp.org/www-project-cheat-sheets/
https://owasp.org/www-project-web-security-testing-guide/
https://owasp.org/www-project-web-security-testing-guide/
https://owasp.org/www-project-juice-shop/

OWASP
Top-10

@) https://owasp.org/www-project-top-ten/

A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04.2021-Insecure Design
A05:2021-Security Misconfiguration

A06:2021-Vulnerable and Outdated
Components

AQ7:2021-Identification and Authentication
Failures

A08:2021-Software and Data Integrity Failures

A09:2021-Security Logging and Monitoring
Failures

A10:2021-Server-Side Request Forgery
22


https://owasp.org/www-project-top-ten/

OWASP
Top-10

Client-Side

@) https://owasp.org/www-project-top-10-client-

side-security-risks/

Broken Client-side Access Control
DOM-based XSS

Sensitive Data Leakage

Vulnerable and Outdated Components
Lack of Third-party Origin Control
JavaScript Drift

Sensitive Data Stored Client-Side

Client-side Security Logging and Monitoring
Failures

Not Using Standard Browser Security Controls

Including Proprietary Information on the Client-
Side

23


https://owasp.org/www-project-top-10-client-side-security-risks/
https://owasp.org/www-project-top-10-client-side-security-risks/

OWASP
Top-10

Client-Side

@) https://owasp.org/www-project-top-10-client-

side-security-risks/

Broken Client-side Access Control

DOM-based XSS

Vulnerable and Outdated Components

24


https://owasp.org/www-project-top-10-client-side-security-risks/
https://owasp.org/www-project-top-10-client-side-security-risks/

be3onacHas
pa3paboTka
BO PpPOHTEeHae



OWASP
Juice
Shop

NMpumep

Heb6e3o0nacHoro

Be6-npunoXxeHusa
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Broken Client-side
Access Control

HapyLweHne HapyLweHne goctyna
0OCTyNa K AaHHbIM K onepaunam

HapyweHne HapyweHne
KOHPunoeHumanb- LLEeSTOCTHOCTI

HOCTW OaHHbIX OaHHbIX




Broken Client-side
Access Control

BID USER CART
7369 SMITH £00
7499 ALLEN 1600
SETP 7521 | WARD 1250
7566 TONES 2975
7654 MARTIN | 1250
769% BLAKE 2%50
77€2 CLARK 2450
7%% sScoTT 3000
User 7%39 KING, 5000
FEYY TURNER | 1500
€76 ADAMS 100
7200 TAMES a50
7902 FORD 3000
7934 MILLER | 1300
User




Broken Client-side
Access Control

User

B> USER CART
7364 SMITH €00
7499 ALLEN 1600
7521 WARD 1250
1566 JONES 29?5
1654 MARTIN | 1250
169% BLAkE 2%50
2 CLARK 2450
1718% SCoTT 3000
— 7€34 KING, 5000
Feqy TURNER | 1500
1€76 ADAMS 1100
7a00 JAMES 110)
#4902 FORD 3000
734 MILLER 1300

User
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Broken Client-side
Access Control

User

Attacker

BID USER CART
= 7369 SMITH £00
7499 ALLEN 1600
#521 WARD 1250
7566 TONES 2975
7654 MARTIN | 1250
769% BLAKE 2850
e CLARK 2450
1e% sSCoTT 3000
|oe #E39 KING, 5000
TFeYYy TURNER | 1500
FE€T6 ADAMS 100
#9200 JAMES a50
7902 FORD 3000
7934y MILLER | 1300
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Broken Client-side
Access Control

BID A= CART
= 7369 | SMITH %00
7499 ALLEN 1600
ST 521 WARD 1250
7566 TONES 2975
7654 MARTIN | 1250
769% | BLAKE 2¢50
77¥2 CLARK 2450
g% | scoTT || 23000
User - TE39 KING, 5000
17 #e49y TURNER | 1500
7€76 ADAMS 100
7200 TAMES a50
a0 FORD 2000
7934 MILLER | 1300
Attoacker




Broken Client-side
Access Control

A ——
G,E'r‘ ALL

Admin

= O
8 Il
User AQCOuV\'t S

A

User




Broken Client-side
Access Control

& < I DELETE
Aclmin GET ALL
S
‘ —
& < GET ONE %
User ACCOUV\tS
ET ONE
& =
User




Broken Client-side
Access Control

& < ‘ DELETE
Admin & L
| =
= GET ONE
~

-
User ACC.OUV\'tS




Broken Client-side

Access Control

A
:

AC.C.Oun'tS




Broken -
Client-side =rm

Access
Control 1

O NMNonb3oBaTesnb

/'\ MOXeT

+ [106aBngaTb TOBapbl B KOP3NHY

+ [locmoTpeTb ToBapbl
B KOp3UMHe

+ VI3meHnTb TOBapbl B KOP3UNHE

MpoekTn-
poBaHue

SDLC

Paspa6oTka
SDLC
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Broken -
Client-side =rm

Access
Control 1

MpoekTn- Paspa6oTka
poBaHune sSDLC
SDLC

C) NMNonb3oBaTesnb

/'\ MOXeT

+ [106aBngaTb TOBapbl B KOP3NHY

+ [locmoTpeTb ToBapbl
B KOp3UMHe

+ VI3meHnTb TOBapbl B KOP3UNHE

D,

o Jo/

Kop3uHa
nonb3oBaTens

CospgaeTtca npn co3gaHunm
HOBOW ceccuu

«KmnBeT» B TeueHmne
MoNb30BaTeSIbCKOW ceccun

[locTynHa BO BCex BkagKax
6pay3epa
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Broken

Tpe6oBaHung

Client-side

Access
Control

Kop3unHa nonb3oBaTens
L0OCTYrMHa no agpecy
“[rest/basket/:id’

MpoekTn-
poBaHue

SDLC

Paspa6oTka
SDLC
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Broken

Tpe6oBaHung

Client-side

Access
Control

Kop3unHa nonb3oBaTens
L0OCTYrMHa no agpecy
“[rest/basket/:id’

MpoekTn-
poBaHue

SDLC

Onepauunn GET, ...

Paspa6oTka
SDLC
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Broken

Tpe6oBaHung

Client-side

Access
Control

Kop3unHa nonb3oBaTens
L0OCTYrMHa no agpecy
“[rest/basket/:id’

NoeHTndunkatop bid
cosgaeTcs nNpu OTKPbITAN
HOBOW ceccuu

MpoekTn-
poBaHue

SDLC

Onepauunn GET, ...

Paspa6oTka
SDLC

40



Broken

Tpe6oBaHung

Client-side

Access
Control

Kop3unHa nonb3oBaTens
L0OCTYrMHa no agpecy
“[rest/basket/:id’

NoeHTndunkatop bid
cosgaeTcs nNpu OTKPbITAN
HOBOW ceccuu

MpoekTn- Paspa6oTka
poBaHune sSDLC
SDLC

Onepauunn GET, ...

NpeHTndukaTtop bid gocTyneH
B cywHocTun authentication’
NPy BbINOMHEHUN Onepaunn
‘login’
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Broken T6 n -
Client-side = ™3™ e e ]

Access
Control (s

Onepauwnn k API
peannsyem B BasketService
yepes HttpClient
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Broken
Client-side

Access
Control

Onepauwnn k API
peannsyem B BasketService
yepes HttpClient

Tpe6oBaHus MpoekTn-
SDLC poBaHune

SDLC

NoeHTndunkatop bid
oyneTt 6paTbcH
N3 SessionStorage

Paspa6oTka
SDLC
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Broken
Client-side

Access
Control

Onepauwnn k API
peannsyem B BasketService
yepes HttpClient

Tpe6oBaHung
SDLC poBaHune

MpoekTn-

SDLC

NoeHTndunkatop bid
oyneTt 6paTbcH
N3 SessionStorage

Paspa6oTka
SDLC

NoeHTndukatop bid
oyoem nonyyaTb npw
aBTOPU3aLINN 11 COXPaHATb
B SessionStorage

44



Paspa6oTtka (SDLC)

Broken Client-side Access Control

0 @@ frontend\src\app\login\login.component.ts
this.userService.login(this.user).subscribe((authentication: any) = {

sessionStorage.setItem('bid', authentication.bid)

45



Paspa6oTtka (SDLC)

Broken Client-side Access Control

(N N | frontend\src\app\purchase-basket\purchase-basket.component.ts

this.basketService
.find(parseInt(sessionStorage.getItem('bid'), 10))
.subscribe((basket) = {

)

46



Paspa6oTtka (SDLC)

Broken Client-side Access Control

e O frontend\src\app\Services\basket.service.ts
export class BasketService {

find (id?: number) A
return this.http.get( ${this.hostServer}/rest/basket/${id} ) .pipe(
map((response: any) = response.data),
catchError((error) = { throw error }))

47



Juice Shop: View Basket

Broken Client-side Access Control

= . OWASP Juice Shop

Kop3uHa (test@example.com)

Juice Shop "Permafrost” 2020 Edition =1 9999 99 o
Apby3Hbiii Benocunes (Bo3BpallieHue Bepcuu
dvb 2018 rona) - 2999= @

Wrtoro: 12998.99x

| OopMHTL 3aKa3

Bt nonyunte 1300 BoHycHbix 0uKoR 3a 3T0T 3aKaa!

Q O Axayr 'gxopsuu: & ru

48



Juice Shop: View Basket

Broken Client-side Access Control

= @ owasP Juice Shop QA @ W iomwa @Ry

Kop3uHa (test@example.com)

Juice Shop "Permafrost” 2020 Edition =1 9999 99 o
9 Developer Tools — OWASP Juice Shop — http://localhost:3001/#/ - [m} X
Ky {J Inspector Console [ Debugger N Network  {} Style Editor () performance 1k Memory B Storage > f]j 000
» 8 Cache Storage Y Filter Items +
> 8 Cookies Key 4 Value e 1 = @
» B indexed DB bid 6
» E Local Storage itemTotal 12998.99

v 8 Session Storage

Wrtoro: 12998.99x

® nttp://localhost:2001

b 3aKa3

X OUKOB 3a 3TOT 3akas!



Juice Shop: View Basket

Broken Client-side Access Control

= . OWASP Juice Shop

Kop3uHa (test@example.com)

Juice Shop "Permafrost” 2020 Edition

(5] Developer Tools — OWASP Juice Shop — http://localhost:3001/#/basket - (] X

G‘ {J\mspector Console DDebugger Tl. Network [} Style Editor () performance ﬁMemory Bstorage » f]j U0

» 8 Cache Storage Y Filter Items + e ]
» 8 Cookies Key A Value

» B indexed DB bid 4

» E Local Storage itemTotal 12998.99

v 8 Session Storage

® nttp://localhost:2001

21 9999.99a

|1 2999n

b 3aKa3

X OUKOB 3a 3TOT 3akas!

Wrtoro: 12998.99x

Q O Axayr 'gxopauu: & ru
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Juice Shop: View Basket

Broken Client-side Access Control

= . OWASP Juice Shop

Kop3uHa (test@example.com)

ManuHoBbli cok (1000mn) | 2 4 99

& OhopmuTb 3aKa3

Bul nonyuute 0 GoHyCHBIX OUKOB 3a 3TOT 3aKaal

WToro: 9.98x

Q O Axayr !Kopauue‘x) & ru

o1



Juice Shop: View Basket

Broken Client-side Access Control

= @ owasP Juice Shop Q@ W iomwa @Ry

Kop3uHa (test@example.com)

m ManuHoBbli cok (1000mn) - 4 99 o

o ] Developer Tools — OWASP Juice Shop — http://localhost:2001,/#/basket (m] x
(Y [:} Inspector Consale [© Debugger T network  {} Style Editor () Performance {3 Memo ry E Storage 2> Dj Sl
E Cache Storage + ¢ WToro: 9.98u
E Cookies LG A \alue
E Indexed DB bid b 3aKa3
D Local Storage itemTotal 9.98
OUKOB 32 3TOT 3aKas!

E Session Storage

© nttplocalhost:3001
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Cheat

Sheet

Broken Client-side
Access Control

(@) https://cheatsheetseries.owasp.org/cheat

sheets/Authorization Cheat Sheet.html

3anpellanTe BCe
NO YMONYaHMIO

Co3pgainTe TeCThl,
npoBepgowme rpaHnLb
N NpaBa OOCTYNoB

[pn peanndaunn yunTbiBanTe,
KaK paboTaloT Te U NHble
MexaHN3Mbl, NpoBepAnNTe

YTO UX NCNOMb30BaHMe

He HapyLlaeT rpaHunubl

1 NpaBa [ocTyna

Onpepgennte rpaHunupbl
1 NpaBa OOCTYNoB
K AaHHbIM 1 onepaunam

CtapanTtechb He packpbliBaTb
YHUKanbHble ngeHTudukaTopsbl
KPUTUYECKNX AaHHbIX

N O6bEKTOB

Do


https://cheatsheetseries.owasp.org/cheatsheets/Authorization_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Authorization_Cheat_Sheet.html

Broken
Tpe6oBaHug MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHwne SSDLC SSDLC

Access
Control 1

O
)

NMonb3oBaTenb
MOXXeT

+ [Ho6aBngaTb TOBapbI
4 BKOp3nHy

[TocmoTpeTb
TOBapbl B KOP3UMHe

I3meHnTb TOBapHI
B KOP3MHe
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+ + +

Broken o )
Client-side peoEs ponanme

Access
Control 1

S AW,

m o o)

NMonb3oBaTtesnb Kop3uHa

MOXeT noJib3oBaTens

[lo6aBnaTb ToBapbl + Cospaetcs npun

B KOP3UHY co3gaHnmn HOBOW ceccuin

[TocmoTpeTb + «KunBeT» B TeueHmne

TOBapbl B KOP3NHE NONb30BaTENbCKON
ceccum

13ameHnTb TOBapbI +

B KOP3nHe [locTynHa BO Bcex

BKNagkax 6paysepa

Paspab6oTtka
SSDLC

TecTnpoBsaHue

SSDLC
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Broken - ) 5
- - peb6oBaHus poeKkTun- PaspaboTka

Access
Control 1

o O
N W, A

oo
NMonb3oBaTenb Kop3uHa Pucku
MOXeT nosib3oBaTensd
[lo6aBnaTb ToBapbl + Cospaetcs npun + 3n0oymMbIWNEHHVK MOXET
B KOP3UHY CO3[aHnn HOBOW ceccum NOAYyYNTb OOCTYM
K Yy>KOWN KOP3NHE
[TocmoTpeTb + «KunBeT» B TeueHmne y P
TOBapbl B KOP3NHE NONb30BaTENbCKON + 3N0OyMbILWNEHHNK MOXET
ceccum N3MEHUNTb YYXYIO
13ameHnTb TOBapbI + KOP3VHY Y
B KOP3nHe [locTynHa BO Bcex

BKNagkax 6paysepa

TecTnpoBsaHue

SSDLC
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Broken
Tpe6oBaHug MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHwne SSDLC SSDLC

Access
Control 1

o O O
N W, A A

e
NMonb3oBaTenb Kop3uHa Pucku YcTpaHeHue
MOXeT nosib3oBaTens pucKkoB
+ [o6aBndatb TOBapHI + Cospaetcg npn + 3noymbilWwNeHHK MoxeT — > [lonb3oBaTenb MOXET
4 B KOp3UHY CO30aHNn HOBOW ceccuu NoNy4YnTb 4OCTYN MMETb OOCTYM TONbKO
K YyXOW KOP3UHe K CBOEW KOp3unHe
+ [TocmoTpeTb + «KunBeT» B TeueHmne
TOBapbl B KOP3UHE NoNb30BaTENbCKON + 3noymbilwNeHHK MoxeT — > [lonb3oBaTenb MOXET
/laMeHITb ToBapbI 4 ceccun N3MEHUNTb YYXYIO N3MEHUTb TOMbKO CBOIO
KOP3UHY KOP3UHY
B KOP3nHe [locTynHa BO Bcex

BKNagkax 6paysepa
o7



Broken

Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHune SSDLC SSDLC

SSDLC

Access
Control (2

VipeHTnounkaTtop bid

cosgaeTcs Npu OTKPbITUN
HOBOW ceccumn
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Broken

Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHune SSDLC SSDLC

Access
Control (2

VipeHTnounkaTtop bid
CO3[aeTCcs Npn OTKPbITAN
HOBOW ceccumn

Onepaunn GET, ...
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Broken
Client-side

Access
Control

VipeHTnounkaTtop bid

cosgaeTcs Npu OTKPbITUN
HOBOW ceccumn

Onepaunn GET, ...

Tpe6oBaHung
SSDLC

Paspab6oTtka
SSDLC

MpoekTn-
poBaHune

SSDLC

X

Kop3wnHa nonb3oBaTend
LOCTYMHa No agpecy
‘[rest/basket/:id’

Kop3aunHa nonb3oBaTens
[OCTYMHa Nno agpecy
“[rest/basket’

TecTnpoBsaHue

SSDLC
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Broken

Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHune SSDLC SSDLC

Access
Control (2

v

X

VipeHTnounkaTtop bid KopanHa nonb3oBaTtend KopsunHa nonb3oBaTtens
CO3[aeTCcs Npn OTKPbITAN LOCTYMHa No agpecy OOCTYMHa No agpecy
HOBOW ceccumn ‘[rest/basket/:id’ “[rest/basket’

v

X

Onepauun GET, ... VoeHTundunkatop bid VoeHTndunkaTtop bid
OOCTYMNEeH B CYLHOCTHN N3BMEKAETCH N3 CepBEPHON
‘authentication Monb30oBaTENbCKOW ceccum
NP BbIMOJIHEHWI onepaLun npw Kaxgonm onepaunm

loain’
ogin B KOP3UHe 61



Broken
Client-side

Access
Control

VipeHTnounkaTtop bid

cosgaeTcs Npu OTKPbITUN
HOBOW ceccumn

Onepaunn GET, ...

Tpe6oBaHung
SSDLC

MpoekTn- Paspab6oTtka

SSDLC

X

Kop3wnHa nonb3oBaTend
LOCTYMHa No agpecy
‘[rest/basket/:id’

Kop3aunHa nonb3oBaTens
[OCTYMHa Nno agpecy
“[rest/basket’

X

VoeHTndunkatop bid
LOCTYMEH B CYLLHOCTM
‘authentication’

NPV BbIMNOSIHEHW onepaunm
‘login’

v

VoeHTndunkaTtop bid
N3BIEKAETCH 3 CepPBEpPHOI
NoNb30BaTENbCKOW CeCCui
Npw Ka)xagon onepauunm

B KOP3UHe

TecTnpoBsaHue
SSDLC

VoeHTndunkaTtop bid
XPaHNTCS TONbKO

B CEpBeEpPHOI
NOSIb30BaTENbCKO
ceccum
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Broken
Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHwne SSDLC SSDLC

Access
Control 3

Onepauwnn k API
peannsyem B BasketService
yepes HttpClient
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Broken
Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHwne SSDLC SSDLC

Access
Control 3

X

Onepauunn k API NoeHTtndukaTtop bid
peannsyem B BasketService 6yneT bpaTbCs
yepes HttpClient n3 SessionStorage
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Broken
Client-side

Access
Control

Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue
SSDLC poBaHune SSDLC SSDLC

SSDLC

Onepauwnn k API
peannsyem B BasketService
yepes HttpClient

X X

NoeHTtndukaTtop bid oeHTndounkatop bid’
6yneT bpaTbCs 6yaem nonyyaTb Npu

n3 SessionStorage aBTOPU3aLN N COXPaHITb

B SessionStorage
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Paspa6oTtka (SSDLC)

Broken Client-side Access Control

frontend\src\app\login\login.component.ts

L. Lo

this.userService.login(this.user).subscribe((authentication: any) => {

sessionStorage.setItem('bid', authentication.bid)
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Paspa6oTtka (SSDLC)

Broken Client-side Access Control

@ O frontend\src\app\purchase-basket\purchase-
basket.component.ts
this.basketService
- .find(parseInt(sessionStorage.getItem('bid'), 10))
+ .find()
.subscribe((basket) => {

})
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Paspa6oTtka (SSDLC)

Broken Client-side Access Control

e O frontend\src\app\Services\basket.service.ts
export class BasketService {

find (id?: number) A{

- find () {

return this.http.get( ${this.hostServer}/rest/basket/${id} ).pipe(...)
- return this.http.get( ${this.hostServer}/rest/basket’).pipe(...)

Iy
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Broken

Tpe6oBaHung

Client-side

Access
Control

Pesbio MR (B3
KOMaHgamMm TR
pa3paboTku r esint

n AppSec

MpoekTn-
poBaHue

SSDLC

PaspaboTtka
SSDLC

TecTnpoBsaHue

SSDLC
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Broken
Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHwne SSDLC SSDLC

Access
Control 3

Pesbio MR (3 i W

CtraTnyeckum
KOMaHAaMu danls D
pa3paGOTK“ = eslint = SonarQube

= PT Application

n Ap psec Inspector

N\ J L J
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Broken
Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHwne SSDLC SSDLC

Access
Control 3

Pesbio MR (& 1. i :

NTAHTUHT CtaTuyeckum MNMpoBepka
KOMaHAaMMH aHanus Kopaa 3aBMCUMoOCTEMN
pa3paboTkmu " eslint * SonarQube + npm audi

= PT Application

n Ap psec Inspector

N\ J L J \_ J
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Broken
Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHwne SSDLC SSDLC

Access
Control 4

TecTbl 4519 NpPoBEPKN
NONYyYEHNS KOP3WHDbI
Opyroro nonb3oBaTend
yepes [rest/basket’
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Broken
Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHwne SSDLC SSDLC

Access
Control 4

TecTbl 4519 NpPoBEPKN TecTbl 4n19 NpoBEPKN
NONYyYEHNS KOP3WHDbI BO3MOXHOCTU

Opyroro nonb3oBaTend NONYYNTb KOP3NHY
yepes [rest/basket’ Opyroro rnonb3oBaTteng

OpYrMu MeTogamm
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Broken
Tpe6oBaHus MpoekTn- Paspa6oTka TecTupoBaHue

Cllent-SIde SSDLC poBaHwne SSDLC SSDLC

Access
Control 4

TecTbl 4519 NpPoBEPKN TecTbl 4n19 NpoBEPKN OunHamunuyecknin aHanna
NONYyYEHNS KOP3WHDbI BO3MOXHOCTU Koga:
Aipyroro nosb3oBaTens NONYYNTb KOP3NHY = OWASP ZAP
yepes [rest/basket Opyroro rnonb3oBaTteng
OpyrumMm metogamm = PT BlackBox
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Type -0 XSS = P

|
) "T”

3noBpeaHbIN Ko
BbIMOMHAETCH TOSIbKO
CERGERRE

ECTb gocTyn K ceccuu,
OaHHbIM Ha CTpaHunue
nT.n.

3noBpenHad Harpyska
He Bcerga oxoaunT
[0 cepBepa
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DOM-based XSS

https://example.com/path/script.html?query=<payload>

Attocker User




DOM-based XSS

https://example.com/path/script.html?query=<payload>

~
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Attacker
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Open URL
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DOM-based XSS

Attacker

https://example.com/path/script.html?query=<payload>

'

Open URL

&Response
with

payload ™~~~

Web aPPl?catIom
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DOM-based XSS

https://example.com/path/script.html?query=<payload>

Vv

Attacker \

User Data

\

Execute

Open URL

T\Response
with
payload ~~_

Web appl?co(t?on
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DOM_ Tpe6oBaHus

SDLC

based XSS

[Tonb3oBaTesb MOXET BBECTU
MONCKOBBIN 3arpocC B CTPOKY
BBOA 1 MOCMOTPETb
pe3ynbTaTbl MONCKa

Ha OTOENIbHOWN CTpaHnLe

MpoekTn-
poBaHue

SDLC

Paspa6oTka
SDLC
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DOM_ Tpe6oBaHUus MpoekTu- Paspa6oTka

SDLC poBaHne SDLC

based XSS
1

[lonb3oBaTenb MOXET BBECTU [lonb3oBaTenb OoMKeH
NONCKOBbIN 3arpoc B CTPOKY BUOETb CBOMN MONCKOBbIV
BBOAA N MOCMOTPETb 3anpoc Ha cTpaHuue
pe3ynbTaTbl MONCKa pe3ynbTaToB Noncka

Ha OTOENIbHOWN CTpaHnLe
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DOM-

based XSS

[Tonb3oBaTesb MOXET BBECTU
MONCKOBBIN 3arpocC B CTPOKY
BBOA 1 MOCMOTPETb
pe3ynbTaTbl MONCKa

Ha OTOENIbHOWN CTpaHnLe

Tpe6oBaHug MpoekTn-
SDLC poBaHune

SDLC

[Nonb3oBaTenb AOMKEH
BUOETb CBOW MONCKOBbIN
3anpoc Ha cTpaHuue
pe3ynbTaToB Noncka

Paspa6oTka
SDLC

[ToncKoBbIV 3aMpoC Takxe
OOJIXeH 6bITb fobaBneH

B URL, yTO6bI MONb30OBaTENb
MOl COXPaHNTb pe3ynbTaTbl
nowncka nnv NogennTbCcs NMn
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DOM_ Tpe6oBaHUus MpoekTu- Paspa6oTka
SDLC PO N SDLC

based XSS
©

[Tonyyaem NoncKoBbIN 3anpoc
N3 NONS Noucka, NPUMeHseM

K 3arpy>eHHbIM gaHHbiM 13 BE
N oTo6paxaem pesynbTaTbl
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DOM_ Tpe6oBaHus MpoekTn- Paspa6oTka
poBaHue

SDLC

based XSS
©

[Tonyyaem NoncKoBbIN 3anpoc Ha cTpaHuue peaynbtaTtoB
N3 MOMg Noncka, NnpruMeHgem OoTOb6paxaem MONCKOBbIN
K 3arpy>eHHbIM gaHHbiM 13 BE 3anpoc

N oTo6paxaem pesynbTaTbl

84



DOM_ Tpe6oBaHUus MpoekTu- Paspa6oTka
poBaHune

SDLC

based XSS

SDLC

PunbTpyem n otobpaxaem
TOBapbl
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DOM_ Tpe6oBaHUus MpoekTu- Paspa6oTka
SDLC POIEEIR N SDLC

based XSS

PunbTpyem n otobpaxaem OTobpaxaem NMoNCKOBbIN
TOBapbl 3anpoc
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DOM_ Tpe6oBaHUus MpoekTu- Paspa6oTka
SDLC POIEEIR N SDLC

based XSS

PunbTpyem n otobpaxaem OTobpaxaem NoONCKOBbIN [MonocTtaBnsdem ero B URL
TOBapbLI 3anpoc B NapameTp q

87



Paspa6oTtka (SDLC)

DOM-based XSS

. . ’ frontend\,src\,app\searc h-result\search-result.com ponent.ts
let queryParam: string =
if (queryParam) {

queryParam = queryParam.trim()
this.searchValue =

this.route.snapshot.queryParams.q

this.sanitizer.bypassSecurityTrustHtml(queryParam)
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Paspa6oTtka (SDLC)

DOM-based XSS

e O frontend\src\app\search-result\search-result.component.html|

<div *ngIf="searchValue">
<span>{{"TITLE_SEARCH_RESULTS" | translate}} - </span>
<span id="searchValue" [innerHTML]="searchValue"></span>
</div>
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Juice Shop: Search Results

DOM-based XSS
0
= . OWASP Juice Shop o ee P X @ Acayrr W kopuwa @) RU
Bce ToBaphl
n E

BaHaHOBbIi Kaptura

cok (1000mn) Tyqwmia

npopaseL|
1.99= Juice Shop

5000=
<script>alert("xss")</script> X e /
[106aBUTL B KOP3UHY
J106aB1Tb B KOP3UHY

l- _l d—
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Juice Shop: Search Results

DOM-based XSS

| OWASP Juice Shop <script>alert("xss")</script> X O Axayr W Kopsuuao @ ru

Pe3yanaTb| NMOUCKa -
(5] Developer Tools — OWASP Juice Shop — http://localhost:3001/#/search - [m] X
o D Inspector Console [ Debugger N Network  {} Style Editor (2 performance 1> Memory 8 Storage DD f]j o0
Q_ search HTML + £ Vriter (]

b <app-welcome _ngcontent-clv-c139="" _nghost-clv-c133=""5 (3 </app-welcome> thov . w Fle

<router-outlet _ngcontent-clv-c139

></router-outlet> element

W <app-search-result class="ng-star-inserted” _nghost-clv-c47="">
" fxlayoutalign="center™ style="place-content: stretch center; align-items: 3 co

stretch; flex-direction: row; box-sizing: border-box; display: flex;"> (flex

w<div _ngcontent-clv-c47=

0 -
w <div class="table-container custom-slate” _ngcontent-clv-c47 Inhf"?s( Gr R 5
- - - mat-side
¥ <div class="heading mat-elevation-z6" _ngcontent-clv-c47= - HaMAeHO

w<div class="ng-star-inserted” _ngcontent-clv-c47=""> SCIEE YT0Obl HAWTU TO, YTO Bbi niere
<span _ngcontent-clv-c47="">Pe3ynbTaTel NOUCKa -</Span> styll w B¢ ' :
w <span id="searchvalue” _ngcontent-clv-c47=""> -bluegrd
script true”>alert("xss")</script 1;Z;Zgr‘:
</span> =
</div> contain ltems perpage: 12~ 00f0
col
#

< app-search-result.ng-star-inserted » div » div.table-container.custom-slate > div.heading.mat-elevation-z6 > div.ng-star-inserted > spar >



Juice Shop: Search Results

DOM-based XSS

N N
<iframe src="javascript:alert( xss™)">

http://localhost:3001/#/search?
q=%3Ciframe%20src%3D%22javascript:alert (%60xss%60)%22%3E

<img src="" onerror="javascript:alert( xss )">

http://localhost:3001/#/search?
q=%3Cimg%20src%3D%22%22%20o0nerror%3D%22javascript:alert (%60xss%60)%22%3E
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Juice Shop: Search Results

DOM-based XSS

..]5 OWASP Juice Shop <iframe src="javascript:alert("xss’)">

Peayn braTtbl NOUCKA -

B localhost:3001

Xss

-

/\

Hwyero He HangeHo

0
X e AkKayHT ! KopauHa @ RU
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B
Cheat

Sheet

DOM-based XSS

(@) https://cheatsheetseries.owasp.org/che
atsheets/DOM _based XSS _Prevention
Cheat_Sheet.html

HeHagexHble
O0aHHble — TEKCT

He evalupyn

He Bepb
Hebe30nacHbIM
NCTOYHNKAM

Ounwan v
SKpaHupyun

Ctpounn DOM cam

94


https://cheatsheetseries.owasp.org/cheatsheets/DOM_based_XSS_Prevention_Cheat_Sheet.html
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DOM- o
based XSS

[Tonb3oBaTeb MOXET BBECTU
MONCKOBbIW 3aNpOC B CTPOKY
BBOOA 1 MOCMOTPETb pesynbTaThl
nomcka Ha OT4EeNbHOWN CTpaHuLe

MpoekTn-
poBaHue

SSDLC

Paspab6oTtka
SSDLC

TecTnpoBsaHue

SSDLC
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DOM- o
based XSS

[Tonb3oBaTeb MOXET BBECTU
MONCKOBbIW 3aNpOC B CTPOKY
BBOOA 1 MOCMOTPETb pesynbTaThl
nomcka Ha OT4EeNbHOWN CTpaHuLe

Puck BHegpeHus 310BpegHoN
Harpys3ku Yyepes none noncka
n napamveTtp B URL

MpoekTn-
poBaHue

SSDLC

Paspab6oTtka
SSDLC

TecTnpoBsaHue
SSDLC
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DOM-

based XSS

[Tonb3oBaTeb MOXET BBECTU
MONCKOBbIW 3aNpOC B CTPOKY
BBOOA 1 MOCMOTPETb pesynbTaThl
nomcka Ha OT4EeNbHOWN CTpaHuLe

Puck BHegpeHus 310BpegHoN
Harpys3ku Yyepes none noncka
n napamveTtp B URL

Tpe6oBaHug NMpoekTn-

SSDLC

[Tonb3oBaTenb 6yneT
BUOETb CBOW MONCKOBbIN
3anpocC Ha CTpaHuue
pesynbTaToB Noucka

Paspab6oTtka
SSDLC

TecTnpoBsaHue

SSDLC
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DOM_ Tpe6oBaHug MpoekTu- Paspa6oTka TecTupoBaHune
SSDLC posaHue SSDLC SSDLC

based XSS
1

[lonb3oBaTenb MOXeT BBECTHU [Monb3oBaTenb 6ygeT
NOWCKOBBIN 3aNpPOC B CTPOKY BUOETb CBOW MONCKOBbIV
BBOOA 1 MOCMOTPETb pesynbTaThl 3anpoc Ha CTpaHuue
nomcka Ha OT4EeNbHOWN CTpaHuLe pe3ynbTaToB Noncka

Puck BHegpeHus 310BpegHoN Heobxoomnmo akpaHnpoBaTb
Harpyskun 4yepes noJse rnowncka N ounLaTb He6e3onacHble

n napamveTtp B URL OaHHble 13 NoNng BBoAaA

apameTpa URL
N NnapameTp o8



DOM-
based XSS

[Tonb3oBaTeb MOXET BBECTU
MONCKOBbIW 3aNpOC B CTPOKY
BBOOA 1 MOCMOTPETb pesynbTaThl
nomcka Ha OT4EeNbHOWN CTpaHuLe

Puck BHegpeHus 310BpegHoN
Harpys3ku Yyepes none noncka
n napamveTtp B URL

Tpe6oBaHug NMpoekTn-

SSDLC

[Tonb3oBaTenb 6yneT
BUOETb CBOW MONCKOBbIN
3anpocC Ha CTpaHuue
pesynbTaToB Noucka

Heobxoanmo akpaHnpoBaTh
N oynLLaTh He6e3onacHble
[aHHble N3 NoNg BBOAA

n napametpa URL

Paspab6oTtka
SSDLC SSDLC

TecTnpoBsaHue

[TonckoBbI 3anpoc Takxe
OO/KeH 6biTb oobaBneH

B URL, yTo6bl NONb3oBaTeNb MOI
COXPaHUTb pe3yNbTaTbl Noncka
NN MOOENNTbCS MU
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DOM_ Tpe6oBaHug MpoekTu- Paspa6oTka TecTupoBaHune
SSDLC posaHue SSDLC SSDLC

based XSS
2

[Tony4yaem NoONCKOBbIN 3anpoc
N3 NONY Noucka, NPUMeHaem

K 3arpy>XeHHbIM gaHHbiMm 13 BE
N oTobpaxaem pesynbTaThbl
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DOM_ Tpe6oBaHug MpoekTu- Paspa6oTka TecTupoBaHune
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SSDLC posaHue SSDLC SSDLC

based XSS
2

[Tonyyaem NomMcKoBbIN 3anpoc Ha cTpaHuue pesynbTaTtoB
N3 Mons Noucka, NpPMeHgem oTOb6paXxaem NoVCKOBbIN
K 3arpy>XeHHbIM gaHHbiMm 13 BE 3anpoc
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DOM - Tpe6oBaHUus MpoekTu- Paspa6oTka TecTunpoBaHue

SSDLC poBaHue SSDLC SSDLC

based XSS
2

[Tonyyaem NomMcKoBbIN 3anpoc Ha cTpaHuue pesynbTaTtoB
N3 Mons Noucka, NpPMeHgem oTOb6paXxaem NoVCKOBbIN
K 3arpy>XeHHbIM gaHHbiMm 13 BE 3anpoc

N oTobpaxaem pesynbTaThbl

OunwaTtb Hebe3onacHble OTob6paxaTb NONCKOBBIN

JaHHble 3arpocC B Bnae CTpoOKn
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TOBapPbLI
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PunbTpyem n otobpaxaem
TOBapPbLI
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DomSanitizer.sanitize()
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PunbTpyem n otobpaxaem
TOBapPbLI
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BBoaa 1 URL uepes
DomSanitizer.sanitize()
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based XSS

PunbTpyem n otobpaxaem
TOBapPbLI

OuncTka gaHHbIX N3 nong
BBoaa 1 URL uepes
DomSanitizer.sanitize()

Tpe6oBaHus NMpoekTn-

SSDLC

OTobpaxaem NMoncKoBbIN
3anpoc

He ncnonbsoBatb
[innerHTML]

n Element.innerHTML"
07151 BCTaBKW KOHTEHTa

Paspa6oTka TecTunpoBaHue

SSDLC SSDLC

[NMopocTtaBngem ero B URL
B napameTp q
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Paspa6oTtka (SSDLC)

DOM-based XSS

e O frontend\src\app\navbar\navbar.component.ts

search (value: string) A{
if (value) A{
- const queryParams = { queryParams: { g: value } }
+ const queryParams { queryParams: { q:
this.sanitizer.sanitize(SecurityContext.HTML, value) } }
this.ngZone.run(async () = await this.router.navigate(['/search'],
queryParams))

}
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Paspa6oTtka (SSDLC)

DOM-based XSS

0 @@ frontend\src\app\search-result\search-result.component.ts

let queryParam: string = this.route.snapshot.queryParams.q
if (queryParam) {
queryParam = queryParam.trim()
- this.searchValue = this.sanitizer.bypassSecurityTrustHtml(queryParam)
+ this.searchValue = this.sanitizer.sanitize(SecurityContext.HTML, queryParam)
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Paspa6oTtka (SSDLC)

DOM-based XSS

0 e @® frontend\src\app\search-result\search-result.component.html|
<div *ngIf="searchValue">
<span>{{"TITLE_SEARCH_RESULTS" | translate}} - </span>

<span id="searchValue" [innerHTML]="searchValue"></span>

+ <span id="searchValue">{{searchValue}}</span>
</div>
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Paspa6oTtka (SSDLC)

DOM-based XSS

N N

-<iframe src="javascript:alert( xss’)">

+&1t; /body&gt;

-<img src="" onerror="javascript:alert( xss )">

+<img src="">
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Cheat

Sheet

Vulnerable and Outdated
Components

(@) https://cheatsheetseries.owasp.org/cheat
sheets/NPM _Security Cheat_Sheet.html

Yoanante

HeuncrioJibayemble
3aBNCMOCTHU

icnonb3yinte

OOBEPEHHDIN NCTOYHUK
3aBUCNMOCTEN

He 3anyckanTte ckpunTbl

XYKOB MakeTHOro
MeHeaxepa

[TpoBepgnTe
3aBUNCHMOCTM
Ha YyS3BUMOCTH

He xpaHute
CEKpPETDI
B penosnTopumn

[MpoBepanTe
3aBUCMMOCTW Ha Hanm4ymne
OBHOBMEHNN
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Vulnerable Tpe6oBaHus MpoekTu- Paspa6oTka TecTupoBaHue
and Outdated SSDLC posahne SSDLC SSDLC

SSDLC

Components 0

[TepnognyHOCTb NMPOBEPKY
YA3BMMbIX KOMIMOHEHTOB

[MnaH 06HOBMEHNS MaXOPHbIX
BGpCVII?I KOMIMOHEHTOB

[MepnognyHoOCTb
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lilcnonb3oBaHue OOCTOBEPHOrIo
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Components e
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B Ha4yase CrnpuHTa.
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Vulnerable Tpe6oBaHus MpoekTu- Paspa6oTka TecTupoBaHue
and Outdated SSDLC posahne SSDLC SSDLC

SSDLC

Components e

Ya3BuMble KOMMNOHEHTbI — Heuncnonblyemble

B Ha4asie CrnpuHTa. KOMMOHEHTbI —
O6HoBMNEeHNe C YyA3BMMOCTAMM B Ha4yasie CrnpuHTa.
medium 1 BbllLe — YpoaneHmne — B TeyeHmne
B TeYEeHMne CnpuHTa CMNpWVHTa
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Vulnerable Tpe6oBaHus MpoekTu- Paspa6oTka TecTupoBaHue
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SSDLC

Components e

Ya3BuMble KOMMNOHEHTbI — Heuncnonblyemble

B Ha4asie CrnpuHTa. KOMMOHEHTbI —
O6HoBMNEeHNe C YyA3BMMOCTAMM B Ha4yasie CrnpuHTa.
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MaXopHble Bepcunn
— pas B nonroga
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Vulnerable Tpe6oBaHus MpoekTu- Paspa6oTka TecTupoBaHue
and Outdated SSDLC posahne SSDLC SSDLC

SSDLC

Components e

YaszBuMble KOMMOHEHTbl — Heuncnonblyemble

B Ha4asie CrnpuHTa. KOMIMOHEHTbI —
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— pa3 B nonaroga pas B KBapTar
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Paspa6oTka TecTunpoBaHue
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CcblIIKn Ha pecypchbl

@

https://www.ptsecurity.com/ru-ru/research/analytics/results-
of-pentests-2021-2022/

https://www.ptsecurity.com/ru-

ru/research/analytics/kiberbezopasnost-v-2023-2024-gg-

trendy-i-prognozy-chast-tretya/?sphrase id=301187

https://www.ptsecurity.com/ru-ru/research/analytics/web-
vulnerabilities-2020-2021/

https://www.ptsecurity.com/ru-ru/research/analytics/
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CcblIIKn Ha pecypchbl

@) https://owasp.org/

(@) https://owasp.org/www-project-top-ten/

https://owasp.org/www-project-top-10-client-side-security-
@ risks/

=) https://owasp.org/www-project-application-security-
&) verification-standard/
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CcblIIKn Ha pecypchbl

(@) https://owasp.org/www-project-cheat-sheets/

(@) https://owasp.org/www-project-web-security-testing-guide/

(@) https://owasp.org/www-project-juice-shop/

(@) https://owasp.org/www-community/Broken Access Control
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@

https://cheatsheetseries.owasp.org/cheatsheets/Authorization

Cheat Sheet.html

https://github.com/OWASP /www-project-proactive-

controls/blob/master/v3/en/c7-enforce-access-controls.md

https://github.com/OWASP/ASVS/blob/master/4.0/en/0x12-
V4-Access-Control.md

https://owasp.org/www-project-web-security-testing-
guide/v42/4-Web Application Security Testing/05-
Authorization Testing/
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https://owasp.org/www-community/attacks/DOM Based XSS

https://cheatsheetseries.owasp.org/cheatsheets/DOM based

XSS Prevention Cheat Sheet.html

https://owasp.org/www-project-web-security-testing-

quide/v42/4-\Web Application Security Testing/11-Client-

side Testing/O1-Testing for DOM-based Cross Site Scripting

https://github.com/wisec/domxsswiki/wiki/

142


https://owasp.org/www-community/attacks/DOM_Based_XSS
https://cheatsheetseries.owasp.org/cheatsheets/DOM_based_XSS_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/DOM_based_XSS_Prevention_Cheat_Sheet.html
https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testing/11-Client-side_Testing/01-Testing_for_DOM-based_Cross_Site_Scripting
https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testing/11-Client-side_Testing/01-Testing_for_DOM-based_Cross_Site_Scripting
https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testing/11-Client-side_Testing/01-Testing_for_DOM-based_Cross_Site_Scripting
https://github.com/wisec/domxsswiki/wiki/

CcblIIKn Ha pecypchbl

‘@

https://github.com/payloadbox/xss-payload-list
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asion Cheat Sheet.html

https://github.com/Edr4/XSS-Bypass-Filters

https://gist.github.com/rvrsh31l/09a8b933291f2f98e8ec
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