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« OTO Mo4 paboTa
* [lonynapusauma loT
» Jlyywee noHnMaHue

* [lomMoLlb 1 coBeThbl

[lpuumMHbI AoK1apa




YTo 6ypeT B AoKNaae Q
- KpaTtkoe BcTynneHue B loT




YTo 6ypeT B AoKNaae Q
- KpaTtkoe BcTynneHue B loT

» TecTupoBaHue




- KpaTtkoe BcTynieHne B loT

YTo 6byaeT B goKknaae

» TecTupoBaHue

» CnoxxHocTu, PelleHuda, YnydwieHus
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- KpaTtkoe BcTynieHne B loT

YTo 6byaeT B goKknaae

» TecTupoBaHue

» CnoXXHocTu, PellueHunsa, YnydlueHus
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* WNHTEerpaunmoHHoe TeCTUPOBAaHME Ha peasibHbIX YCTPOMCTBAX




YTo 6byaeT B goKknaae

KpaTkoe BcTyrnyieHne B loT
TecTupoBaHue

CnoXXHocTu, PelwleHunsa, YnydlieHus
MHTerpaumoHHoe TeCTUpoBaHUE Ha pealbHbIX YCTPOUCTBAX 12

CoBeTbl TeCTUPOBLUUKaAM




YTo 6byaeT B goKknaae

KpaTkoe BcTyrnyieHne B loT
TecTupoBaHue

CnoXXHocTu, PelwleHunsa, YnydlieHus
MHTerpaumoHHoe TeCTUpoBaHUE Ha pealbHbIX YCTPOUCTBAX 1
CoBeTbl TECTUPOBLINKAM

3aK/r4yeHue







+ KpaTkoe npeacTtaBiieHMe o6Len KOHLEeNLnm

BcTynneHue

MHTepHeTa Belen (1oT)
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BcTynneHue

KpaTkoe npeacraB/ieHmne o6Len KoHLUenumnm
MHTepHeTa Bewen (1oT)
» 3Ha4deHue MHTepHeTa Bellen (IoT) B Hawen

. 16
rnoecegHeEBHOU XN3HN U B MUPE B LIEJIOM




BcTynneHue

KpaTkoe npeacraB/ieHmne o6Len KoHLUenumnm
MHTepHeTa Bewen (1oT)

3HayeHne NHTepHeTa Bellen (1oT) B Hallen
NOBCEAHEBHOM XXU3HU U B MUPE B LIESTIOM i

Ponb nporpaMMHoro obecneyenusi B yctpomctaax loT




BcTynneHue

KpaTkoe npeacraB/ieHmne o6Len KoHLUenumnm
MHTepHeTa Belen (1oT)

3HayeHne NHTepHeTa Bellen (1oT) B Hallen
noBceaAHeBHOW YXU3HU U B MUPE B LIESTIOM

Ponb nporpaMMHoro obecneyenusi B yctponctax loT
Ba)XXHOCTb 1 HEOH6XOANMMOCTb TLLATENIBHOIO

TECTUPOBAaHUA
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BcTynneHue

KpaTkoe npeacraB/ieHmne o6Len KoHLUenumnm
MHTepHeTa Belen (1oT)

3HayeHne NHTepHeTa Bellen (1oT) B Hallen
noBceaAHeBHOW YXU3HU U B MUPE B LIESTIOM

Ponb nporpaMMHoro obecneyenusi B yctponctax loT
BaXXHOCTb 1 HEO6XOAMMOCTb TLATENIbHOIO
TeCTUpOBaHUA

MHTepHET BeLlen Ha 6bITOBOM YPOBHE

19
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TectuposaHue MO B loT 4

- Tpu OCHOBHbIX cocTaBnarWmxX loT: —_—




TectupoBaHue 10 B loT

* Tpw OCHOBHbIX cocTaBnarowmx loT:

O MOBUIbHOE YCTPOMNCTBO MOJ1b30BaTeso
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TectupoBaHue 10 B loT

* Tpw OCHOBHbIX cocTaBnarowmx loT: e’
O MOOWJIbHOE YCTPOMCTBO MOJb30BaTeNS

o 06/s1a4HOe XpaHuIunLLe
24
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DOnbluKe AaHHbIe
aHanumuka, loT

ObnayHoe xpaHunuuie




TectupoBaHue 10 B loT

* Tpu OoCHOBHbIX cocTaBnarowmx loT: \/
O MOOWIbHOE YCTPOMCTBO MOJ1b30BaTeNS
o 0b6navyHoe XpaHuUIuLLE 1 nepegaTynk MHGopmMaLun
o O6bITOBOM NMpMoOP

c WiFi mogynem




TecTupoBaHue 10 B loT

* M3 4yero coctont tectnpoBaHue loT:

O MPUIIOXXEHUe AN ynpaBJieHns1 6bITOBbIM NPUO60POM
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TectupoBaHue 10 B loT
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TecTupoBaHue 10 B loT

* M3 4yero coctont tectnpoBaHue loT:
O MPUIIOXXEHUe AN ynpaB/ieHUsi 6bITOBbIM NPU60POM

o npowmnBka WiFi mogyna 6biToBOro npnbéopa
28




TectupoBaHue 10 B loT
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TecTupoBaHue 10 B loT

* M3 4yero coctont tectnpoBaHue loT:

O MPUIIOXXEHUe AN ynpaB/ieHUsi 6bITOBbIM NPU60POM
o npowmnBka WiFi mogyna 6biToBOro npnbopa

O perucTpaumsi 6bITOBOro npnoéopa B CETU %0

MNoJib30BaTesid




TectupoBaHue 10 B loT =




TecTupoBaHue 10 B loT

* M3 4yero coctont tectnpoBaHue loT:
O MPUIIOXXEHUe AN ynpaB/ieHUsi 6bITOBbIM NPU60POM
o npowmnBka WiFi mogyna 6biToBOro npnbopa
O peructpaumsi 6bITOBOro npnoéopa B CETU 3
Nnosib30BaTesio

o OB6HOBJIEHME MO BO3AYXY




TectupoBaHue N0 B loT




TecTupoBaHue 10 B loT

* M3 4yero coctont tectnpoBaHue loT:
O MPUIIOXXEHUe AN ynpaB/ieHUsi 6bITOBbIM NPU60POM
o npowmnBka WiFi mogyna 6biToBOro npnbopa
O peructpaumsi 6bITOBOro npnoéopa B CETU 3
Nnosib30BaTesio
o OB6HOBIEHME MO BO3AYXY

o TenemeTpus
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TecTupoBaHue 10 B loT

®

« [lpobnemsi:

O
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TecTupoBaHue 10 B loT

« [lpobnemsi:

O CKOpPOCTb Nepepayn nipopmaumm (KapTUHKK, BUAEOTNOTOK)
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TecTupoBaHue 10 B loT

« [lpobnemsi:
O CKOpOCTb nepeaadun nHdbopmaummn (KapTUHKKU, BUAEONOTOK)
0 B3auMOAeNCTBUE C 06/1a4HbIM CEPBUCOM U MONb30BATENIbCKUM

38
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TectupoBaHue 10 B loT

Protocols

(na)

990011640_01:90900045 OutdoorMatt

Status: Online

—— ClientinitiatedDisconnect False Connecting 4/17/2023 10:49:36 AM
== \. ConnectionTimestamp 17/04/2023 10:56:44 (1681721804476) Connected 4/17/2023 10:49:36 AM
/‘({' IpAddress 82.20.202.18 Disconnected 4/17/2023 10:56:44 AM
| S Principalldentifier c259b97237879893¢5756e635ba293efa263d4ca419d686400cafcdb26254865 Connecting 4/17/2023 10:56:44 AM
“\@_// Sessionldentifier 26593055-7608-4699-8fa6-67fe7143113e Connected 4/17/2023 10:56:44 AM
Modules Components and Monitoring

= p— | m
OV1 ‘

O Components HACL Messages
[AE] ® (B) pelay between frames [ms}: 1000 Publlxrm*q UNDEFINED(no value representation)
’NIU'" RP1 | 999011640_01:91900045 | 4/17/2023 8:57:01 AM
| statss| D | LSU| LDU [Hacl Name Hacl Mode
@ D Done shaikin RP1/ |NIU 0061 EXE ™ / \ Publishing OtaUpdateState(UpdateCheck)
— 7/ NIU to RP1 | 999011640_01:91900045 | 4/17/2023 8:57:05 AM
\ Publi shmq l'NDEFINE[)m 0 value representation)
/ NIU to RP1 | 99906 61640_01:96900045 | 4/17/2023 8:57:06 AM
\ Publishing UNDEFINED(no value representation)
\Jr/ NIU to RP1 | 999061640_01:96900045 | 4/17/2023 8:57:06 AM
P \
\ Publishing OtaUpdateState(DescriptionReady)
1/ NIU to RP1 ;‘:-‘f“:tf 640_01:96900045 | 4/17/2023 8:57:07 AM

\ Publishing (Wtﬁprdate_t“Te Idle‘
/ NIU to RP1 | 999061640_01:96 7/2023 8:57:27 AM




TecTupoBaHue 10 B loT

« [lpobnemsi:

O CKOpOCTb nepeaadun nHdbopmaummn (KapTUHKKU, BUAEONOTOK)

O B3aMMOAEUCTBUE C 06/1a4YHbIM CeEPBUCOM U MOJIb30BATEJIbCKUM

NPUIOXKEHNEM

O MMUTALMA peanbHOro B3anuMoaencTBus (06pbiB MHTEPHETA)

40




TecTupoBaHue 10 B loT
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TecTupoBaHue 10 B loT

« [lpobnemsi:

O CKOpOCTb nepeaadun nHdbopmaummn (KapTUHKKU, BUAEONOTOK)

0 B3auMoAencTBuMe ¢ 061a4HbIM CEPBUCOM U NMOJIb30BATENIbCKUM
MPUIOXKEHNEM

O MMUTALMSA peanbHOro B3anuMoaencTBus (06pbiB MHTEPHETA)

o 0B6HOBNEHME MO BO3AyXYy (He ycneluHo, buTasn npoLunBKa)

42




TectupoBaHue 10 B loT

J-Link RTT Viewer V7.84b

File Terminals [nput Logging Help

All Terminals Terminal 0

173.889 [I][ota] Downloading bytes 651264-653311/654556
173.964 [I][ota] Downloading bytes 653312-654555/654556

174.786 [ ]
174.786 [ ]
174.786 [ ]
174.808 [ ]
175.808 [I][ota] ssm_at_home OTA_STATUS_DOWNLOAD NEWFW -> OTA_EVT DOWNLOAD_ FAILED 43

175.809 [I][dba] WRITE /spinor/db@l/ufs/ota/fail cnt

175.812 [I][hacld] HACL_DB Fwd

175.812 [I][ecpc] HACL Single Message callback

175.813 [I][ecpc] MQTT Single Message Batching status: kMQTT_MESSAGE_BATCHING_RC_OK
175.923 [I][mgtt] Event: ERR_OK

175.923 [I][ecp] Event: MQTT_CLIENT OK

175.924 [I][mgqtt] Event: ERR_OK

176.796 [I][hacdb] Get Addr ‘ram/h4/NIU’' SDI32=0x55454E Name=0x0560 Epoch=0x63E12645
177.806 [I][nbf] 1/126

179.806 [I][stat] Sys Heap (free/min) 108736/33864

180.806 [I][hacdb] Get Addr 'ram/h4/NIU' SDI32=0x55454E Name=0x0531 Epoch=0x63E12649
180.812 | ]

©.007 [I][] SEEEEEEEEEEEEESS
0.012 [I][] NIU8 PROJECT

©.016 [I][] v5.0.12645 @0fc
©.021 [I][] Hash: 6a422d4768f12645
©.025 [I][] Board ID: 1

©.029 [I][] BTYPE_DEBUG



« [lpobnemsi:

O

O

TecTupoBaHue 10 B loT

CKOPOCTb nepegayn nipopmaumnm (KapTUHKKU, BUAEONOTOK)
B3aMMOJencTBMe ¢ 06/1a4HbIM CEPBMCOM U MOSIb30BATENIbCKUM
MPUIOXKEHNEM

MMUTaLUSA peasibHOro B3aMmMoaencTemsa (06pbiB UHTEPHETA)
O06HOBJ/IEHNE NO BO3AYXY (He ycnewHo, butas npoLmBKa)

peanbHble 6bITOBble NPM60PbI (MHTErPaLMOHKA)
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Sniffer
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TecTpoBaHue

| Edit task

1. Select a name and a type for your task:

. . TN 7.‘ 5] V\\___//V/f
Name: |temperature_snooping
Type: ® Reactive task (triggered by data received on the serial port)
) Periodic task (sending data at predefined interval)
| 2. Choose a standard reactive task, or define your own protocol
() Receive numeric value 47

' Receive GPS NMEA record
_) Receive CSV record

' Detect writes
@® Detect reads

) Use a custom protocol

3. Enter the message details:

Command: ) Read coil
) Read input bit
(U Read holding register
® Read input register
Slave address:  1 N (1...255)
Input register No: 31001 7 (30001...39999)

Encoding: “:16:bi"'( uns.igned' yyord

Map value to sensor: | genericSensor1 v |




| RS485MK2-17D383 |

Kernel

Serial #
Product name:
Logical name:
Firmware:
Consumption:
Beacon:
Luminosity:

Serial Interface

RS485MK2-17D383 is 0x20mm board featuring an isolated

ab
| RS485 interface with 16KB buffer, message analyzer and a

built-in datalogger.

44118
54 mA
Inactive
50%

Protocol: Modbus-RTU (9600,8N1)
Current job: default.job

Send (hex):

>

~
<
”
£
~
Z
3
a
o

- A NN W
%) 5

© © &~ & O O
o
S

W w

44014
44.034

20.0J0

48.920




TectupoBaHue 10 B loT

Edit task
1. Select a name and a type for your task: '
Name: |temperature_snooping
Type: @® Reactive task (triggered by data received on the serial port)
() Periodic task (sending data at predefined interval)
| 2. Choose a standard reactive task. or define your own protocol 49

() Receive numeric value

) Receive GPS NMEA record
) Receive CSV record

() Detect writes
® Detect reads

() Use a custom protocol
3. Enter the steps that define your custom protocol

Command Argument
expect :010403E80001.*
expect :010402($1:WORD).*




TectupoBaHue 10 B loT

Oredimades v.6.6 Official

Filter| |Help

Messages flow Scripts

Generic Interfaces .
© [T closes the session : IF_SEND_ACK ISTALLATION_STATE (Installation State ta (empt, Default Device Structure: 0,’0V1' Change it editing...

(&NIUfopens a new session

&t
9

S ]

© m closes the session
O

@

© m closes the session
O

£
% b
QP

@ 0:': closes the session
&NIUfopens a new session

@ oﬁ‘lgi closes the session

&NIULopens a new session

4P
@ 9)'41 closes the session

(&NIUfopens a new session
.

i

@ 9” closes the session
&NIUfopens a new session

VEUNOURUROUNOUNUNORORORO,

v
@ i:: closes the session
O

( a

)@@ @@




TectupoBaHue [10 B loT

ey T =r= ——— A T = - —

B J-Link RTT Viewer v7.84b - O X

Eile Terminals Input Logging Help \

A

All Terminals Terminal 0

@l | [nbf] niubuf free(): Buffer is already free
@im | [ota] Connection to BATES. Attempt n. 1/5 failed. Messages flow Scripts
[I][stat] Sys Heap (free/min) 104480/968

[ﬁr‘mo] {ota_trg} stack (unused/total): 4652/7510

Filter| |Helg

[ 1[rmo] {ota_trg} is dead ©E BN il ST Fabric Car:e Basic
[ J[rmo] Start counting for system reboot =

[I1[nbf] ©/127 = .
[I]1[hacdb] Get Addr 'ram/h4/NIU' SDI32=0x55494E Name=0x0011 Epoch=0x142ABOEB @mcloses the session
@l | [rmo] {ota_trg} is dead ®IN
@l | [rmo] {ota _trg} is dead pensanewsessm
@' [ [rmo] {ota_trg} is dead

@l [rmo] {ota_trg} is dead : -

BB 1[rmo] {ota_trg} is dead @Ecloses the session
%I][st?t] Sys Heap (free/min) 54528/968 @m
[ 5]

[ ] © E closes the session
[I][rmo] {ota_trg} stack (unused/total): 4104/7500

[I][ota] ssm_at_home OTA STATUS_DOWNLOAD NEWFW -> OTA_EVT DOWNLOAD FAILED @INIUjopens a new session|
[I][dba] WRITE /spinor/db@l/ufs/ota/fail_cnt P

[I]1[hacld] HACL_DB Fwd

[I][ecpc] HACL Single Message callback @Ecloses the session
[I]1[ecpc] MQTT Single Message Batching status: kMQTT_MESSAGE_BATCHING_RC_OK

Basic interfaces

51

[1][mqtt] Event: ERR_OK @INIUJopens a new session

[I][ecp] Event: MQTT_CLIENT_OK )

[I][mgtt] Event: ERR_OK —

[I]1[hacdb] Get Addr 'ram/h4/NIU’' SDI31=0x15494E Name=0x0060 Epoch=0x642AB108 ©IX&] closes the session

[I][rmo] Dead thread now is alive or deregistered ©m
€ns a NEW Sessio

[I][hacdb] Get Addr 'ram/h4/NIU' SDI31=0x15494E Name=0x0031 Epoch=0x642AB108 m.

[I][stat] Sys Heap (free/min) 109632/968 i

@ ,'5 closes the session

(&NIUopens a new session

@ ,’3 closes the session

(&NIUfopens a new session

EOOOEOOO CID B105EGOD PID ©000BBOOC SCS-M7
E0001000 CID B105EGOD PID ©03BBOO2 DWT 1
E0002000 CID B105EGOD PID ©02BB00O3 FPB @Ecloses the session
E0000000 CID B105EGOD PID 003BBOO1 ITM
: E0040000 CID B105900D PID ©00BBSA1 TPIU
s iewer connected.
WARNING: <Terminal ©>: ANSI CSI SGR parameter 27 not supported.
LOG: RTT Viewer disconnected.

VEVEUNUROURUEUNURUROUROUROURUNORORO,




« [lpobnemsi:

O

O

TecTupoBaHue 10 B loT

CKOPOCTb nepegayn nipopmaumnm (KapTUHKKU, BUAEONOTOK)
B3aMMOJencTBMe ¢ 06/1a4HbIM CEPBMCOM U MOSIb30BATENIbCKUM
MPUNOXXEHNEM

MMUTaLUSA peasibHOro B3aMmMoaencTemsa (06pbiB UHTEPHETA)
O06HOBJ/IEHNE NO BO3AYXY (He ycnewHo, butas npoLmBKa)
peanbHble 6bITOBbIe NPUOOPbI (MHTErPaLMOHKA)

CTabUNbHOCTL B AJIUTEJTIbHOM MNMPOMEXYTKE BPEMEHN

52
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Empty SOAP RESTY Import Save A Forum Treal Preferences

"
| RE ¢
eV ! * .
[ERDnACCEa Magic iPerf
rf"' start_tws
- =+ {11 & > 1:7001 <
5! PR/ T AL TS S2 1100 ” Method Endpoint Resource iPerf2 Stopped

= LJ Ble_zdv_start{)
= m Ble_adv_start 1
2k M
ble_adv_start

Start_tws

Nawvigator

POST o | hitps://192,168.142.1: 7001 /ser/start_tws - 3
s Info: 192.168.1.171, <unknown ssid>

X" v - T 02:00:00:00:00:00

A

Yo
4
/ @earf

Raw ! Request

[ 4}1ocal 192.168.142.4 port 5001 connected with

192.168.142.1 port 49155
{ID)interval  Transfer Bandwidth
] 0.0-1.0sec 355 KBytes 2.91 Mbit
] 1.0-2.0sec 519 KBytes 4.25 Mbit
-3.0 sec 483 KBytes 3.96 Mbit
0-4.0 sec 421 KBytes
- 5.0sec 532 KBytes
-6.0 sec 4471 KBytes :
< § 6.0-7.0sec 515 KBytes
av | 7.0-8.0 sec 356 KBytes
Media Ty... X | | [ ] post QueryString | 8.0-9.0 sec 506 KBytes
)-10.0 sec 4.45 MBytes 3.74 Mbits/sec
local 192.168.142.4 port 5001 connected with
168.142.1 port 49156
0.0-1.0 sec 505 KBytes 4.13 Mbit ;
.0-2.0 sec 381 KBytes 3.12 Mbit ¢
2.0-3.0sec 452 KBytes 3.70 Mbits/sec
3.0-40sec 396 KBytes 3.25 Mbits/sec
4.0- 5.0 sec 409 KBytes 3.35 Mbit
5.0-6.0sec 411 KBytes 3.3
6.0- 7.0 sec 409 KBytes 3
7.0-80sec 518 KBytes 4 '
8.0-9.0 sec 458 KBytes 3.75 Mbits/sec
0.0-10.0 sec 4.32 MBytes 3.63 Mbits/se

AR NGRS AT~

VIR AT A

A0

o b

Request Properties Recguest Params

Qo oy o e o o oy

vaiue

starg_ws

Descrpton

Encodin Au A... Headers (0) Attachments (0) Representations (1) M 23d. MS perty .., Headers (6) Attachments (0) SSL Info (1 certs) Representations (2) Schema |
oding

Endpoint 16 respoiresponse time: 5859ms (15 bytes)
Timeout

Bind Adcéress

SoapUllog httplog jettylog errorlog wsrmlog memory log
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83 Free Hex Editor Neo - X

File Edit View Select Operations Bookmarks Annotations Macros Tools History Window Help

. v..'v l- a n & \.?om e I QI"O ('£ ('4- ﬁfi ﬁ.. :: 'I. English

K 2 X
00000000 | 00 01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe OF . t t. l': I’ d 5

00000000 | [53]42 46 48 24 01 00 00 13 7e 4f c4 28 04 00 40  SBFHS....~OA(..@ B Default

00000010 | 76 0a 00 41 00 01 3d ce 97 3f 72 9 f7 5c 09 61  v..A..=I-?r3:\.a ¥

00000020 | 07 86 bl a4 0554 da70 01 9a dd 19 3e el 6b 75  .{=x.TUp.SY.>aku i open

00000030 87 7a 61 b6 e5 10 c8 ef 4d 82 7d 8c e6 49 25 fd $zafa.EiM, JEeI%yY
00000040 f7 d2 18 5¢ a9 0a d4 47 fl1 b4 11 89 56 95 84 f0 +0.\0.0Gn " .%Ve.,d
00000050 Se b4 fd f6 dd e9 44 74 06 71 e0 11 1c f1 ed 50 A"yoYéDt.qa..niP
00000060 | c1 d4 3 92 11 4e cO eb 91 a6 9f 2f 87 a5 71 f9 DIwiK. ~\AL;00.\
00000070 | 2e 37 dd 8e 7a Ob 5c 7a ccds5 90 fa 51 2b d5 6b .7YZz . \z10.uQ+0k
00000080 9f 6d 01 b5 47 8d 7a 3f 11 fe d5 9f 95 66 10 2f Ym.puG.z?.p0Vef./
00000090 cldd c392 11 4e cO eb 91 a6 9f 2f 87 a5 71 f9 AOA’ .NAé* |Y/$+¥qu
000000a0 cl 4b bb 59 ce fa 6b 03 79 ce 8a ff 31 6f 4e 34 AK»YIuk.yISyloN4
000000b0 71 bd 7d d9 5f 94 a3 f4 c5 80 07 b4 ae 68 3f f2 q%}U_"f0A€. "°h?0
000000cO | 58 e7 3c 9a al d6 09 5e 04 27 e6 17 8 12 66 e8 Xc<siO0.A."2.E.fe
000000d0 cldi c392 11 4e cO eb 91 a6 9f 2f 87 a5 71 f9 E.a.ar.8&uf...*5 55
000000e0 7f 70 d6 4b 21 42 ad de c515 51 0b 5e 03 33 % .pOK!B.PA.Q.A.32Z

00000010 cldd c392 11 4e cO eb 91 a6 9f 2f 87 a5 71 9 ToK¥%z)AT...;S 04
00000100 ff 4f ae 6a 7b 92 b5 91 62 1c 48 f5 6b c5 81 b7 y0®j{’pu‘b.HOKA. -
00000110 df 8f e7 a9 <9 9e¢ 64 04 00 d0 75 0a 00 ff 04 00 R.cOEZd. .Du..y..

00000120 | ff ff ff ff 4d 52 56 4c 7b f1 9c 2e 00 00 00 00 VYYYMRVL {Ae. . ...
00000130 | 01 00 00 00 3d 03 00 1f 02 00 00 00 00 01 00 00 = O e
00000140 | 40 75 0Oa 00 00 01 00 1f fa 85 7d 20 ff ff ff ff Q......0.} yyyy

00000150 | ff ff ff ff ff ff ff ff ff ff ff ff ff ff fFf ff  yyywyyyyywwyyywy
00000160 | ff ff ff ff ff ff ff ff ff ff ff ff ff £ff £f ff  yyyyyywyymwyywy
00000170 | ff ff ff ff ff ff ff ff ff ff ff ff ff ff F ff  JyywWyyyywwyyywy
00000180 | ff ff ff ff ff ff ff ff ff ff ff ff ff ff F ff  yyywwyyyywwyyywy e S
00000190 | ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff  Jyywywyyywyyyww sl

00000120 | ff ff ff ff ff ff ff ff ff ff ff ff ff ff f Ff  Yywwwyyywyyyww | =
000001b0 | ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff  yyyyyywyyywyyyy
000001c0 | ff ff ff ff ff ff ff ff ff ff ff ff ff ff f ff  Jyywwyyyywyyywy
000001d0 | ff ff ff ff ff ff ff ff ff ff ff ff ff ff f ff  Yywywyyywwyyyw Total Size | No selection

000001e0 | ff £f ff ff ff ff ff ff ff ff £f ff ff £ff £f Ff  Syyyyywwyyywyyyy Fragments| No selection
000001f0 | ff ff ff ff ff ff ff ff ff ff ff ff ff £ff £f ff  Jyyyyywyyywywy
00000200 | ff ff ff ff ff ff ff ff ff ff ff ff ff £ff £f ff  yyyyyywyyywwyyy

00000210 | ff ff ff ff ff ff ff ff tE i Tl T iE ik YYYYYYYYYYYYYYYY I
00000220 | ff ff ff ff 00 10 00 20 3d 03 00 1f al 03 00 1f YV e =iosiaifionsre
00000230 | e5 21 00 1f 9d 03 00 1f 9d 03 00 1f 9d 03 00 1f @l
00000240 ( 00 OO 00 00 00 00 00 OO 00 00: 00000 0000 0000  .ocoiooacaocisi

Details i

00000250 | 01 58 00 1f 9d 03 00 1f 00 00 00 00 bl 58 00 1f  .X.......... +X. .

00000260 | 15 59 00 1f 9d 03 00 1f 9d 03 00 1f 9d 03 00 1f  .Y..............

00000270 | 9d 03 00 1f 9d 03 00 1f b5 03 00 1f b9 03 00 1f  ........ e

00000280 [ 9d 03 00 1f bd 03 00 1f 9d 03 00 1f «c1 03 00 1f  ....%....... A...

00000290 [ ¢5 03 00 1f 9 03 00 1f «cd 03 00 1f d9 37 07 1f A...E...T...07..

000002a0 [ 9d 03 00 1f 9d 03 00 1f 9d 03 00 1f 41 ba 05 1f  ............ A°..

000002b0 | 39 c6 06 1f 4f ba 05 1f 9d 03 00 1f 9d 03 00 1f  9%£..0°..........

000002cO | 9d 03 00 1f 9d 03 00 1f 9d 03 00 1f 9d 03 00 1f  ................

000002d0 | 9d 03 00 1f dd 03 00 1f 9d 03 00 1f 9d 03 00 1f  ....V...........

000002¢0 | 9d 03 00 1f 9d 03 00 1f 9d 03 00 1f 9d 03 00 1f  ................ v
< > & % Selection H File Attributes

Offset: 00000000 (0) Size: 0x000a7764 (685.924): 669,85 KB Hex bytes, 16, Default ANSI OVR
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* CnoXXHOCTU TecTUpoBaHua npowmeku moayneun Wi-Fi:

S7
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« Cno)HocTun TecTupoBaHusa npowmekn mogynen Wi-Fi: S

o0 Npo6sieMbl COBMECTUMOCTH

58
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* CnoxHocTtn TectnpoBaHus npownekn moaynen Wi-Fi: -

o MNpob6sieMbl COBMECTUMOCTMU

O OrpaHM4YeHHble pecypchbl
59
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* CnoXHocTun TecTupoBaHua npowmnskn moaynen Wi-Fi:
o NMpo6/aeMbl COBMECTUMOCTH
O OrpaHWU4YeHHble pecypchl

N 60
© B3anMogencrteBme B peaJibHOM BPEMEHMN




TecTupoBaHue 10 B loT

O Insomnia
Application Edit View Window Tools Help

O | O star l 27,423 ] Insomnia / New Document DESIGN  DEBUG TEST ¥ Setup Git Sync

: A ] No Environment w Cookies GET * https://192.168.142.1/json/info -

v

delet [ ] $ O~ Body » Auth » Query Headers Docs
L

B OTA 2.0 Package Creation

& AWS Tests

DEL  DeleteUnit UAT

DEL  DeleteUnit DEV
& Sidekck

DEL  DeleteUNIT-UAT

DEL  DeleteConnectedModule-UAT 55 seconds...

DEL  DeleteUNIT-TEST p

DEL  DeleteConnectedModule-TEST

B Serialization v2.0 v4.0

Enter a URL and send to get a response ‘ Cancel Request ‘

8 Provisioning 2.0

Select a body type from above to send data in the body of a request

Introduction to Insomnia [7




TecTupoBaHue 10 B loT

@
= Home Workspaces v  Explore (QQ Ssearch Postman & &3 Ssignin - = >

Scratch Pad New Import POST connect to Wi @  POST info POST 6 Set Applianc ®  POST 6 {{FUMS-Man: DEL DeleteUNIT-UA @  DEL DeleteConnecte ® +  ooo No Environment v

@u

U + T delete R || e Provisioning 2.0 / info £ v

Collections
v Serialization v2.0 v4.0
& v [ Ser2.0 v40 (http) POST v https://192.168.142.1/json/info ‘
. GET 26 - GET DELETE MQTT_CFG :
Body Vv 000 Body Cookies Headers (5) Test Results 200 0K 390ms 1.07KB Save Response Vv <>
(&l v [ Ser 2.0 v4.0 (https) —
ErTiens . none v Pretty Raw Preview Visualize JSON v = mQ ©)
=) v Sidekck This request does not have a body 14 “BOARD_ID": "1°%, f
e o om DaktelRNT-UNT 15 "BOARD_TYPE": "NIU_NIUS",
16 "SW_VER": "192.168.1.102",
Forbidden 17 “SW_ANC": "192.168.1.102", 62
18 "GEOGRAPHY_CODE": "ES",
Monitors Created 19 "LOCALIZATION_CODE": ",
Invalid json object or mand... 20 "ONBOARDING_STATUS_CODE": "unreachable",
D) 21 "STA_MAC_ADDR": "44:3E:07:35:F3:35",
History Returned when server con... 22 “STA_IP_ADDR": "192.168.1.102",
Bank search Wil rotien ol 3 "STA_SSID_NAME": "6672697A7A692773",
24 "INSTALL_STATUS_EXTRA_INFO": "13",
Unauthorised or session ex... 25 "HOME_WIFI_LINK_STATUS": "1",
Not Found 26 :AP_SSID_NAME" 2 ) % I?T-99900810000-99010285 P
27 RSSI_STATUS": "-1",
v DEL DeleteConnectedModule-UAT 28 "OTA_STATE": "@",
29 "BLE_NAME": "",
Blank search will return all ... o “ENVIRONMENT": “uat®,
Returned when server con... 31 "CLOUD_INTERFACE_VERSION": “v2"
32 b
Forbidden 33 "CLOUD_CONNECTION": [
Invalid json object or mand... 34 1
35 "CLOUD_PROVIDER": "ECP",
Created 3 "DEVICE_LINK_STATUS": "01",
UnaIholSad oF caselon G 37 "ENROLLMENT_STATUS": "1",
38 "CLOUD_INSTANCE": "AWSEUGL1",
Not Found 39 "CONNECT_STATUS_CODE": "connected”
v DEL DeleteUNIT-TEST - -
41 i
Forbidden 42 "PROVISIONING_TIME_REMAINING": "©",
43 "PROVISIONING_PROGRESS": "9 of 9"
Not Found a4 @ I

p—

ED < Find and Replace £ Console B Runner [Trash BH @




TectupoBaHue 10 B loT

SM G991B B8O

15140_341%15] .

eip
© ¢ [

Empty SOAP REST Import Save All Forum Trial Preferences Proxy

— RE

= [;T ble_vdv_start | IP
. Magic iPerf
= B Project 1 57 start_twt

=I" @ hitps://192.168.172.1:7701 Method Endpoint Resource Parameters iPerf2 Stopped
=] D_J Ble_vdv_start [] "
Ble_vdv_start1 )
E% ble_vdv_start ‘ + ¥ g D v

Ll start twt

Navigator

POST v ‘https:,//192.168.172.1:7701,/ser/st3rt_t'.vt Info: 192.168.1.171. <unknown ssid>

02:00:00:00:00:00

ok
’
/ @erf

Value Level

[ 4] local 192.168.142.4 port 5001 connected with
192.168.142.1 port 49155

[ID] Interval  Transfer Bandwidth

[ 4] 0.0- 1.0 sec 355 KBytes 2.91 Mbits/sec
] 1.0-2.0 sec 519 KBytes 4.25 Mbits/sec
2.0-3.0 sec 483 KBytes 3.96 Mbits/sec
3.0-4.0 sec 421 KBytes 3.45 Mbits/sec
4.0-5.0 sec 532 KBytes 4.36 Mbits/sec
5.0- 6.0 sec 441 KBytes 3.61 Mbits/sec
6.0- 7.0 sec 515 KBytes 4.22 Mbits/sec
7.0-8.0 sec 356 KBytes 2.92 Mbits/sec

[Raw [ HTML | JSON  SavL

J
J
]
J
J
J
J

Media Ty... aDDliCathn,/jSOn v H El ‘ D Post QueryString 8 O 9 0 sec 506 KBYteS 4 15 MbltS/SeC

[ 4

[ 4

[ 4

[ 4

[ 4

[ 4

[ 4

[ 4

[ 4] 0.0-10.0 sec 4.45 MBytes 3.74 Mbits/sec
[ 5]local 192.168.142.4 port 5001 connected with
192.168.142.1 port 49156

[ 5] 0.0-1.0 sec 505 KBytes 4.13 Mbits/sec
[ 5] 1.0-2.0 sec 381 KBytes 3.12 Mbits/sec
[ 2.0-3.0 sec 452 KBytes 3.70 Mbits/sec

[ 5] 3.0-4.0 sec 396 KBytes 3.25 Mbits/sec

[ 409 KBytes 3.35 Mbits/sec

[ 411 KBytes 3.36 Mbits/sec
[ 6. O 7 0 sec 409 KBytes 3.35 Mbits/sec

[ i 518 KBytes 4.24 Mbits/sec

[ 8. O 9. 0 sec 458 KBytes 3.75 Mbits/sec

[ 5] 0.0-10.0 sec 4.32 MBytes 3.63 Mbits/sec

Request Properties  Request Params

Property Value
IName start_twt \
|Description i
[Encoding \
?Endpomt htms //192 168.162.. \ reSpo response time: 5859ms (15 bytes)
\

~

Au A... Headers (0) Attachments (0) Representations (1) IMS Head... JMS Property ... Headers (6) Attachments (0) SSL Info (1 certs) Representations (2) Schema

3Tlmeout

Bind Address

Properties SoapUllog htiplog jettylog errorlog wsrmlog memory log
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* CnoXHocTun TecTupoBaHua npowmnskn moaynen Wi-Fi:
o NMpo6/aeMbl COBMECTUMOCTH
O OrpaHWU4YeHHble pecypchl
O B3aMMOJeNCTBUE B pealibHOM BPEMEHMU o

© Pa3/inind B BOSMOXHOCTAX yCTpOIZCTB




NMHTerpauyuoHHoe TeCTUpoBaH

+  KOHLENUMS MHTErpaLMoHHOro TECTUPOBAHNUS U ero 3HayeHue B loT .~

N

e  DEREST

65



NMHTerpauuoHHoe TeCTUpPoBa

KoHUenuusi MHTerpaLMoHHOro TECTUPOBAHUSA M ero 3HadeHue B loT ”
Kak HacTpouTb cpefibl UHTErpaLMOHHOIro TECTUPOBAHMUS C UCNOJIb30BaHNEM

peaJibHbIX yCTpOVICTB NN CUMYNIATOPOB

66

A

/

Virtualized
Environment

-
O

Your loT Device Virtualized
(real) Environment Customer

_ Sensor &
Device device model Backend SW
software (simulated) (real)

Sensor model &
backend software
(simulated)

| e |




NMHTerpauuoHHoe TeCTUpoBa

KoHuenuua nHTerpaLmoHHOro TeCTUPOBAHUA U €ro 3HayeHme B |o
Kak HacTpouTb cpefbl UHTErpaLMOHHOro TECTUPOBAHUSA C UCNOJIb30BaHUEM

peaJibHbIX yCTpOVICTB NN CUMYIIATOPOB

67

PeanbHble NMpuUMepbl cueHapuneB MHTErpauymoHHOIo TeCTUpPoBaHNA U UX

BaAa>XHOCTDb




MHTerpaunMoHHoe TecTupoBat

68
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NMHTerpauuoHHoe TeCTUpoBa

KoHuenuua nHTerpaLmoHHOro TeCTUPOBAHUA U €ro 3HayeHme B |o
Kak HacTpouTb cpefbl UHTErpaLMOHHOro TECTUPOBAHUSA C UCNOJIb30BaHUEM

peaJibHbIX yCTpOVICTB NN CUMYIIATOPOB

69

PeanbHble rMpuMepbl cueHapueB MHTErPaumMOHHOIoO TECTUPOBaAHUA U NX
BaAa>XHOCTDb
B3anmoanencrteue MeXAy arinapartHbiIM COCTaBIAOLLNMMU

ana eonee ad@EKTUBHONo TECTUPOBAHUS




NMHTerpauuoHHoe TeCTUpPoBa

s connech Overview CHUI1
-
Message &,
""Appliance Mini Interface
= MACS Log Load 8 Load 10

:sendDMACS]

Value Value

SendMacsl eturned error (1)"]

¢+ MACS Simulator

© MACS Devices ") Message

buffer - correcting"”

- BEST Logger
‘2> Robot tester
ANCRead (generated) 7 O
<C> Vision tester
) TestBot
ANC information
ANCFirmware S500022672__ A
NameFirmware A202
IDHardware GR1
_ New Window
Collapse Menu Alarm List
<> Menu Settings =

MACS: 1 device connected © 2 active Errors
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MHCcauTbl TeCTUpOBaHUA

®
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* [lpobnemMbl N1Oros

MHCcauTbl TeCTUpOBaHUA

®
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* [lpobnemMbl N1Oros

MHCcauTbl TeCTUpOBaHUA

®

» OO6HOBJIEHNE NPOLLUMNBKMU
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« KoMMeKCHbIN noaxon, BKAKOYAKLWNNA:

PekoMeHaaUuu
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PekoMeHaaUuu

« KoMMeKCHbIN noaxon, BKAKOYAKLWNNA:

o anmnapaTHOE,

76




PekoMeHaaUuu

« KoMMeKCHbIN noaxon, BKAKOYAKLWNNA:
O anmnapaTHOoE,

O rnporpamMmMHoe obecneyeHue,
77




PekoMeHaaUuu

« KoMMeKCHbIN noaxon, BKAKOYAKLWNNA:
O annapaTHOE,
O nporpamMMHoe obecrneyeHue,

) 78
o0 3HaHWSA B 06/1aCTU CeTEN N NPOTOKOJI0B Nepeaadun JaHHbIX




PekoMeHaaUuu

CETEBDBIE TEXHOJJOI'UHU

Web-pa3paborka

TpancnoprHo-cereBou
YPOBEHb

I Ipukiaaaon
YPOBEHB (IIPOTOKOJIBI
HIFTE . FTP ..o)

Pa3zpaborka puznuecknx
CeTeBbIX YCTPOMCTB

CeTeBOi, TPAHCIIOPTHHIN

ypoBeHb (1Iporokonsr IP,
BRI R )

Ousznueckuil (U KaHAJIbHBIN) YPOBEHD
(Ilporoxoinsr EPP. EEEE. ...)




PekoMeHaaUuu

« KoMnneKCcHbIN noaxon, BKJAKOYAOLWUN:
O anmnapaTHOoE,
O nporpamMMHoe obecrneyeHue,
O 3HaHus1 B 061aCTU CEeTEN U NMPOTOKOMOB Nepeaadn AaHHbIX °9
» Pecypchbl gnga nonydeHus npeaBapuTesibHOro onbita (OHIanH-Kypcebl, GopyMbl

M NPaKTUYECKNE NPOEKTDI)




PekoMeHaaUuu

« KoMnneKCcHbIN noaxon, BKJAKOYAOLWUN:
O arnnapaTHOoe,
O nporpamMMHoe obecrneyeHue,
O 3HaHus1 B 061aCTN CEeTEN U NMPOTOKOIOB nepegadn AaHHbIX d
» Pecypchbl gnga nonydeHus npeaBapuTesibHOro onbita (OHAanH-Kypcehl, GopyMmbl
M NPaKTUYECKNE NPOEKTbI)
 [loTeHuUKManbHble NPO6EMBI, C KOTOPbIMU MOTYT

CTOJIKHYTbCA HOBUYKW




 [lepcnekTuBbl MHTEepHETa BelleN

3akKnodyeHue

82




3akKnodyeHue

» [lepcnekTuBbl NHTEpHEeTa Bellewn
» Ba)XHOCTb TUWATEIbHOro TECTUPOBAHUSA NMPU pa3paboTKe NporpaMMHOro

obecneyeHuns ana NHTepHeTa Bellen
83




3akKnodyeHue

[lepcnekTnBbl IHTEpHETa BeLlen

Ba)XHOCTb TLW,aTesibHOro TECTUPOBAHUA NPU pa3paboTke NPorpaMMHOro

obecneyeHuns ana NHTepHeTa BeLlen
84
Yero cTont oxxnaaTtb OT TECTUPOBAHUA NporpaMMHoOro obecrnedenus loT B

oyayLiem




Q&A ceccusn

* [lpowy 3apgaBaTb CBOU BOMPOCHI

o 3pecb B yaTte SCAN ME

85

o B LinkedIn

o Hanpsamyto B Telegram @shaikin
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