bonbline faHHble —
oonbLlag OoTBEeTCTBEHHOCTb.

OnbIT 3adllNThbl OT yTe4HeK B aHAJIMTUYECKUX CNCTEMAX

Anekcen AptemMoB
https://www.linkedin.com/in/aartemov/
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I'Ipe,quocun KM K BbICTYTUJTIEHUIO

Sept 16 (Reuters) - TE————— YIS said it was investigating a cybersecurity incident after
report of a network breach that forced the company to shut several internal communications and
T — @rtioaTBEPANI YTEUKY NUYHBIX AAHHbIX KIUEHTOB ...

Puteiinep coobLwumn, 4To 06Hapy>Xun yTeuKy NUYHbIX 4aHHbIX KIMEHTOB U COTPYAHUKOB.
On Friday,ll®said it had no evidence that the incident involved access to sensitive user data such as trip Cel?!qa(- NPOBOAUT paccnefoBaHue U yCTpaHsieT NoCcNeacTBUS aTakMm...

histories and that internal software tools that the company had taken after the hack were coming back

¥ VC.ru

online.
¥s VC.ru
5 3DNews
R 22 10103pUINN B YTEYKE JaHHbIX: B CETHU ...

Cepeuc SR 00611 06 yTeuke AaHHbIX AGSPp ym A

nonb3oBarenen Rl 320103PUITM B YTEYKE AaHHbIX: B CETU PacnpoCTPaHsaoT MH(OpMaLMIO O
B 3asBneHun komnaHuu YKa3blBaeTCA, YTO yTevka npousoLuna mns-3a npoﬂa)Ke AaHHbIX KIMSHTOS 1 nponaBLlOB-

HenoBPOCOBECTHLIX AENCTBUM OQHOrO U3 €€ COTPYAHMKOB. MCTOUHMK n306pakeHus:
N

1 Mar 2022

B ceTtn nossunack nHTepakTueHas kapta ¢ yrekwmmmn aaqHHsMyi G

Ha kapre noseunvce pantsie v/

W Opyrux UCTo4HMKOB. Ha caiite c yteukamm...
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3anaya

1. Heobxoanmo ObINo orpaHnYnTb BO3MOXHOCTb HENPaABOMEPHOW Nepeaayn
JaHHbIX 3M nuuam

2. He crnomatb paboty KoMnaHum

3. Cpokun - ASAP




icxogHaa cutyauunga
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Bbi3oB 1 - “pacnon3aHne” gaHHbIX U OTBETCTBEHHOCTU

BAagerel ? BAageAes ? BAageAel ?

BAageAeh: UBaH BAagerel ?

Dota 'A' | ——=>> s{'l;:o o e, N E&f} —| BI
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BbizoB 2 - RLS

RLS (row level security) - aT0 300p0OBO, HO:

a.
b.
C.

Hy)KHO 3HaTb K KaKMM JaHHbIM ero Heob6xoamMmo NPUMEHATb

[oe-To BecTn NpuBA3Ky Y3 - Kntod cnpaBoYvHMKa

TpynosaTtpatbl Ha BHEOPEHME Ha YXXe CYLLEeCTBYHOLLEN MHPACTPYKType

Alljrecordsjin

table

e Chris;s/login

UserName |Country Sales

Fred USA 10000
Chris USA 9500
Tom France 9600
Fred Spain 9200
Chris Germany 9000
UserName |Country Sales

Fred USA 10000
Fred Spain 9200
UserName |Country Sales

Chris USA 9500
Chris Germany 9000
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BbizoBs 3 - RBAC & ABAC

RBAC (role based access control):

a.
b.
C.

TpebyeT perynapHon akTyanmsauum

[MoTeHumanbHO BGornbLIoe KOS-BO ponen Ans yrnpasneHns

[locTyn Ha ypoBHE OOBLEKTOB CUCTEMBI

2N

Sales

Customer
0 Database

Payroll

Codebase

C

Finance

Customer
Database

Payroll

Codebase

</>

Engineering

Customer
Database

Payroll

@ cCodebase
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BbizoBs 3 - RBAC & ABAC

ABAC (attribute based access control):

a. HeTt noBcemecTHOWN NOAAEPKKM CO CTOPOHbI TEXHUYECKMX CUCTEM
b. OuyeHb rMbKMIA Noaxod, NO3BONSIET AETaNbHO YNPaBNSATb AOCTYNOM
C.

MoxeT ncnonb3oBatbcs kak abetpakumsa Hag RBAC & RLS

Attribute-Based Access
Control

Resource Attributes:
e Sensitivity level
o Type of file

31 ~ Environmental
2 < n Attributes:
o) @ ) : e Location

- o o - e Time of login

e Security level
User attributes:

e Position
e (Clearance level
e Name



Boizos 4 - DLP

DLP cuctema aHanusmnpyet n rnepexsartbiBaeT Tpadouk KOMNaHnuu ans
BbISABIIEHUS KOH(UaeHUnansHon nHgopmaunm n, npu HeobXoanMocCTH,
GrIOKMPOBKU Nepenayn AaHHbIX.

basoBbin npuHuun pabdoTbl DLP cuctem — 310 chunbTpaumsa KOHTEHTa nNpu
OTrnpaBkKe 3a NepMMETP opraHmsaunmn nnmn B obako.
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Bbi30oB 5 pasHoe NoHMMaHue KPUTUYHOCTU AaHHbIX

rlepCOHaJ'Ibele AaHHblE - 3TO CaMO€e Ba>XHOe€E
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Bbi30oB 5 pasHoe NoHMMaHue KPUTUYHOCTU AaHHbIX

3abbInn, 4TO KOMNaHUs NyénuyHas
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Bbi30oB 5 pasHoe NoHMMaHue KPUTUYHOCTU AaHHbIX

A Bopyr B norax Hangyt IP agpeca nnu moxet Tam OygyT naponu
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Bbi30oB 5 pasHoe NoHMMaHue KPUTUYHOCTU AaHHbIX

Homepa TenedoHOB - 3TO CEKPETHO
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Bbi30oB 5 pasHoe NoHMMaHue KPUTUYHOCTU AaHHbIX

Cpeaun Hac Bparu

INVISIBLE
AREA AREA

& /. e TN B
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BbI30Bbl - UTOIO

“pacnon3aHne” gaHHbIX 1 OTBETCTBEHHOCTU
RLS (row level security)

RBAC (role based access control)

DLP - false\positive

Pa3sHoe NoHMMaHne KpUTUYHOCTU JaHHbIX

abkrowbd-~
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icxoaHas CnNTyauunda - NToro
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OnpegeneHne npUopuUTETOB

[MoOHATb KakMe gaHHble 3awmilaTh — CIUCOK CUCTEM nognexalumx salumnTe

p

<
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OnpeneneHne NpMopuUTETOB

Kak 3awuiars — oueHka Tpyaosarpar

® _©®
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Peanunsauuga
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Peannsayusa - opraHnsalnoHHas

Y6eaunu nogpasgerneHuns, YTo Lenb coXpaHuTb 3pdEKTUBHOCTb paboThl
COTPYAHUKOB
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Peannsayusa - opraHnsalnoHHas

LleHTpanu3oBaH npoLecc npegocTaBneHns gocTtyna

BbiN1O CTANO
WHuumarop JvHefrblA pyxosoamTens Bnageneu cuctemel VicnonkuTens WHuumarop JlHedkbl pykosoauTens Bnaneney cHCTeMbl Uentp WcnonkuTens
' N ' N
CAenaTtb 3aRBKY Ha Cornacosatb lNpepocrasnexnne Casnatk 33ABKy Ha Cornacosatk 2aABKy Ha NpeaocTaBnexmne
Service Desk 3a8BKY Ha [OCTYN ornacosaxo 2>—/af AocTyna Service Desk aoctyn CornacoBaxo? Cornacosaxo? AocTyna
A J/ N 7
Yeepomnexue ob Yaanomnenue of
oTKase oTkaze —+eF
-~ U <« 7
YeepoMnemue o YBEROMNEHHE O
npesocTaBneHnu NPEACCTIBNEHWM
faocTyna Aoctyna
-~ ~
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Peanunsauuga - opraHnsaymoHHas

AyauT CyLLECTBYIOLLIMX OOCTYMNOB U PErynsipHbIi MOHUTOPWHE AOCTYNOB
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Peanu3auusa - TexHunyeckas
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Peanunsauus - tTexHmndyeckada. RMS

Permission
[VIRestricted permission to this document Protect Workbook Proj
The following users have permission to this document: Control what types of changes people can make to this workbook. Size
Name Access Level Add... We ; Title
I, ! Control B ‘ Tags
- Always Open Read-Only Catec
® Prevent accidental changes by asking z
readers to opt-in to editing.
: e Relg
E. Encrypt with P: i hat it contains:
Q) Require a password to open this workbook. ameandabsolite path Last!
Additional permissions for users: Creat
[] This document expires on: < Protect Current Sheet Last |
[Jprint content E} Control what types of changes people can
ke to th t sheet.
[C] Allow users with read access to copy content MRS Rela
[[J Access content programmatically Protect Workbook Structure Auth
Extended poli E] Prevent unwanted changes to the structure
of the workbook, such as adding sheets.
Addttional settings:
[CJuser can request additional permissions from: Restrict Mees 2 < : [é 2 L ast!
(5 Grant people access while removing their >
ability to edit, copy, or print. (& > v Unrestricted Access
wiLnout >dV|’|g[
[[JReguire 3 connection to verffy a user's permission Add a Digital Signature Restricted Access
] security Watermark: DQ Ensure the integrity of the workbook by Corifidential \ All employees
adding an invisible digital signature.
Select R Highly Confidential \ All employees
Set Defaults... Save as template D Let readers know the document is final. Shout
rrkbook is viewed on the Web.
OK | Cancel




Peanu3auusa - TexHunyeckas
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Bbly4yeHHble YPOKK
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BblydeHHblEe ypOKUK

O PekTnBHOE PYHKLUMOHNPOBAHNE KOMMNAHUN U ee COTPYOAHUKOB - 3TO
BaXXHENLLMN NpuopuTeT
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BblydeHHblEe ypOKUK

[Mpn onpeneneHnn ypoBHSA KOHAOUAEHUMANBHOCTY AaHHbIX - HE NonaranTechb
Crneno Ha CyLeCTBYOLME MONMUTUKN

. POLICY

_¢.
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BblydeHHblEe ypOKUK

Ecnu He 3HaeTe Kak OLEHUTb KPUTUYHOCTb JaHHbIX - CXoAuTe B NPpoduUnbHbIe
noapasaeneHus
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Bbly4yeHHble ypoku

[MpoBoanTe perynspHbin ayguT 4OCTYNOB
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BblydeHHblEe ypOKUK

Nmente aktyanbHbi Data Catalog gaHHbIx\oTyeToB\BbIrpYy30K\... [1poBOoagnTE
pPerynspHyo CBepKy pakT4ecKkn CyLeCcTByoWmMX Tabnmuu\BUTpnH\OTYETOB\... C
Tem, 4To y Bac B Data Catalog

« W
_
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BblydeHHblEe ypOKUK

|/|CI'IOJ'Ib3yI7ITe MHCTPYMEHTDbI rnpeactaBrieHnA JaHHbIX, KOTOPbIE MO3BONAIOT
3alnpeTnTb SKCMNMOPT U KOoNMnpoBaHme AaHHbIX
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BblydeHHblEe ypOKUK

[MpoBoauTe 0Oy4yeHne COTPYOAHUKOB
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