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Dail Zovi's Law:;

The quality of your organization's security will mirror
the quality of the communication between its
engineering and security functions.
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the quality of the communication between its
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— Pa3 B kBapTan?
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YnqueHMe KOMMYHUKaL WU

[lonrocpo4Hoe ynyyueHne 6e30nacHOCTU
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:’) I_I pelul n OC bln KM Ecnn BaM KaXeTcs, YTO MOM 3aKOH

OEeNCTBYeT NMPOTUB BacC

— [lpouecc ncnpaeneHna ya3BMMOCTEN
npeBpallaeTca B xaoc

— HexBaTKa BpEMEHU B KOMaHAaX MensuH KoHBe
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o)  Security error budget

loNnNTNKA Tabnuua ABTOMATM3aLNA KOHTPOIb METPUKI
NCTMPaBJTIEHWA CTOMMOCTW
VA3BUMOCTEW VA3BUMOCTEW

- 4 hour fix - 1000% ycTaHoBKa due date v

High - 2 days fix High - 500% nofcyer error budget 0
- 2 weeks fix - 200%

- half a year fix - 50% 10 000$ / year

[10NONHUTENBHO:

dBTOMaTW3alliAd, aBTOMaTtWM3alliA, BU3Yall3alNA V1 aBTOMATW3al1A
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BaseVulnerabilityPrice = CriticalityPrice x ThreatAssessmentCoefficient

BaseVulnerabilityPrice
TargetFixPeriod

FinalVulnerabilityPrice = BaseVulnerabilityPrice +

* DaysOverdue




0 Security error budget

BaseVulnerabilityPrice = CriticalityPrice x ThreatAssessmentCoefficient

BaseVulnerabilityPrice
TargetFixPeriod

FinalVulnerabilityPrice = BaseVulnerabilityPrice +

% DaysOverdue

N
Budget = Z FinalVulnerabilityPrice;

=]
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= Cratyc OKR Aa KomaHpa & [lpuopetet... @ Team Type = B3artbin OKR / KomMmeHTapum

OKR npuHAaT <Redacted> important Product KR 1 Pacxop error-budget He Bbiwie 1000$



0 Security error budget

o Automation for Jira July 28, 2022 at 4:43 PM

Due Date is set automatically based on Priority and Vulnerability
Remediation Policy to 2022-09-26T13:43:07.8+0000

Edit - Delete © &



Error budget consumption by team

Assigned Team

Team #4

Team #2

Team #1

Team #10

Team #6

Show more...

Consupted budget

1202420

423150

125400

119519

57418

140790

2068697

42
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O PedepeHc

— Google SRE Error Budget

— GitLab Error Budget



https://cloud.google.com/blog/products/management-tools/sre-error-budgets-and-maintenance-windows
https://about.gitlab.com/handbook/engineering/error-budgets/

0 Security error budget

dnoy ucnpaBneHunst Ya3BUMOCTEN

aBTOMaTU3aLumn

[Tonck u
dukcayms B JIRA KOHCyNbTaunm BepunduKauns HanmcaHwe perpeca
BOCnpowusBegeHue

ncnpaBneHune
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Security error budget + ®noy ncnpasnenHus

Busyanusauus CBsa3b ¢ KOHBeeM

— Jira Charts \ Metabase \ — Co3paHne YETKOU CUCTEMDI
Tableau n T.4. pasneneHnst 30H OTBETCTBEHHOCTMU
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Security error budget

Security error budget + ®noy ncnpaBneHus

B Busyanmsauus CBA3b ¢ KoHBeem
— Jira Charts \ Metabase \ — Co3pgaHue YETKOMN CUCTEMDI
Tableau n T.A. pasgesieHns 30H OTBETCTBEHHOCTM

[TpeBpallaem “pyToon” B KoHBeep!

MensuH KoHBeu
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° Security-ambaccagopbl

Security Champions

— PaboTaeT He ana BCcex KoMaHAa

— Yem 6onblue TpebyeTcs
N3MEHEHUN, TEM CJIOXXHEe HaUTU
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9 4UTO paer: CBA3b ¢ KOHBeeM
— PeLlueHune croXXHbIX npobsiem — Cnocob ynpouieHnss KoOMMYHUKaLun
Yy CJTOXXHbIX KOMaHA CO CJTIOOXKHbIMN KOMaAHAOAMMU

— CoKpalleHune paccToaHUS
no 6e30nacHoOCTH

— YMeHblUeHne HOBbIX OAHOTUMHbIX
YA3BUMOCTEN B KOMaHAe
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0 Threat Assessment

Ctonbupbl UMEKT KpaTKoe HauMeHoBaHue. Pa3BepHYTbIM TEKCT KaXkgoro Bornpoca v OTBETbI
MOXXHO HaUTU HUXe

» 1 [H Onucanue metopos

All Entity EB Ready full 1 more... Locked Filter Sort Q Ry

System list

Aa Name — GitHub > Total Risk Assessment

5.7 example service https://github.com/hakluke/how-to-e: 60 )




Threat Assessment

7.7 example service

Ta6bnuua Threat Assessm
UHBEeHTapu3auusa

'l

®

Gt OnNpoCHUK ONns UHBEHTapu3aLum co3gaBaeMbliX U TeKYLLUX C

&
» BBopgHas nHpopmauusa no Tabnuue
» Kak BHecTu nHdopmauuio =
Ctonbubl UMEIOT KpaTKoe HauMeHoBaHue. Pa3BepHYTbIN TEKCT Ka> &
MOXXHO HaWTU HMXe

v 1 [§ Onucanue metopos
1. Access method - Tun gocTtyna nonb3oBaTenemn
a. [OoCTynHO TOJIbKO C ornpeaeseHHbIX XOCTOB BHYTPU
b. [ocTynHoO coTpyaHMKam Tosbko 3a VPN
c. [ocTtynHo cybnogpsayYmkam
d. [locTynHo ns HTepHeT
2. Number of users - KonnyecTtBo nonb3oBaTeneu

a. CepBUCOM nonb3yeTcsa Mano mop,eﬁ, 4YUCO NOoJib30
NI1aHNPYKT pa3BuUBaTb

b. CepBUCOM MoMb3yTCA COTPYAHUKN KOMMNaHUM

c. Cepsucom nonbsyercsa ao 70% kKnueHToB/BogUTENE

OBNOBNOBNOBNONNORBNONNO

d. CepsBucom nonbsyercs 6onee 70% KnnMeHToB\BOAMUT

Description
GitHub

Status

System manager
URL

Team

Documentation li...

Access method

Number of users

Revenue Impact

Service-off 1 day

User actions

Internal integration

External Integrati...

Owners fears

Data types

Financial logic

CepBuc-kodeBapka, 3aBapmBaeTt kode
https://github.com/hakluke/how-to-exit-vim
Active

Empty

https://github.com/hakluke/how-to-exit-vim
My Team
Empty

Available from the Internet [9] X

Select an option

Available only from certain hosts within the infrastructure [0]
Only available via VPN [4]
Available to subcontractors [7]

Available from the Internet [9]

The integration allows read access to sensitive data of r systems thi
The integration allows read access to sensitive data of other systems thi
Application data breach [5] 3

Non-sensitive data [5]

No [0]



Threat Assessment

9. Data types - Kakue Tunbl JaHHbIX XpaHATCA B cepBuce [ cucteme?

¢» Documentation li...  Empty
a. He xpaHaTcs
Access method i
b. [aHHbIE A71S PaBOTbl MPUNOKEHMS ® Available from the Internet [9]
c. He koHduaeHuUnanbHble gaHHble (*) Number of users The service is used by more than 70% of clients [¢
d. KoHduaeHunanbHble gaHHble ) Revenue Impact Does not affect [0]
e. MHOXeCTBO TUNOB KOHUAEHLMaNbHbIX AaHHbIX _
() Service-off 1day Company will not suffer or the processes of a sma
10. Financial logic - Cesi3aH 1 cepBuUC [ cucTeMa C Kakon-nmbo GpuUHaAHCOBOM NOrMKom?
User actions iti
a. Het ® Read sensitive data [8]
b. Oa (®) Internal integration The integration allows read access to sensitive dat
11. Money loss - [leHeXHble notepu\lloTepu nHbIX MaTepuanbHbIX akTUBOB ®) External Integrati... The integration allows read access to sensitive da
a. Henb3g notepaTbh AeHbru
(¥) Owners fears Application data breach [5]
b. BO3MOXHOCTb HEMPAMbIX AEHEXHbIX NOoTepb
Data types - iti
c. BO3MOXHOCTb NpsAMbIX AEHEeXHbIX/MaTepuasbHbiX NOTEPb © yP RN ERsIE Oa 5]
12. Business critical data - KonuyectBo 1 KayecTBo obpabaTbiBaeMbiX AaHHbIX (BusHec- (® Financial logic No [0]
KPUTUYHOCTb JaHHbIX)
(*) Money loss Possibility of indirect money losses [5]
a. He copepxurt
- Business critical ... i
b. MNepcoHanbHble AaHHble BoguTenen [ COTPYAHUKOB (YaCTUYHO) [ YaCTUYHbIe O Personal data of drivers [ employees (partly) / part
OaHHble Mo BHYTPEHHUM npoLeccam ®) Count roles Not required. No roles [0]
c. lNepcoHanbHble AaHHbIe KIMEHTOB (He oTHocsLWwuecs K BU3HeC-KpUTUYHbIM) /
S Total Risk Asses.. 60 ')
MOJIHble AaHHble MO BHYTPEHHUM npoLeccam
d. MNMepcoHanbHbie AaHHble BOOUTENEN NN KIIMEHTOB (coaepXxalwme busHec 2. TAready
KPUTUYHbIE OaHHble
P A ) > Fulldocumentre.. []

13. Count roles - Konu4yecTtso poneun nonb3oBaTenemn
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HanpaBndem Bolaenaem TA
AHKEeTbl Naam 3aMNOJTHEHHbIE

0e3 be30nacHMKa

[ lpoBOAVM MHTEPBLIO llenaeM nepeoLleHKy
CO BCEMMU, KTO He peXXe, YeM pas3 B roa
He BbIC/1a/l B CPOK
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© Y10 paer? CBA3b ¢ KoHBeeM
— BO3MOXXHOCTb CYUTATb METPUKMU — [lo3Bongaer
(WRT, DRW, Error Budget) KOMaHAe OCO3HATb
OTBETCTBEHHOCTb

— [1pnopuTeTbl Ha OCHOBE AaHHbIX

wu ey

— BbinosiHeHne TpeboBaHun ISO 27001 e e 4: :
Dot o
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B Ta6bnuua Tpe6oBaHuii No 6e3onaci

Mpwn onucaHMM HOBOro CepBUCa, Haa0 BHU3Y Tabnuupl Haxatb + New ,
BMUCaTb Ha3BaHWe CepBUCa, aTar p83pa6OTKM, OTBETCTBEHHYIO
KOMaHAy u paTy penusa (dakTuyeckyio unuv nnaHosyto). anee npu
HaBeaeHUU MbIWKWU Ha NYHKT Ha)XaTb KHONKY <> OPEN . BHyTpM
CTpaHuupbl Hapo BblbpaTb [TEMPLATE] {servicename} W u4uTaTb WANKy

“How-to".
E8B Table Filter Sort Q e
a Ha3BaHue cepBuca v) DTan pa3paboTku v) KomaHp;

# My pretty service
New

COUNT 1

AAA ~Aaaav
AQQ covel

&5 My pretty service

-] [aTa penusa Empty
KomaHpa Empty
3Tan pa3paboTku Empty

/1 Threat Assessm... Empty

(Q TA Score Empty

= ABTOpP Empty

Add a property

0 Add a comment...

» Kak nonb3oBatbcs (How-10)

» Kputepuu, korga 100% Hago obcyxkgaTtb peanmsaumio ¢ <Security

O6Lee TpeboBaHMS KO BCEM HOBbIM CEepBUCaM

- XpaHeHue Koaa v paboTa ¢ penosutopuem
- Cepuanusauusa \ XML
ABTOpPU3aLuA
- Baaumopgeuncrtaue no http
- TpeboBaHus K HTTP-3anpocam
TpeboBaHUsA K ceccusam

- JlornpoBaHue

OTMeTb ecnu ecTb ayTeHTUdurKaLuus
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3 Ta6bnuua TpeboBaHuii No 6e3onaci

Mpwu onnucaHnn HOBOro cCepBuca, Hago BHM3Y Tabnuubl HaxaTb + New ,
BNUCaTb Ha3BaHMe cepBuca, atan pas3paboTku, OTBETCTBEHHYHIO
KOMaHAy un paty penuaa (pakTuyeckyo unm nnaHosyto). [lanee npu
HaBefeHUN MbILWKWN Ha NYHKT HaXKaTb KHOMNKY <> OPEN . BHyTpwu
CTpaHuLUbl Haao BblbpaTb [TEMPLATE] {servicename} W 94uTaTb LWIANKY
“How-to".

B8 Table -+ Filter Sort Q

Aa Ha3BaHue cepBuca (*) 3tan pa3paboTku (*) KomaHpg;

£ My pretty service

New

COUNT 1

A

) Darta penusa Empty
() KomaHpa Empty
(v) 9ran paspaboTtku Empty
/1 Threat Assessm... Empty
Q. TA Score Empty
«a ABTOpP Empty

Add a property

o Add a comment...

» Kak nonb3oBatbcsa (How-to)

» Kputepuu, korga 100% Hapo obcyxpaTtb peanusauuio ¢ <Security

O6Lee TpeboBaHUA KO BCEM HOBbIM CepBUCaM
+ XpaHeHue koaa u pabota ¢ penosutopuem

+ Cepuanusauus \ XML

+ ABTOpM3aLUA

+ B3aumopeuncteue no http

+ TpeboBaHus K HTTP-3anpocam

+ TpeboBaHus K ceccusam

+ JloruposaHue

OTMeTb ecnu ecTb ayTeHTUdUKauus
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B Ta6bnuua Tpeb6oBaHuUii No 6e3onaci

Mpwn onnucaHnm HOBOro cepBuca, Hago BHM3Y Tabnuubl HaxaTb + New ,
BNUCaTb Ha3BaHWe CepBuUca, atan pa3paboTku, OTBETCTBEHHYHO
KOMaHAay u paty penuaa (pakTtuyeckyo unm nnaHosyio). [lanee npu
HaBeOeHUN MbILLKW Ha NYHKT HaXaTb KHOMNKY <> OPEN . BHyTpu
CTpaHuLUbl Haao BblbpaTb [TEMPLATE] {servicename} W u4uTaTb LWIANKY
“How-to".

B8 Table -+ Filter Sort Q

Aa Ha3BaHue cepBuca (*) 3tan pa3paboTku (® KomaHg;

£ My pretty service

- New

COUNT 1

S

(5) Data penusa Empty
(*) KomaHpa Empty
(v) 9ran paspaboTtku Empty
/1 Threat Assessm... Empty
Q. TA Score Empty
«a ABTOpP Empty

Add a property

o Add a comment...

» Kak nonb3oBatbcsa (How-to)

» Kputepuu, korga 100% Hapo obcyxxpaTtb peanusauuio ¢ <Security

O6Lee TpeboBaHUA KO BCEM HOBbIM CepBUCaM
+ XpaHeHue koaa n pabota ¢ penosutopuem

+ Cepuanusauusa \ XML

+ ABTOpM3aLUA

+ B3aumopeuncteue no http

+ TpeboBaHus K HTTP-3anpocam

+ TpeboBaHus K ceccuam

+ JloruposaHue

OTMeTb ecnu ecTb ayTeHTUdUKauus
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&5 My pretty service
NaTa penusa Empty

(v) KomaHpa Empty

(¥) 9T1an paspaboTku Empty

© Hide description /1 Threat Assessm... Empty
4

3 Ta6bnuua Tpe6oBaHUM| O Tscoe Empty

Mpu onucaHuM HOBOro cepeuca, Haao 22 ABTOp Empty

BHU3Y Tabnuupl HaxaTb + New , BNUCaTb

Ha3BaHue cepBsuca, aTan pa3paboTky, + Add a property

OTBETCTBEHHYI0 KOMaHAy U aaTy penusa
(pakTmnyeckyo unu nnaHosyto). [lanee npwu
HaBeO4EHUMN MbILLKM Ha MYHKT HaXaTb Add a comment...
KHOMKY <> OPEN . BHyTpwu CcTpaHuLbl Hago 3

BblbpaTb [TEMPLATE] {servicename} W
yuTaTb wanky “How-to".

> Kak nonb3oBaTtbcsa (How-to)

EB Table - Filter Sort Q - > Kputepum, korga 100% Hapo obcyxpaaTb peanusaumio ¢
Aa Ha3BaHue cepBuca () 3tan pa3spat <Security>:
& My pretty service O6uiee TpeboBaHMA KO BCEM HOBbIM CepBUCam

New + XpaHeHue Kopa u paborta ¢ penosuropmem

DOORE o + Cepuanusauusa \ XML
+ ABTOpU3aLUS
+ B3aumopeucteue no http

+ TpeboBaHusa K HTTP-3anpocam
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OTMeTb ecnin ecTb ayTeHTUdUuKauus

+ Ba3oBble TpeboBaHuUs

4
/ D MNpun peanuzaumm MexaHM3MoB ayTeHTUOUKaLNN yﬁeDMCb YTO Thl
!

! He CTPOMULLb CBOW Benocunen, Koraa ecTb YXXe rotToBbln

/ [] Mo6ble BHYTpPeHHME “pyyKkn” (3SHAMOUHTbI) MPUNOXEHUS AO/KHbI
NPOBepPATb Hann4Yme cecCumn 1 npasa Ha BbINO/IHEHWE OaHHOIo
OEeNCTBUSA y NoNb30BaTeNs.

+ AyTeHTUdMKaLMs C MOMOLLbIO Naponen

[] He ucnonb3syi ayTeHTUGUKALMIO MO Naponsm He o6cyamm 3To C
<Security>

[] Ons xelumpoBaHus naponein ucrnonb3yercs anroputm berypt

[] O6aymaii cueHapuii MHBanMaaLmMm ceccuin Npyu CMeHe napons
NV NPeaIoXnN anbeTpHaTUBDI

[] Ccbinka gns cb6poca napons ¢ TOKEHOM, A0/KHO XUTb He 6onee
24y.

+ O6wme TpeboBaHuA No ayTeHTUdKaLUKU Nonb3oBaTenemn

+ O6wme TpeboBaHuA No ayTeHTUPUKaLum Yepes OTP

CekpeTbl, TOKEHbDI

+ XpaHeHue

+ Banupauus

OTMeTb ecnu ucnosb3aytorca $painbl



g
& Security Checklist




Q Security Checklist

€ Uto naéT? CBA3b ¢ KoHBeeMm

— YYeT perpeccoB No apxXnUTeKkType — JlenaemM apXuTeKTYPHbIN KOMUTET

— YeKk-NUCT OS5 NPOBEPKY KOMOpTHbIM Ans UT

peann3aLum



Training days




Training days




6 Training days

CocTaB

— TpeHnpoBkKa BlueTeam

— AyaunT cepBuca

— LWepuHr skcnepTnsbl




G Training days

© YTo paéT? Kak nameputb?

— TpeHnpoBKa BlueTeam — HanpeH xota 6bl 0OAUH UHCAUT

— LLapunHr akcneptu3bl
— 9KcnepTusa nowapeHa Ha N yenoBek

— Bbixop, 3a npeaenbl

noBceaHeBHbIX 3aaay — BbliaBNeHbl HOBbIE YA3BUMOCTWU

— [TonoXxuTtenbHbIN GUadEK



Q Training days

© Yo naér? Kak nsmeputb?

— TpeHupoBka BlueTeam — HanpgeH xota 6bl OAUH UHCAWUT

— LLapunHr akcneptu3bl
— 9Kcrneptusa nowapeHa Ha N 4yenoBek

— Bbixopa 3a npepensbl

noBceaHeBHbIX 3aaay — BbliaBNeHbl HOBbIE YA3BUMOCTWU

— [TonoXxuTtenbHbIN GUadEK

CBA3b ¢ KoHBeeM

— PewieHne npobaemMbl MEXXKOMaHHOTIO
B3aMMOAEeNCTBUSA



0 Bonpochbl?

[Ipoekumna 3akoHa KoHBeda Ha Vb t .me/edgesec

edgesecc

Cyber Strategy

Security error budget

Security-ambaccagopsil
Threat Assessment

Security Architecture

Training Days




