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https://www.youtube.com/watch?v=eJShMFzDV6g
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YeM npouecc 3aHAT BO BpeMa MHUMAEHTa?

PeweHue
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Bcerna v Bespe

M cToprnueckmne paHHble



async-profiler

https://github.com/jvm-profiling-tools/async-profiler/

Releases [ v2.6

Continuous profiling

({B apangin released this 10 Jan 2022 - 69 commits to master since this release O v2.6 -0 ce9labe &


https://github.com/jvm-profiling-tools/async-profiler/

async-profiler

https://github.com/jvm-profiling-tools/async-profiler/

Releases [ v2.6

Continuous profiling

ﬁ'ﬁ apangin released this 10 Jan 2022 - 69 commits to master since this release O v2.6 -0 ce9labe &

Jun 10 14:18 profile-20220610-141800.html
Jun 10 14:19 profile-20220610-141900.html
Jun 10 14:20 profile-20220610-142000.html
Jun 10 14:21 profile-20220610-142100.html



https://github.com/jvm-profiling-tools/async-profiler/

O Pyroscope Docs Blog

Open Source Continuous Profiling Platform



o Pyroscope Docs Blog

Java

Pyroscope uses async-profiler to collect profiling data from Java applications.




Bkniounm sespe async-profiler

System CPU utilization, millicores
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Kak paboTtaeT async-profiler®

perf CUETUMK Ha KaXkabIM NOTOK W
COTHM MNOTOKOB — g
no 50 koHTenHepos Ha cepsep —

high system %cpu

" https://www.youtube.com/watch?v=QiGrTvsCZmA



https://www.youtube.com/watch?v=QiGrTvsCZmA

Kak paboTtaeT async-profiler®

perf cueTUMK Ha KaXkabl NOTOK
COTHU NOTOKOB

no 50 koHTenHepoB Ha cepBep

danNOBbIN AECKPUNTOP Ha CYETUMK

namaTb ansa kernel ctexkos

" https://www.youtube.com/watch?v=QiGrTvsCZmA

— =
/

high system %cpu


https://www.youtube.com/watch?v=QiGrTvsCZmA

Per-thread cuetTuuk

* ['1noxo MacwTabupyeTtcsa

PeweHue: per-CPU cuétunkn

No contention

System wide



perf

* System wide > He Java-friendly
+ Low overhead % -XX:*+PreserveFramePointers
* He nokasbiBaeT interpreted MeToab!

+ CnyyvaunHbie JVM kpawwn (JDK-8173361)

* HeT npodunmpoBaHmsa annokaumm 1 NOKOB



NuTterpauuna System-wide profiler c Java

-

System-wide

profiler g
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async-profiler

async-profiler

+ Java stack
+ allocations
+ locks

+ Java stack
+ allocations
+ locks
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NuTterpauuna System-wide profiler c Java

+ Java stack
+ allocations
+ locks

4 N

\
System-wide e

profiler g
4 )
:

, + Java stack
, + allocations
async-profiler | locks

Kak nocnaTb curHan ot perf cuétumka Hy>kHOMy npoueccy/noToky?







KpaTkoe sesepneHue 8 eBPF (nnun npocto BPF)

BPF 81992r - “BPF classic”
Berkeley Packet Filter

C2013r eBPF - "Extended BPF"

e 72
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ﬁ'eBPF https://ebpt.io/
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https://ebpf.io/

BPF- mukponporpammbi 8 aape Linux

boicTponeucTeue
NporpaMmbl pexxuma BPF nporpammbi B Syscalls: 100-200 HaHocekyHA
nonb3oeaTtens pe)XxmuMe aapa BPF Helpers: npamon Bbizos

[ IlpamMon pocTyn K HeKOTOpbIM
System calls BPF Helpers lpamoit aoctyn CTPYKTYPaM 440pPa

K naMaTn®

be3sonacHocTb n yaobcTeo pexnma
Kernel

nonb3oBaTens
Bepudukauma koppekTHOCTH

HnHamunueckas 3arpyska



BPF 8 06nake OaHoknaccHukos one-cloud

LLlennep ceteBoro Tpaduka

https://habr.com/ru/company
/odnoklassniki/blog/57/2206/

HenpepbisHbiv c6op perf MeTpuk
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instructions, cycles, cache-misses,
cpu-migrations etc.



https://habr.com/ru/company/odnoklassniki/blog/572206/

Xn3HeHHbIn unkn BPF nporpamMmbi

C source

|

LLVM bytecode

l

BPF bytecode

Interpreter JIT
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Xn3HeHHbIn unkn BPF nporpamMmbi

C source

|

LLVM bytecode
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BPF bytecode

- _'/'v:,.
".
-
»
Ny
. N >
r o8 8 )
o
= . P
™ . s B

- pe-To A 3TO y)Xe Buaen

a\/

|

BPF Verifier

BPF Virtual Machine
“Sandbox”

Interpreter JIT

Kernel
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Boamo)HocTun BPF

[Mpueaska k cobbiTnam B Kernel (Tunbl nporpamm):
ceTb, perf events, tracepoints, kprobes, uprobes...

BcnomoraTtenbHbie meToapi: BPF Helpers

XpaHeHune coctoanua: BPF Maps
Xaw-Tabnumupl, MaccumBebl, KOonbLEBble bydepbl, ...
Hoctyn ns BPF n user-space, cospaHvne Tonbko 13 user-space

Bo3mMoxHocTU 3aBUcAT oT Bepcuu aapa Linux
HaM Hy»<HO 5.7 nnu Bbiwe

https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md



https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md

OrpaHunuexHuna BPF

Tonbko «NpocTble» MUKpoNporpaMMbl
HeT HeorpaHMYeHHbIX LMKNOB, ANHAMUYECKOW annoKaumm, NOTOKOB,
BBO/AA-BbIBOAA U T.M.

OrpaHuueHusa Ha pa3mep: cTeKka, YMCNa MHCTPYKLUUA, BETBNEHUI

CraTuueckun pokasyeman KOppeKTHOCTb
Bepudurkatop MoxkeT oTBepratb KOppeKkTHbIN KO



Tpebosanusa k BPF nporpamme ana npopunuposaHus

[leprnopnueckun cpabatbiBaTb Ha KaXKAOM aape NpoUeccopa Linux Container

[lpoBepsaTb, uto BbiINnONHAEeTCA NoTok JVM c areHTOM JIVM

[MonyuaTtb kernel+user ctek ,
async-profiler agent

[locbinaTb curHan npoueccy ¢ areHToM

signal

BPF nporpamma ———— > stacks Kernel
kernel+user ctex N
BPF Map




BPF nporpamma Tuna perf event

MoykHo npusa3sbiBaTb K perf cueTunkam

cpbu cveles interrupt
peff co{mter — BPF nporpamma

[/ uvBYyc © 9~tSHO
Int do_perf event(struct bpf perf event data *ctx) {
é

}



HyxHblie HaMm BPF Helpers yxe ectb

[lpoBepuTb utTO BoINONHAETCA NOoTOK Npouecca JVM c areHTom
bpf get current_pid_tgid: nonyunTb thread id + process id

bpf get_current_task: nonyunTb struct task info (tid, pid, sched policy,...)
[Monyuntb user+kernel cTek

bpf get stack
[locbinaeT curHan npoueccy c areHToMm

bpf send signal thread



User-space neMoH: ceasylouwee 3seHo Mexay areHToM n BPF

Linux Container

async-profiler agent

signal

system-wide
perf counter

—> BPF nporpaMmma ————— > stacks

kernel+user ctex Kernel

BPF array map



User-space neMoH: ceasylouwee 3seHo Mexay areHToM n BPF

NHnumnanusumpyet
Cospaert perf counter,
BPF nporpammy & maps :
signal
v

system-wide
perf counter

——> BPF nporpamma

Linux Container

JVM

async-profiler agent

—

kernel+user ctek

stacks

BPF array map

Kernel



User-space neMoH: ceasylouwee 3seHo Mexay areHToM n BPF

Linux Container

NHnumnanusumpyet JVM
areHTa

async-profiler agent

Cospaert perf counter, Coobuwaet BPF o
BPF nporpammy & maps : paboTatownx areHTax

signal

jvm_pids|BPF hash map

~

—> BPF nporpaMmma ————— > stacks
kernel+user ctek

system-wide

perf counter Kernel

BPF array map



HeMoH: uHnumanusaums perf counter n BPF nporpammbi

system-wide

perf counter BPF program




HeMoH: uHnumanusaums perf counter n BPF nporpammbi

[Mpamo n3 Java! Ucnonb3ayem one-nio https://github.com/odnoklassniki/one-nio

[ [ 106tk 0 d3 BPF ftesctcOd@idigz d MsLHOJ B BPF maps (

var prog = BpfProg.load(nprofile.bpf. oo, ProgTy
[ | CBLHOJ] & Myd syd¢
var perfCounter = Perf.openGlobal( /[l per -cpu
PerfEvent.HW REF CPU CYCLES, [ [ My lbyds¢ BOCIkes syl Mn
Perf. ANY_ PID, /[l system - wide
PerfOption.period(10 000 0OO0OL)); [ | MBrIsdj t©WOL 9o 10 d3dzdz Is

[ [ ltwdowL"o9oOJdB BPF ftesctcORBEz ¢ MsBr Isde perf MmMyy
prog.attach(perfCounter);

system-wide . BPF broeram
/1 10fkMSOj & perf counter prog
perfCounter.enable();



https://github.com/odnoklassniki/one-nio

Kakou kntou ucnonososatb 8 BPF Map stacks?

cpu id O6paboTumk cnurHana MoxkeT ObITb Linux Container
Bbi3BaH Ha OPYroM a4pe

PY P WM
thread pid Pa3Hble pid Namespaces async-profiler agent
thread pid B ns koHTenHepa (ns_tid)
He yHu1KaneH

signal
BPF program —— > stacks Kernel
kernel+user crek

BPF map



Xaw-tabnuua ana nepenavn CTekos

Kaxwabin anemeHT - 6ydep 1024 6auT

NHpekc aneMeHTa BbluncnseTtca u B areHte, u 8 BPF:
Index =( ns tid + salt)% length

Ceonsalt ana kawporo areHTa

[lonyuaeM ns tid :
bpf get ns current pid tgid (kernel 5.7 n Bbiwe)

Bo3MoykHbI KONAU3NNY

Pasmep: 256K anemenToB * 1024 6amnT = 256 M6



Hoctyn kK BPF maps n3 koHTeunHepa

BPF syscalls HegocTynHbl Linux Container
VM

async-profiler agent

BPF program ——— > stacks
kernel+user ctek

Kernel

BPF array map



Hoctyn kK BPF maps n3 koHTeunHepa

BPF syscalls HegocTynHbl Linux Container

IVM
OTtobpaxaem namato BPF array map

async-profiler agent

BHYTPb Npouecca
mmap(map_fd)

Bce ewe HyxHO nonyunTtb map fd

BPF program ——— > stacks
kernel+user ctek

Kernel

BPF array map



[lepenaeMm map fd uepes unix socket

3aoaHo y3HaeM PID JVM arenTa B root namespace Linux Container

JVM

map_fd
HemoH : unix socket ’: async-profiler agent
jvm_pid

mmap(map_fd)

signal

system-wide
——> BPF program ——— > stacks
perf counter kernel+user crek

Kernel

BPF array map



IleMoH: npoToKkon nHMuManmnsaunm areHTa yepes unix socket

N cHoBa ncnonbsyem one-nio!

I Rdz yd Oz L fif s ¥ jj Isi3
var Sock = Socket.createUnixSocket (SOCK_SEQPACKET);

sockbind (n/ path/to/socketo, NO PORT, O0);
sock.listen (256),

[ r HJ]URBSHSC dz¥ Y asymg Wprofiler
Sockets=  sock.accept ();

I sdzz y®Pd&/M M Oc | dzlsasyag - profiler
int jvm _pid = bytesToIint (s.getOption ( Socket.SOL SOCKET, Socket.SO PEERCRED));

I 4 Jt] HOJ] d HJ MBPEdpbLardke d salt
Int salt = hash( jvm_pid );
s.sendMsg (new Msg( IntToBytes (salt)). withFd ( bpfMapStacks.fd (), 0);



BPF: untaem pid, tid, policy ns task struct

/I task struct B W o drjkdmel headers
#include <  linux /sched.h >

é
[/ uvByYyS§ 0O 9-~-8HO
Int do perf event (struct bpf perf_event data *ctx ) {

int td ,pid , policy

1 sdzz yELB®L Olsgz@mlis tclz § Is &z t€drnel

struct  task struct  *task = (struct task struct *) bpf get current task 0;
tid =task ->pid ;

pid =task ->tgid ;

policy = task - >policy;



BPF: untaem pid, tid, policy ns task struct

/I task struct B W o drjkdmel headers
#include <  linux /sched.h >

é
[/ uvByYyS§ 0O 9-~-8HO
Int do perf event (struct bpf perf_event data *ctx ) {

int td ,pid , policy

1 sazzy@fLidB®L Olsgz@mils tc iz ¢ Is &z t&dznel
struct  task struct  *task = (struct task struct *) b

tid =task ->pid ;
pid =task ->tgid ;
policy = task - >policy;

3asucumocTb oT kernel headers: cobupatb otaenbHo ana kaxxaou céopku Kernel



