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Disclaimer & CBEP

O yem?
 [Mpo onbIT
* [Mpo pecepu
* Mpo 6onb
Ona koro?

« 1na pa3paboTunKoB
« Ina Ops nHXxeHepoB
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€% Status: 403 Forbidden Time: 482 ms Size: 627 B

HTTP 1.1 POST
Cookie: JSESSION=UNEXISTED_SESSION

@ BackEnd

S |

HTTP Status: 403
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Kak uccnegyem nnasaowme gepeKkrbi?
Jlokanunsyem:
o OpunH VM?
o OpwuH ExecutorService?

o OpuH Thread?
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ThreadLocal<Context> threadLocal = new ThreadLocal();

public void performWithThreadLocal() {

threadLocal.set(new Context("some state"));

threadLocal.remove();



TL 3p0poBoro yenoeeka o ceep

ThreadLocal<Context> threadLocal = new ThreadLocal();

public void performwWithThreadLocal() {
threadLocal.set(new Context("some state"));

try {

} finally {
threadLocal.remove();

}
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indler.java RegionAwareReverseFlowHandler.java CpNotificationReverseFlowHandler.java t ReverseFlowConstants.java GflDepositMapper.java 4 ThreadlLocal.java

~/ldeaProjects/ufs-product-profile/ufs-cpp-app/ufs-cpp/src/main/java/ru/sbrf/ufs/platform/cpp/service/get/instance/reverseflow/impl/ReverseFlowCompositeHandler.j:

fiCUULUCU Gy up — gociiup oy
if (map != null) {
map.set(this, value);
} else {
createMap(t, value);

Iy

VEz

* Removes the current thread's value for this thread-local
* variable. If +hic +hrond-1 1 inhle ic citheonniiantli:

* {@Linkplain #c Method remove() of java.lang.ThreadlLocal 100+ usages L]

* reinitialized [ /&H 59 1 @ E |All Places v Usages or usages of base method £

% unless its val 4 @ patenmeconiexutrioljger gy = resewatelnmecontiexty)

o T e 4= UserCredentialsDataSourceAdapter @ = removeCredentialsFromCurrentThread()

* {@code initiol 4= UserCredentialsConnectionFactoryAdapter @ = removeCredentialsFromCurrentThread()
. (5} = SimpAttributesContextHolder §) = resetAttributes()

* @since 1.5 4= TestContextManager @ = afterTestClass()

*/ [ ¢ 4 ° TransactionContextHolder ) © removeCurrentTransactionContext()

public void remo 4= ConnectionSpecConnectionFactoryAdapter @ = removeConnectionSpecFromCurrentThread)()

ThreadLocalM (5} = TransactionSynchronizationManager §) @ doGetResource(Object)

F3 i e o (5} = TransactionSynchronizationManager ) @ doUnbindResource(Object)
o (5} = TransactionSynchronizationManager §) = clearSynchronization()
} (5} = TransactionSynchronizationManager &) = clear()
} (54 = TransactionSynchronizationManager @ = clear()

(5} = TransactionSynchronizationManager ) = clear()



peM K nctoky & CBEP

Jlorn sapoTmnpoBanncCe...
Bocnpounssogmm ownbKy eule pas

wem nepByto OWNOKY W...

Caused
at
at
at
at

by: java.lang.StackOverflowError: null

java.base/java.lang.ThreadlLocal.set(ThreadLocal.java:220) ~[na:na]
org.springframework.aop.interceptor.ExposeInvocationInterceptor.invoke(ExposeInvocationInterceptor.java:96)
org.springframework.aop.framework.ReflectiveMethodInvocation.proceed(ReflectiveMethodInvocation.java:186)
org.springframework.aop.framework.CglibAopProxy$DynamicAdvisedInterceptor.intercept(CglibAopProxy.java:691)
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Exposelnvocationlnterceptor

public Object invoke(MethodInvocation mi) throws Throwable {
MethodInvocation oldInvocation = (MethodInvocation)invocation.get();

invocation.set(mi); Internal — API
Object var3; BosBpalwaeT npegsigyuiee
o i 3Ha4veHune
var3 = mi.proceed();
} finally {

invocation.set(oldInvocation);

}

return var3;
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private void bindToThread() {
this.oldTransactionInfo =

(TransactionAspectSupport.TransactionInfo)TransactionAspectSupport.transactionInfoHolder.get();
TransactionAspectSupport TransactionAspectSupport.transactionInfoHolder.set(this);
}

private void restoreThreadlLocalStatus() {
TransactionAspectSupport.transactionInfoHolder.set(this.oldTransactionInfo);

}
000
@Nullable
static Object setCurrentProxy(@Nullable Object proxy) {
Object old = currentProxy.get();
if (proxy !'= null) {
AopContext currentProxy.set(proxy);

} else {
currentProxy.remove( );

}

return old;
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000
Lock someLock = new ReentrantLock();

public void processWithLock() {
someLock.lock();

try {

} finally {
someLock.unlock();
}
}
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Red Zone
Yellow Zone

Frame 4

- Fatal JVM error
- StackOverflowError

XSS

Frame3

Frame 2

Frame 1

EntryFrame




Java pewaeTt! (c jdk 9) ©ceep

JEP 270: Reserved Stack Areas for Critical Sections

Reserve extra space on thread stacks for use by critical sections, so
that they can complete even when stack overflows occur.

Red Zone

Yellow Zone - Fatal JVM error

Reserved Zone - StackOverflowError

Frame3
- StackOverflowError MOC/IE BbIxoaa 13 cekuum

Frame 2

Frame 1

EntryFrame https://pangin.pro/posts/stack-overflow-handling
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package jdk.internal.vm.annotation;

@Retention(RetentionPolicy.RUNTIME)
@Target ({ElementType.METHOD, ElementType.CONSTRUCTOR})
public @interface ReservedStackAccess { }
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package java.lang;

public class ThreadLocal<T> {

aReservedStackAccess
public void set(T value) {

aReservedStackAccess
public void remove() {
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private static final Logger logger =
ThreadLocal<Context> threadLocal = new ThreadLocal();

public void performWithThreadLocal() {
threadLocal.set(new Context("some state"));

try {

} finally {
log.debug("I'm in finally!!!");
threadLocal.remove();



Jlornpym npasunbHo!

private static final Logger logger =
ThreadLocal<Context> threadLocal = new ThreadLocal();

public void performwWithThreadLocal() {
threadLocal.set(new Context("some state"));

try {

} finally {
threadLocal.remove();
log.debug("I'm in finally!!!");

& CBEP
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ThreadLocal<Context> threadLocal = new ThreadLocal();

public void performWithThreadLocal() {

try {
threadLocal.set(new Context("some state"));

} finally {
threadLocal.remove();






& CBEP

« Het StackOverFlow — HeT npobnem!

* MoHnunTtopb StackOverflowError n
OutOfMemoryError B cucteme
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COBCEM HEMHOI'O
DATASOURCE’'OB
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Y10 BaXKHO?
Pe3epBHbIi 610K o EcTb pe3epBHbIY 610K, 6€3 Harpy3ku

o B nobon MOMeHT MOXXHO NepeBecTu BCHO
HarpysKy Ha Hero

Pennankauuum

I
>




DataSource - 310 npocTo & CBEP

Kak Mbt BCce paboTatoT ¢ DataSource
o000

@Service
public MyService {

private final DataSource dataSource;

@Autowired
public MyService(DataSource dataSource) {
this.dataSource = dataSource

}

public void executeSql(String query) {
try (Connection conn = dataSource.getConnection()) {
try (PreparedStatement ps = conn.preparedStatement(query)) {
ps.execute();
}
}
}
}
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Y10 Nnpounsowno?

NepekntoueHme B StandBy nop Harpy3kou
He nporpetbie DataSource’sl
MaccoBoe co3gaHmne Connection’os

Logon Storm Ha B[],
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General Properties

Scope

cells:tvlda-efs001799Cell01:nodes:tvida-
efs001799Node01:servers:serverl

Connection timeout

|2 |seconds

Maximum connections

|3o |connecﬁons

Minimum connections

|1 |connecﬂons

Reap time

|300 |seconds

Unused timeout

|300 |seconds

Aged timeout

|6OO |seconds

Purge policy

Back
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WebSphere::Minimum connections

This property defines the minimum number of physical connections that will be kept
open in the free pool. When the JVM is started, WAS does not automatically create
the number of connections that is defined by this property.

HikariCP::minimumldle

B minimumidle

This property controls the minimum number of idle connections that HikariCP tries to maintain in the pool. If the
idle connections dip below this value and total connections in the pool are less than maximumPoolSize, HikariCP
will make a best effort to add additional connections quickly and efficiently. However, for maximum performance
and responsiveness to spike demands, we recommend not setting this value and instead allowing HikariCP to act

as a fixed size connection pool. Default: same as maximum~PoolSize
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WARMUP

CONNECTION

SLEEP
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public void warmup() {
List<Future<Connection>> futures = new ArrayList<>(minConnections);

final RateLimiter rateLimiter = RatelLimiter.create(maxOpenRate);

try {

for (int i = 0; i < minConnections; i++) {
rateLimiter.acquire();

futures.add(executorService.submit(() -> getConnection(minConnections)));

} finally {
List<Connection> connections = extractFutures(futures);
forceOpenConnections (connections);

releaseOpenedConnection(connections) ;



'penka!

aNullable
private Connection getConnection(int minConnections)
throws SQLException {
Connection connection = dataSource.getConnectionUpTo(minConnections);

if (connection = null) {
useConnectionToBypassLazyWrappers(connection);

}

return connection;

private void useConnectionToBypassLazyWrappers(Connection connection) {
try {
connection.createStatement().close();
} catch (SQLException e) {
log.warn("Unable to open connection to maintain minConnections", e);

& CBEP
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Mopanb

Ectb StandBy?

[MpoBepan “xonoaHbin” nepexon,
Ha Hero nNoj, No/JIHOW Harpy3Kowu




& CBEP

GRPC 4
HA [JIOPOXKY *
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*SRPC
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000
gRPC KNneHT reHepupyeTcd Ha OCHOBE:
protobuf ({
generatedFilesBaseDir = "$projectDir/gen"
o proto ¢pann
protoc {
artifact = "com.google.protobuf:protoc:3.12.0"
} o Google nnbsl
plugins {
grpc {
artifact = 'io.grpc:protoc-gen-grpc-java:1.37.0"' o Gradle Tack
}
}

generateProtoTasks {
all()*.plugins {
grpc {}
}
}
}

clean {
delete protobuf.generatedFilesBaseDir

}
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@net.devh.boot.grpc.client.inject.GrpcClient(CHANNEL_NAME)
public void setStub(SrvgetclientdbopackagesinfoGrpc.SrvgetclientdbopackagesinfoStub grpcStub) {
this.stub = grpcStub;

}
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000
a0verride
public void callGrpc(FcpGetClientInfoCedboPprbParameters fcpGetClientInfoCedboPprbParameters,
GrpcCallback<FcpGetClientInfoCedboPprbResult> grpcCallback) {

final SrvgetclientdbopackagesinfoGrpc.SrvgetclientdbopackagesinfoStub stubWithHeaders =
MetadataUtils.attachHeaders(stub, createMetadataWithHeaders(fcpGetClientInfoCedboPprbParameters));

stubWithHeaders.get(fcpGetClientInfoCedboPprbParameters, new SingleMessageStreamObserver< (grpcCallback));
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gRPC Connect
Nodel >
gRPC Connect
Node2 ” External System

m gRPC Connect

NmMmeem:

o 0.9 BCcex Hop ofgHa Touka nogkntodeHus (LoadBalancer) — Huuero
He 3HaeM O ero CTPyKType

O Ka)k[as Hofa OepXXUT oauH connection
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gRPC Connect
Nodel >

gRPC Connect
Node2 ” External System

YTo-TO cnyuunoch!
o Ha ogHon n3 Hop, Hayanucb TanMayTbl Ha 100% 3anpocos

gRPC Connect

Yto penaem? KoHe4yHo, pebyTaem!
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gRPC Connect
Nodel

gRPC Connect
Node2

gRPC Connect
NodeN
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gRPC Connect
Nodel
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gRPC Connect
Nodel

gRPC Connect
Node2

gRPC Connect
NodeN
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l0.grpc.ManagedChannel
XX

QExperimentalApi("https://github.com/grpc/grpc-java/issues/4056")
public void enterIdle() {

}
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public abstract class AbstractReapable implements Reapable {

private volatile long reapedAt;

@0verride

public void tryReap() {
final long currentTime = timeSource.currentTimeMillis();
final long timePassedSincelastReap = currentTime - reapedAt;

if (reapByAgedTimeout(timePassedSincelLastReap) || reapByUnusedTimeout(currentTime)) {

reapedAt = currentTime;

log.info("Reap procedure has succeeded. [{}] is scheduled for reopen.", resourceName);
} else {

log.debug("Reap procedure has succeeded. [{}] should not be scheduled for reopen yet.", resourceName);
}
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HTTP Connect
Nodel

HTTP Connect
Node?2

HTTP Connect
NodeN
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Mopanb

EcTb nyn coeaguHernin?

Ybeaucb, 4To B HEM €CTb
PEKOHHEKTbI
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BbiBOAbI

YTo Takoe CHOJI
StackOverflow B finally 6noke
Ba)XHOCTb NMpoBepku nepekntoyeHmns Ha StandBy

Ba)xHOCTb reconnect’a BHyTpu ConnectionPool’oB
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. @WinZib
. winzib@yandex.ru



