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O ueM ceropgHa norosopum

K10 MbI?

Yero mbl xoTvgu? )7 _,ONacHoe

Korga Mbi 3T TMM?




Uero Mbil xotum?

1.smoke / sanity nnaH TectTuposaHua 6e3onacHocTn

2.npuHunn 80/20



O ueM ceropgHa norosopum

1. BcTtynnenne

2.MobunbHaa 6e3onacHocTb 101
3.O0WASP Mobile *

4.3apaun N UHCTPYMEHTDI

5.Yexknucr



BcTtynnenue




YT0 Mbl 3HaeM 0 MOBUnbHOU 6e3onacHOCTN

 [lepsbin penns Android — 23.09.2008

e [epsbint penns iOS —29.06.2007



YT0 Mbl 3HaeM 0 MOBUnbHOU 6e3onacHOCTN

WWW —-12.03.1989



YT0 Mbl 3HaeM 0 MOBUnbHOU 6e3onacHOCTN

Y10 3Hanu npo 6e3onacHocTb Be6 B 2004?
1. nepeasa SQL nHvekumna onncaHa 8 1998

2.nepsasa XSS obHapyxeHa 8 2000
3.nepsbit OWASP Top 10-2003



YT0 Mbl 3HaeM 0 MOBUnbHOU 6e3onacHOCTN

npo MobunbHble 3HaeM HaMHoro 6onbwe!




YT0 Mbl 3HaeM 0 MOBUnbHOU 6e3onacHOCTN

developers

Android Developers > Docs > Guides

App security best practices =

By making your app more secure, you help preserve user trust and device integrity.



YT0 Mbl 3HaeM 0 MOBUnbHOU 6e3onacHOCTN

@& Developer

Documentation / Security

Security



YT0 Mbl 3HaeM 0 MOBUnbHOU 6e3onacHOCTN

UWASH

Mobile Security Project




MobunbHas

6e30nacHOCTb 1(3}),




Ur0 Takoe 6e30nacHOCTb

be3onacHoOCTb =

KOHPUAESHUMANbHOCTDb +

AOCTYNHOCTDb +

UeNOCTHOCTDb



Yr0 Takoe MobunbHaa 6e3onacHOCTb

App Server/REST API

&

Auth and Authz DB Server

i1 <)

Web Pages

b

Transport Security

Controller

Mobile Device

C.

REST/SOAP APIs

https://www.oreilly.com/library/view/hacking-android/9781785883149/ch06s02.htm|



Yr0 Takoe MobunbHaa 6e3onacHOCTb

App Server/REST API
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https://www.oreilly.com/library/view/hacking-android/9781785883149/ch06s02.htm



TunuuHblie nocneacTena MOBUNBHDBIX YA3BUMOCTEW

1. Pasrnawexue koHPunaeHUManbHbIX AAHHDIX



TunuuHblie nocneacTena MOBUNBHDBIX YA3BUMOCTEW
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2.MNosblweHne npusunerun / HeCaHKUMOHNPOBAHHDbIN AOCTYN



TunuuHblie nocneacTena MOBUNBHDBIX YA3BUMOCTEW

1. Pasrnawexue koHPunaeHUManbHbIX AAHHDIX
2.MNosblweHne npusunerun / HeCaHKUMOHNPOBAHHDbIN AOCTYN

3.BbinonHeHWe Nnpon3BonbHOro Koaa Ha ycTpoucTee



TunuuHble cueHapwumn aTak

1.Monb3osaTenb yctaHaBNMBaeT BpeAOHOCHOE NPUNOKEHUE



TunnuHble cueHapwmn aTak

Number of installation package Number of attacks on mobile users

In 2021, we detected 3,464,756 mobile malicious installation packages, down 2,218,938 from the
previous year. Overall, the number of mobile malware installation packages dropped to around 2019

The number of attacks fell smoothly throughout the reporting period, reaching in H2 2021 the
lowest monthly average in the past two years.
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TunuuHble cueHapwumn aTak

1.Monb3osaTenb yctaHaBNMBaeT BpeAOHOCHOE NPUNOKEHUE

2.[lonb3oBaTenb OTKpbIBaeT BpeAOHOCHY!IO Be6 cTpaHuUy



TunuuHble cueHapwumn aTak

1.Monb3osaTenb yctaHaBNMBaeT BpeAOHOCHOE NPUNOKEHUE
2.[lonb3oBaTenb OTKpbIBaeT BpeAOHOCHY!IO Be6 cTpaHuUy

3.[lonb3oBaTenb TepaeT yCTpoUCTBO



OWASP Mobile *




OWASP Mobile Application Security Verification Standard

MASVS

Mobile Application Security
Verification Standard

(Russian Translation)

Carlos Holguera, Bernhard Mdller,

Sven Schleier and Jeroen Willemsen VerS|0n V1 .4.2
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OWASP Mobile Application Security Verification Standard

et s s e v g e e rn [t rr t e e e e
# MSTG-ID OnuncaHue L1 L2
2.1 MSTG-STORAGE-1 XpaHunuuie yyeTHbIX AaHHbIX CUCTEeMbI JO/IXXHO X X

NCMONb30BaTbCA Hagnexawmm obpasom 4ns
XPaHeHNs YyBCTBUTENbHbIX A4aHHbIX, TAKMX KakK
nepCcoHanbHble AaHHble, AaHHbIe NOb30BaTeNs
ANS aBTOpU3aLUnmM 1 Kpuntorpapuueckme Karun.

2.2 MSTG-STORAGE-2 HyBCTBUTENbHbIE AaHHbIe XPaHATCA TO/IbKO BO X X
BHYTPEHHEeM XpaHWUAULLE NMPUNOXEHUS, Nnbo B
CUCTEMHOM XPaHUAULLE aBTOPU3ALUNOHHbIX

AAHHBbIX.

2.3 MSTG-STORAGE-3 HyBCTBUTE/IbHbIE JaHHbIe He NonajatoT B 10T X X
NPUIOXEHUS.

24 MSTG-STORAGE-4 Hukakune 4yyBCTBUTE/NIbHbIE JaHHbIE He NepejalnTca X X

TpeTben CTOPOHeE, ecsin 3TO He ABNAeTCA
Heob6X04MMOIN YaCTbo apPXUTEKTYPHI.

2.5 MSTG-STORAGE-5 Kaw knaBmaTypbl BbIK/IKOYEH AN Nosien BBOAA X X
YYBCTBUTE/IbHbIX AaHHbIX.

2.6 MSTG-STORAGE-6 HyBCTBUTE/IbHbIE AaHHbIE€ HeAOCTYNHbI A/A X X
MeXaHWU3MOB MeXMNpPoLeCCHOro B3anMoaencTems
(IPC).



OWASP Mobile Application Security Verification Standard

OWASP Mobile Application Security Verification Standard v1.4.2

R — Resiliency Against Reverse
Engineering and Tampering

L2 — Defense-in-Depth

L1 — Standard Security
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OWASP Mobile Application Security Testing Guide
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OWASP Mobile Application Security Testing Guide

1. O6bwume TecT Keucnl
2.Cneunduka ana android

3.Cneunduka ana iOS



OWASP Mobile Application Security Checklist

Checklist

V2 Data Storage and Privacy
f Verify that no sensitive data is written to application logs. -

Test Cases Requirements
OWASP Mobile Security OWASP Mobile Application Security
Testing Guide (MSTG) Verification Standard (MASVS)

No sensitive data is written to application logs.



OWASP Mobile Application Security Checklist

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

MSTG-STORAGE-1

MSTG-STORAGE-2

MSTG-STORAGE-3

MSTG-STORAGE-4

MSTG-STORAGE-5

MSTG-STORAGE-6

MSTG-STORAGE-7

MSTG-STORAGE-8

MSTG-STORAGE-9

XpaHUAULLLE YYEeTHbIX AaHHbIX CUCTEMbI AO/HKHO UCMONbL30BaThCA HaAeXalum obpasom
ONA XPAHEHMUA YYBCTBUTE/IbHbIX AAHHbIX, TAKUX KaK NepCOHaNbHble AaHHbIe, dHHbIE
NoNb30BaTeNA A1 AaBTOPU3aLUK U KpunTorpaduueckme Kauu.

YyBCTBUTE/IbHbIE AaHHblIe XPAHATCA TO/IbKO BO BHYTPEHHEM XpPaHUIULLE NPUIOXeHU,
nnbo B CUCTEMHOM XpaHununue aBTOpU3allMOHHbLIX AaHHbIX.

L‘|yBCTBl'1TEJ'IbeIe AdHHbIEe HE NonaaaloT B JIOT NPUIOXeHUA.

Hukakue 4yyBCTBUTE/IbHbIE AAHHbIE HE NepeaalTCsa TPETbeN CTOPOHE, €C/IU 3TO HE
ABNAETCA HEOOXOAUMOW YACTbIO APXUTEKTYPbI.

Kaw KN1aBUATYPbI BbIKNTKOYEH A1A noneu BBOA4a4d YYyBCTBUTEJIbHbIX AdHHbIX.

YyBCTBUTENbHbIE AaHHbIe HEAOCTYMHbI AN MeEXaHU3MOB MEXMPOLLECCHOrro
B3aumopencteua (IPC).

Hukakue 4yBCTBUTE/IbHbIE AAHHbIE, TAKUE KaK Napoau Uan NMUH-KoAbl, He BUAHbI Yepes
NONb30BaTENbCKUN UHTEPdENC.

Hukakue 4yBCTBUTE/NbHbIE AAHHbIE HE MONaaaloT B 63Kanbl, co34aBaeMbie onepaLMoHHON
CUCTEeMOMWN.

MpunoxxeHue CKpbiBaeT YyBCTBUTE/IbHbIE A@HHbIE C 3KpPaHa, Koraa HaxoauTcsa B GOHOBOM
pexume.

Test Case Test Case
Test Case  Test Case
Test Case Test Case
Test Case Test Case
Test Case Test Case
Test Case Test Case
Test Case Test Case
Test Case Test Case
Test Case Test Case




OWASP Mobile Application Security Checklist

2.1

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

XpaHmmm.e YYETHbLIX AdHHbIX CUCTEMbI A0JIXXHO UCMOJ1Ib30BATbCA Hag1eXXawnum 06p330M

MSTG-STORAGE-1 ANA XpaHeHUA YyBCTBUTEJIbHbIX AAHHbIX, TAKUX KaK NepCOHaNbHble AaHHbIe, AdHHblIe Test Case Test Case
nonb3oBaTens A8 aBToOpM3aLum n Kpuntorpaduyeckme Kouu.

MSTG-STORAGE.2 YyBCTBUTE/IbHbIE AaHHblIe XPAHATCA TO/IbKO BO BHYTPEHHEM XpPaHUIULLE NPUIOXeHU, e
60 B CUCTEMHOM XPaHUAULLE aBTOPU3ALMOHHBIX AAHHbBIX.

MSTG-§

2.3 MSTG-STORAGE-3 YyBCTBUTE/IbHbIE AlaHHbIe He NoNaAaloT B 1IOrM NPUIOXKEHUS.
MSTG-§
- —-m- - P4 F'-

MSTG-STORAGE-5 K3w knaBmaTypbl BbIKJOYEH AJ18 NOJeN BBOAA YYBCTBUTE/IbHbIX AAHHbIX. Test Case Test Case

MSTG-STORAGE-6 L'lyBCTBMTEiH:HbIe AAHHble HeAOCTYNHbI A1 MeXaHU3MOB MeXNpoLecCHOro S o
B3anmopeunctsemsa (IPC).

MSTG-STORAGE.7 Hukakue ‘-IYBCTBI/ﬂ;eanbIe ﬂ.avHHbIe, TaKue Kak naponuv uam nuH-Koabl, He BUAHbI Yepe3 e a0
NONb30BaTENbCKUN UHTEPdENC.

MSTG.STORAGE-S HMKaKMev‘lyBCTBVITeanbIe AAHHble He nonaaaloT B 63kansl, co34aBaeMble OnepaLMoOHHOM e
cucTtemoun.

MSTG-STORAGE-9 [MpunoxeHue CKpbIBaeT YyBCTBUTENIbHbIE AAHHbIE C 3KpaHa, Koraa HaxoauTca B GOHOBOM e T

pexume.




OWASP Mobile Application Security Checklist

Testing Logs for Sensitive Data (MSTG-STORAGE-3)

Overview

This test case focuses on identifying any sensitive application data within both system and application logs. The following checks should
be performed:

e Analyze source code for logging related code.
e Check application data directory for log files.

e Gather system messages and logs and analyze for any sensitive data.

As a general recommendation to avoid potential sensitive application data leakage, logging statements should be removed from production
releases unless deemed necessary to the application or explicitly identified as safe, e.g. as a result of a security audit.

Static Analysis

Applications will often use the Log Class and Logger Class to create logs. To discover this, you should audit the application's source code
for any such logging classes. These can often be found by searching for the following keywords:

e Functions and classes, such as:

o android.util.Log
o Log.d | Log.e | Log.i | Log.v | Log.w | Log.wtf
o Logger



OWASP Mobile Application Security Checklist

Testing Logs for Sensitive Data (MSTG-STORAGE-3)

Overview

This test case focuses on identifying any sensitive application data within both system and application logs. The following checks should
be performed:

e Analyze source code for logging related code.
e Check application data directory for log files.

e Gather system messages and logs and analyze for any sensitive data.

As a general recommendation to avoid potential sensitive application data leakage, logging statements should be removed from production
releases unless deemed necessary to the application or explicitly identified as safe, e.g. as a result of a security audit.

Static Analysis

Applications will often use the Log Class and Logger Class to create logs. To discover this, you should audit the application's source code
for any such logging classes. These can often be found by searching for the following keywords:

e Functions and classes, such as:

o android.util.Log
o Log.d | Log.e | Log.i | Log.v | Log.w | Log.wtf
o Logger



OWASP Mobile Application Security Checklist

Dynamic Analysis

Use all the mobile app functions at least once, then identify the application's data directory and look for log files ( /data/data/<package-
name> ). Check the application logs to determine whether log data has been generated; some mobile applications create and store their
own logs in the data directory.

Many application developers still use System.out.println or printStackTrace instead of a proper logging class. Therefore, your testing
strategy must include all output generated while the application is starting, running and closing. To determine what data is directly printed
by System.out.println or printStackTrace , you can use Logcat as explained in the chapter "Basic Security Testing", section
"Monitoring System Logs".

Remember that you can target a specific app by filtering the Logcat output as follows:

$ adb logcat | grep "$(adb shell ps | grep <package-name> | awk '{print $2}')"

If you already know the app PID you may give it directly using ——pid flag.

You may also want to apply further filters or regular expressions (using logcat 's regex flags -e <expr>, —--regex=<expr> for example) if
you expect certain strings or patterns to come up in the logs.



Uero Mbil xotum?
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Uero Mbil xotum?

1.smoke / sanity nnan TectupoBaHus 6e3onacHocTu (KOPOTKUIA)

2.npuHumnn 80/20



Uero Mbil xotum?

1.smoke / sanity nnan TectupoBaHus 6e3onacHocTu (KOPOTKUIA)

2.npuHumn 80/20 (aBTOMaTU3NPOBaAHHbIN)



3apavun n
NHCTPYMEHTDI




3apnaun



3apnaun

1. MonyunTb ncxoaHbIU KOA



3apnaun
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3apnaun

1. MonyunTb ncxoaHbIU KOA
2.AccneposaTtb Tpaduk

3.Accneposatb pannosyto cucrtemy



3apnaun

1. MonyunTb ncxoaHbIU KOA
2.AccneposaTtb Tpaduk
3.Accneposatb pannosyto cucrtemy

4.UccnepoBaTb KOMNOHEHTbI NPUNOXKEHUA W
s3anmoaeuncteue c OC



Kak TectupoBatb



Kak Tectuposatb

1. U3yuaTb ncxopHoin Kopa, (ctaTnyecknun aHanus)



Kak TectupoBatb

1. U3yuaTb ncxopHoin Kopa, (ctaTnyecknun aHanus)

2.N3yuatb noBepeHue npunoxeHna (oauHaMmueckun
aHanus)



AsTOMaTU3NpPYyEeM

1. Cratnuecknn aHanus (Static Application Security Testing, SAST)

2. QnHamunuecknm aHanns (Dynamic Appliciton Security Testing, DAST)



Hanbwe — Bce npo Android

(Ho ana iOS aHanornuHo)




AsTOMaTU3NpPYyEeM

1. Cratnuecknn aHanus (Static Application Security Testing, SAST)

2. QnHamunuecknm aHanns (Dynamic Appliciton Security Testing, DAST)



AsTOMaTU3NpPYyEeM

1. Cratnuecknn aHanus (Static Application Security Testing, SAST)
QARK, MobSF, find-security-bugs

2. QnHamunuecknm aHanns (Dynamic Appliciton Security Testing, DAST)



AsTOMaTU3NpPYyEeM

1. Cratnuecknn aHanus (Static Application Security Testing, SAST)
QARK, MobSF, find-security-bugs

2. QnHamunuecknm aHanus (Dynamic Appliciton Security Testing, DAST)

drozer, MobSF



AsTOMaTU3NpPYyEeM

1. Cratnuecknn aHanus (Static Application Security Testing, SAST)

MobSF

2. QnHamunuecknm aHanns (Dynamic Appliciton Security Testing, DAST)

drozer



Mobile Security Framework (MobSF)

:;MBSF

https://github.com/MobSF/Mobile-Security-Framework-MobSF
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Mobile Security Framework (MobSF)

asvatikova:heisenbug alexandra.svatikova$ docker run —-it ——rm —-p 8000:8000 opensecurity/mobile-security-framework-mobsf: latest

[INFO] 14/Jun/2022 05:03:54 -

V4
\/

e e I
L Ea

X\ L]
Ny ) ___) |
N2 ) /

[INFO] 14/Jun/2022 05:03:54 - Mobile Security Framework v3.5.2 Beta
REST API Key: 674082cf545179celfb5a2ca77d2aceaca5d451a7894cf89d701fbcd790a8e0da
- 0S: Linux

[INFO
[INFO.
[INFO!
[INFO!

14/Jun/2022 05:
14/Jun/2022 05:
14/Jun/2022 05:
14/3Jun/2022 05:

No changes detected

[INFO!
[INFO!
[INFO.

14/Jun/2022 05:
14/Jun/2022 05:
14/Jun/2022 05:

03:
03:
03:
03:

03:
03:
03:

54
54
54
54

54
55
55

Platform: Linux-5.10.104-1inuxkit-x86_64-with—-glibc2.29
Dist: ubuntu 20.04 Focal Fossa
MobSF Basic Environment Check

Checking for Update.
No updates available.
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Mobile Security Framework (MobSF)

& C O O localhost:8000 150% 5y  Q Search

:VeRSF

&> Upload & Analyze

Drag & Drop anywhere!

Download & Scan by package name

RECENT SCANS | DYNAMIC ANALYZER | API DOCS | DONATE @ | ABOUT

© 2022 Mobile Security Framework - MobSF v3.5.2 Beta

© & @ =

Search MD5

R
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Mobile Security Framework (MobSF)

e

C

«[\/| | MobSF

Static Analyzer

o Information

& Scan Options

* Signer Certificate

E

Permissions
Android API
Browsable Activities
Security Analysis
Malware Analysis
Reconnaissance
Components

PDF Report

B Print Report

© start Dynamic Analysis

O [ localhost:8000/static_analyzer/2name=dvba.apk&checksum=5b40b49cd80dbe20bat E 90% ¥ Q Search © L @

Y APP SCORES

Security Score 40/100

0/428

‘ 20 MobSF Scorecard ’

19

ACTIVITIES

Exported

A% Activities

5

& SCAN OPTIONS

RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER API DOCS DONATE @ ABOUT Search MD5 Q

%S FILE INFORMATION 1 APP INFORMATION

dvba.apk DamnVulnerableBank
£ 3.61MB com.app.damnvulnerablebank

com.app.damnvulnerablebank.SplashScreen

Targer 5ok g in 5o E2R wax sok
Android Version Name B Android version Code B

) 5b40b49cd80dbe20ba611d32045b57¢6
ELT™ 23dcd688fe4dd830cf92309755a5bbd603df8789
ELT¥ET) 76c308fac6a655a3534771777780e004feb1d91be032857768c891b2baf40ba6

1 0 1

SERVICES RECEIVERS PROVIDERS
View @
Exported Exported Exported
Services @\ Receivers Providers

0 0 0

B5 DECOMPILED CODE

@ View AndroidManifest.xml <[> View Smali

60



drozer

e “all “al = ©® 10t35 % 511 09:21

0 drozer Server

Enabled @

Server Details

e SS| Enabled

e Password Protected
@S Enabled

e (Connected

@ Active Sessions

Messages

Starting Server...

Attempting to bind to port 60000...
Waiting for connections...
Accepted connection...

Starting drozer thread...

B Ja N g
- S O e
ro..idsnemesisand..pr
.otectorandroidsneme.
. ,Sisandprotectorandroids+.
.. nemesisandprotectorandroidsn:.
.emesisandprotectorandroidsnemes..
..isandp,..,rotectorandro,..,idsnem.
.isisandp..rotectorandroid..snemisis.
,andprotectorandroidsnemisisandprotec.
.torandroidsnemesisandprotectorandroid.
.snemisisandprotectorandroidsnemesisan:
.dprotectorandroidsnemesisandprotector.

drozer Console (v2.4.2)
dz>
dz> |

https://github.com/FSecureLABS/drozer



Ueknucr




TlectoBoe npunoxeHue

https://github.com/rewanthtammana/Damn-Vulnerable-Bank



Data Storage and Privacy Requirements

2.1

2.2

2.3

2.4

2:9

2.6

2.7

MSTG-STORAGE-1

MSTG-STORAGE-2

MSTG-STORAGE-3

MSTG-STORAGE-4

MSTG-STORAGE-5

MSTG-STORAGE-6

MSTG-STORAGE-7

Xpanmm.e YYE€THbLIX AadHHbLIX CUCTEMbBI AOJI)XKHO UCMOJ1b30BATbCA Ha4J1€eXallnum o6pa30M
ANa XpaHeHUA YyBCTBUTEJIbHbIX AdHHbIX, TAKUX KAdK NePCOHAaJIbHblE€ AdHHbIE, ldHHbIE
noJsib3oBaTeNnfa AJzia aBTopmusaumm U KpI/IﬂTOI'padDM‘IECKMe KoY.

YyBCTBUTE/IbHbIE AAHHbIEe XPAHATCA TONIbKO BO BHYTPEHHEM XPaHUIuLWe NpunoXXeHus,
nnMbo B CUCTEMHOM XpaHununue aBTOpnU3allMOHHbLIX AadHHbIX.

YyBCTBUTE/IbHbIE AAHHbIEe He NONaAaloT B JIOrM NPUOXKEHUA.

Hukakue 4yyBCTBUTENIbHbIE AaHHbIE He NepeaarTCA TpETbEﬁ CTOPOHE, eCJZIN 3TO He
ABNAETCA He0H6X0AUMOM YaCTbIO dAPXUTEKTYPbI.

Kaw KN1aBUATYPbI BbIKJTIOUYEH A4 nonewu BBOA4aA YYyBCTBUTEJIbHbIX AdHHbIX.

YyBCTBUTENbHbIE Al@HHbIE HEAOCTYNMHbI A8 MeXaHU3MOB MEXMNPOLLECCHOro
B3aumogencteus (IPC).

Hukakue 4yyBCTBUTENbHbIE AAHHbIE, TAKUE KAaK NApPONUN WU NMUH-KOAbI, HE BUAHbI Yepe3
NoONb30BaTENIbCKUN UHTEpPdENnC.

Test Case

Test Case

Test Case

Test Case

Test Case

Test Case

Test Case




Data Storage and Privacy Requirements

2.1

2.2

2.3

2.4

2.5

2.6

2.7

MSTG-STORAGE-1

MSTG-STORAGE-2

MSTG-STORAGE-3

MSTG-STORAGE-4

MSTG-STORAGE-5

MSTG-STORAGE-6

MSTG-STORAGE-7

XpaHmmm.e YYE€THbLIX AdHHbIX CUCTEMbBI A0JIXXHO UCMNOJZ1b30BaATbCA HaAJ1€Xallnm o6pa30M
ANnAa XpaHeEHUA YYBCTBUTEJIbHbIX AdHHbLIX, TAKUX KdK NepCoOHaJ/ibHbl€ AdHHbIE, AdHHbIE
noJsib3oBartena ana aeTopmsaumm U KpVIﬂTOFpadDM‘-IECKVle KN4 .

l‘|YBCTBMT€J’II:HI:IE AdHHbIE XPaHATCA TOJIbKO BO BHYTPEHHEM XPaHWUIULWE NPUIOXKEHUA,
nnbo B CUCTEMHOM XpaHnnunue aBTOPU3auMOHHbLIX AadHHbIX.

YyBCTBUTENbHbIE AaHHbIe He MonaaaloT B 1IOMU NPUOXKEHUA.

Hukakune 4yyBCTBUTENbHbIE AaHHbIE HE MepenalTCa TPeTbel CTOPOHE, eC/ZIN 3TO HE
ABNAETCA HEOBOXOAMMOM YaCTbiO APXUTEKTYPbI.

Kaw K/1aBUATYPbI BbIKJTKO4YEH ANA nonen BBoaa YYBCTBUTEJIbHbIX AadHHDbIX.

YyBCTBUTENbHbIE AaHHble HeAOCTYMHbI A1 MEXAaHU3MOB MEXMNPOLLECCHOI0
B3aumogeunctseus (IPC).

Hukakune 4yyBCTBUTENbHbIE AaHHbIE, TAKUE KaK NApo/IN WU NUH-KOAbI, HE BUAHbI Yyepes
Nnonb30BaTeNbCKUN MHTEpPDdENC.
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Data Storage and Privacy Requirements

2.4

2.5

2.6

2.7

MSTG-STORAGE-1

MSTG-STORAGE-2

MSTG-STORAGE-3

MSTG-STORAGE-4

MSTG-STORAGE-5

MSTG-STORAGE-6

MSTG-STORAGE-7

XpaHmmm.e YYE€THbIX AdHHbIX CUCTEMbI AO0JIXXHO UCMNOJZ1b30BaTbCA HaAJ1eXXalunum 06p&30M
ANna XpaHeEHUA YYBCTBUTEJIbHbIX AdHHbIX, TAKUX KadK NEPCOHAJIbHbIE AdHHbIE, ldHHbIE
nonb30BaTeNia ANna aBTOpuUsaumn m KpMI'ITOI'pad)W-IECKVIe KJTKO4Y .

YyBCTBUTE/IbHbIE AaHHbIe XPAHATCA TONIbKO BO BHYTPEHHEM XPaHWUULLE NPUOXEHWUA,
nnMbo B CUCTEMHOM XpaHunuue aBTOpU3aunNOHHbBIX AdHHbIX.

YyBCTBUTE/IbHbIE AaHHbIE He NonaAaloT B JIOrU NPUNOXEHUA.

Hukakune 4yyBCTBUTENbHbIE AaHHbIE HE NepenalnTCca TPeTbel CTOPOHE, eC/IN 3TO He
ABNAETCA HEOOXOAMMON YACTbIO APXUTEKTYPHbI.

K3wWw knasmaTypbl BblIKJKOYEH AN noneun BBoAaa YYBCTBUTEJIbHbIX AaHHbIX.

YyBCTBUTENbHbIE AaHHbIe HEAOCTYMHbI AN MEXAaHU3MOB MeXMNPOL,ECCHOro
B3aumoaeuncteums (IPC).

Hukakue 4yyBCTBUTENbHbIE AAHHbIE, TAKME KaK NaposIu UIN NMUH-KOAbI, HE BUAHbI Yepes
NONb30BaTE/IbCKUN NHTepdenc.
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3 localhost:8000/static_analyzer/?name=dvba.apk&checksum=5b40b49cd80dbe20b

RECENT SCANS STATIC ANALYZER

<[> CODE ANALYSIS

NO ¢

1

ISSUE

The App logs information. Sensitive information should never be
logged.

E

SEVERITY ©

90% Ty  Q Search

DYNAMIC ANALYZER API DOCS DONATE @

STANDARDS

CWE: CWE-532: Insertion of Sensitive
Information into Log File
OWASP MASVS: MSTG-STORAGE-3

ABOUT Search MD5

Search:

FILES

b/i/m/u.java
c/c/b/h/d0/k.java
b/b/p/r0.java
b/l/a/e.java
com/app/damnvulnerablebank
/BankLogin.java
c/c/a/a/f/c/al.java
c/c/a/a/c/l/b.java
b/i/d/e.java
c/c/a/b/a0/b.java
b/d/a.java
c/c/a/a/c/g.java
c/c/a/a/c/l/a.java
c/b/a/n.java
c/c/b/h/d0/i.java
b/g/c/c.java
b/g/c/d.java
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2 App can read/write to External Storage. Any App can read data warning CWE: CWE-276: Incorrect Default Permissions com/app/damnvulnerablebank
written to External Storage. OWASP Top 10: M2: Insecure Data Storage /MainActivity.java
OWASP MASVS: MSTG-STORAGE-2
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if (i == 0 && constraintLayout?2 != null) {
i = d(constraintLayout2, trim);
}
if (1 == 0) {
try
i = j.class.getField(trim) .getInt (null) ;
} catch (Exception unused) {
}
}
if (1 == 0)
i1 = this.d.getResources () .getIdentifier(trim, "id", this.d.getPackageName()) ;
}
if (i !'= 0) {
this.h.put (Integer.valueOf (i), trim);
b(i);
return;

}
Log.w("ConstraintHelper", "Could not find id of \"" + trim + "\"");
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LllLTlLll O LiiCTll L gy

try {

JSONObject jSONObject2 = new JSONObject (e.a (jSONObject.get ("enc data") .toString())):

if (JSONObject2.getJSONObject ("status") .getInt ("code") !'= 200) {
Context applicationContext = BankLogin.this.getApplicationContext():;
Toast.makeText (applicationContext, "Error: " + jSONObject2.getJSONObject ("data") .getString("message"), 0) .show();
bankLogin = BankLogin.this;
intent = new Intent (BankLogin.this, BankLogin.class);

} else

String string = jSONObject2.getJSONObject ("data") .getString("accessToken");

SharedPreferences sharedPreferences = BankLogin.this.getSharedPreferences ("jwt", 0);
Log.d("accesstoken", string);

sharedPreferences.edit () .putString("accesstoken", string) .apply():
sharedPreferences.edit () .putBoolean("isloggedin", true) .applyl():;
bankLogin = BankLogin.this;
intent = new Intent (BankLogin.this, Dashboard.class);

}

bankLogin.startActivity(intent);

} catch (JSONException e)
e.printStackTrace() ;
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2.1

2.2

2.3

2.4

2.5

2.6

2.7

MSTG-STORAGE-1

MSTG-STORAGE-2

MSTG-STORAGE-3

MSTG-STORAGE-4

MSTG-STORAGE-5

MSTG-STORAGE-6

MSTG-STORAGE-7

XpaHmwlw,e YYE€THbLIX AdHHbBIX CUCTEMbI A0J1X)KHO UCIMOJIb30BATbCA HaAJ1€XadlWUM 06pa30M
ANA XpaHEHUA YYBCTBUTEJIbHbLIX AdHHbIX, TAKUX KdK NepCOHaJ/IbHblE AldHHbIE, AldHHbIE
noJzib3oBaTena Anda aBTopusaumm m KpVIFITOl'paCbW-JECKVIe KN4 U.

YyBCTBUTEJIbHbIE AAHHbIE XPAHATCA TOJIbKO BO BHYTPEHHEeM XpaHWnLLe NPUIoXeHus,
nnbo B CUCTEMHOM XpaHunuvue aBTOpnU3alMOHHbIX AdHHbIX.

YyBCTBUTE/IbHbIE AAHHbIE HE MoNaAatloT B JIOrU NPUNOXKEHMUA.

Hukakue 4yyBCTBUTENbHbIE AAHHbIE HE NepeaalTCca TPeTbeN CTOPOHE, eC/IN 3TO He
ABNAETCA HEOOXOANMMON YACTbIO APXUTEKTYPbI.

Kaw KN1aBUATYPbI BbIK/TKOYEH ANA noneun Beoaa YYBCTBUTEJIbHbIX AdHHbIX.

YyBCTBUTENbHbIE AAHHbIE HEAOCTYMHbI AN MEXAaHU3MOB MEXMPOLLECCHOIro
B3aumoaeuncteums (IPC).

Hukakue 4yyBCTBUTENbHbIE AAHHbIE, TAKME KaK Mapoau UIN NMUH-KOAbI, HE BUAHbI Yepes
NONb30BaTENbCKUN UHTEPDENC.

MobSF

MobSF

MobSF

MobSF

MaHudecT

TEeCT



Authentication and Session Management Requirements

Ecnu NMPUNOXEeHNE NPpeaoCTaBaAeT Noab30oBaTeNAM A0CTYN K yp,afléHHbIM cepsucam, Ha

4.1 MSTG-AUTH-1 TecT
b63keHae poMmKkHa bbITh peann3oBaHa ayTeHTUDUKALMA, HANPUMeEP, MO JIOFTUHY U Napoio.

49 MSTG.AUTH.2 Ecnu ucnonb3yloTtca ceccuu, 6ekaHa, cny4yamHoO reHepupyeT uaeHTUdrKaTopbl cecCumn ans

. - - . o T CT

ayTeHTU(PUKaLMUUN KNMEHTCKMUX 3anpocoB 6e3 oTnpaBKU AAHHbIX YY4ETHOU 3aNuUCK. €
Echn ncnonb3yertcsa ayTeHTUDUKaLMA HA OCHOBE TOKEHA, CepBep NpeaoCcTaBnseT TOKEH,

4.3 MSTG-AUTH-3 B TecT
NOAMNWUCAHHBIN C UCMOJIb30BaHMEM Be30NacHOro KpUnNToairopuTMma.

4.4 MSTG-AUTH-4 baKkeHA, yaanaeT Cyw,eCcTBYIOLLYIO CeCCUI0, KOraa nonb3oBaTesNb BbIXOAUT U3 CUCTEMDI. TecT

4.5 MSTG-AUTH-5 Ha cepBepe peannsoBaHa naponbHaa NONUTUKA. TecT

4.6 MSTG-AUTH-6 Ha cepBepe peann3oBaH MeXaHU3M 3aLLUTbl OT Nnepebopa aBTOPU3ALLMOHHBIX AaHHbIX. TecT
Ceccum CTaHOBATCA HEBANIMAHBIMUM HAa B3KeHAe nocne onpeaeneHHOro nepuoaa

4.8 MSTG-AUTH-8 TecT

6e34enCcTBUA, CPOK AeNCTBUA TOKEHA UCTEKaeT.



Network Communication Requirements

9.1

5.2

5.3

MSTG-NETWORK-1

MSTG-NETWORK-2

MSTG-NETWORK-3

JlaHHble, nepeaaBaeMbie Mo CceTu, WUdpyroTca ¢ ucnonb3oBaHnem TLS. be3onacHbIM KaHan
NCNONb3yeTCA AJ18 BCEX CEPBUCOB NMPUTOXKEHUA.

HacTtponku TLS COOTBETCTBYIOT COBPEMEHHbBIM NYYLUUM MPAKTUKAM, WIN MaKCUMaJIbHO
NPUBAMXKEHBI K HUM, €CNU onepaLMoOHHAaA CUCTEMA He NOoAAepPXXUBAET PEKOMEHAYyeMble
CTaHAapThbl.

MpunoxeHue Bepudunumnpyet X.509 ceptudumnkarbl cepsepa BO BpeMs YCTaHOB/I€HUS
3alULLEHHOIO KaHana. lMMpnHumMaloTca ToNbKO cepTudurKaTbl, NOANUCAHHbIE A,0BEPEHHbIM
yaocCToBepAowmnM LeHTpom (CA).
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& NETWORK SECURITY

Search:

NO + SCOPE SEVERITY DESCRIPTION

1 * high | Base config is insecurely configured to permit clear text traffic to all domains.
2 *  high | Base config is configured to trust user installed certificates.

3 * warning Base config is configured to trust system certificates.

Showing 1 to 3 of 3 entries Previous Next
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AAN

%’ URLS
Search:
URL * FILE
http://localhost c/c/a/a/f/c/nl.java
http://schemas.android.com/apk/res/android a/a/a/a/a.java
https://damn-vulnerable-bank.firebaseio.com Android String Resource
https://plus.google.com/ c/c/a/a/c/|/f0.java
https://www.xe.com/ com/app/damnvulnerablebank/CurrencyRates.java

Showing 1 to 5 of 5 entries Previous Next
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9.1

5.2

5.3

MSTG-NETWORK-1

MSTG-NETWORK-2

MSTG-NETWORK-3

JlaHHble, NnepeaaBaeMbie NO ceTu, WudpyrTca ¢ ncnonbloBaHnem TLS. be3onacHbIM KaHan
NCNONb3yeTCA ANA BCeX CEPBUCOB NPUNOXEHUA.

HacTtporku TLS COOTBETCTBYIOT COBPEMEHHbIM NYYLUMUM NMPaKTUKaAM, WU MAaKCUMaJIbHO
NpuUbANXKEHBI K HAM, eCNn onepaLuoHHasA CUCTeEMA He NOAAEPKUBAET PEKOMEHAYEMbIE
CTaHAapThI.

[MpunoxeHune Bepudunumnpyet X.509 ceptudunkartsl cepsepa BO BpeMs yCTaHOB/I€HUS
3alMWEHHOro KaHana. NpuHuUMatloTCca ToNbKO cepTUdUKaTbl, NOANUCAHHbIE A,0BEPEHHbIM
yAoCcToBepAaoWwnM LeHTpoM (CA).

MobSF

MobSF



Platform Interaction Requirements

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

MSTG-PLATFORM-1

MSTG-PLATFORM-2

MSTG-PLATFORM-3

MSTG-PLATFORM-4

MSTG-PLATFORM-5

MSTG-PLATFORM-6

MSTG-PLATFORM-7

MSTG-PLATFORM-8

MpunoxeHue 3anpaliMBaeT MUHUMaNIbHO He0BX0AUMBIN Habop pa3peLlueHUN.

Bce aaHHbIe, nocTynawuwme N3 BHeWHUX MCTOYHUKOB U OT NOJIb30BaTeNA, BA/IUAUPYIOTCA U
caHuTusnpyirotca. Cioaa BXOAAT AAHHbIE, MOJyYeHHbIE Yepe3 NoJsib30BaTe/IbCKUN
nHtepdenc, MexaHusmsbl IPC (Takme Kak intent-bl, KaCTOMHble URL-CXeMbl) U U3 ceTu.

[MpunoXxeHne He 3KCNOPTUPYET YYBCTBUTE/NbHbIE AaHHbIe Yyepe3 KAaCTOMHble URL-CXeMbl,
eC/iIn 3TN MeXaHWU3Mbl He 3allnleHbl 40J/1XKHbIM o6pa30M.

MpunoxeHue He SKCNOPTUPYET YYBCTBUTENbHbIE AaHHble Yepe3 IPC MexaHU3Mbl 6e3
[AO/KHOM 3aLUThI.

JavaScript oTkntoueH B KoMnoHeHTax WebView, ecnv B HEM HeT HeobxoaNUMOCTM.

WebViews CKOHDUrypmMpoBaH € NoaaepXXKou MMHUMaIbHOro Habopa NpoToKo/0B (B
naeane TonbKo https). Nogaepxka noteHumanbHO onacHbiX URL-cxeM (Takux Kak: file, tel u
app-id) oTKn4YeHa.

Echn HaTuBHbIE MeTOAbI NpUnoXeHna ncnonb3ytca WebView, Bepuduumposatsb, 4To
NCNONTHAIOTCA TONbKO Javascript 06beKTbl AaHHOIO MPUNOXEHUA.

Jecepunanusauusa 06BEKTOB, €CJIN OHa e€CTb, pea/in3oBaHa C UCNoJib30BaHNEM be3onacHoro
API.
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:= APPLICATION PERMISSIONS

Search:

PERMISSION + STATUS INFO DESCRIPTION
android.permission.INTERNET  normal full Internet access Allows an application to create network sockets.
android.permission.USE_BIOMETRIC 'normal | Allows an app to use device supported biometric modalities.

android.permission.USE_FINGERPRINT 'normal allow use of fingerprint  This constant was deprecated in API level 28. Applications should request USE_BIOMETRIC instead.
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19 1 0 1

ACTIVITIES SERVICES RECEIVERS PROVIDERS

Exported
Activities
5

Exported Exported
Services .@\ Receivers
0 0

Exported
Providers
0
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UL~
dz> run app.package.attacksurface com.app.damnvulnerablebank
Attack Surface:
6 activities exported
® broadcast receivers exported
® content providers exported
O services exported
dz>
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dz> run app.activity.info —-a com.app.damnvulnerablebank
Package: com.app.damnvulnerablebank
com.app.damnvulnerablebank.CurrencyRates
Permission: null
com.app.damnvulnerablebank.SendMoney
Permission: null
com.app.damnvulnerablebank.ViewBalance
Permission: null
com.app.damnvulnerablebank.SplashScreen
Permission: null
androidx.biometric.DeviceCredentialHandlerActivity
Permission: null
com.google.firebase.auth.internal.FederatedSignInActivity
Permission: com.google.firebase.auth.api.gms.permission.LAUNCH_FEDERATED_SIGN_IN
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dz> help app.activity.start

usage: run app.activity.start [-h] [-—-action ACTION] [--category CATEGORY]
[-—component PACKAGE COMPONENT] [--data-uri DATA URI]
[-—extra TYPE KEY VALUE] [--flags FLAGS [FLAGS ...]]

[-—-mimetype MIMETYPE]



Platform Interaction Requirements

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

MSTG-PLATFORM-1

MSTG-PLATFORM-2

MSTG-PLATFORM-3

MSTG-PLATFORM-4

MSTG-PLATFORM-5

MSTG-PLATFORM-6

MSTG-PLATFORM-7

MSTG-PLATFORM-8

MpunoxeHune 3anpawMBaeT MUHUMaNbHO HEOOXOAUMbBIM HAabOp pa3pelleHUM.

Bce aaHHbIe, NnocTynawuime n3 BHeWHUX NCTOYHUKOB U OT NOJIb30BaTeN A, BA/INANPYIOTCA U
caHuTu3npytotca. Ciloaa BXOAAT AaHHbIE, MOIYYEHHbIE Yepe3 NoJb30BaTEIbCKUN
nHTepdenc, mexaHusmsol IPC (Takue Kak intent-bl, KaCTOMHble URL-cxeMbl) n 13 cetn.

[MpunoxxeHne He 3KCNOPTUPYET YYBCTBUTENbHbIE AaHHbIe Yyepe3 KaCTOMHble URL-cxeMmbl,
€CJ/IN 3TU MeXaHU3MbIl He 3alUneHbl 40J1XKHbIM o6pa30M.

MpunoxeHne He 3KCNOPTUPYET YYBCTBUTE/IbHbIE AaHHble yepe3 IPC MexaHuU3Mbl 6e3
OO/HKHOM 3aLUUThI.

JavaScript oTkntoueH B KoMnoHeHTax WebView, ecnm B HEM HeT HeEObX0AUMOCTM.

WebViews CKOHGUIypupoBaH € NoAAepXKOM MUHUMaNIbHOro Habopa NPOTOKO/OB (B
naeane Tonbko https). NMoaaepxka noteHumanbHo onacHbiX URL-cxeM (Takux Kak: file, tel u
app-id) oTKnYeHa.

Echn HaTuBHbIE MeTOAbl NpUIoXeHUA ucnonb3yrTca WebView, BepuduumpoBatb, YTO
NCNONTHAKTCA TONbKO Javascript 06beKTbl AAHHOIO NPUJTOXEHMUA.

Jlecepuanunsaumns o6bLeKTOB, €C/IM OHa eCTb, peasIn3oBaHa C UCNoib30BaHUeM be3zonacHoro
API.

MobSF

drozer

MobSF

drozer

MobSF

MobSF

MobSF

MobSF
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1. NMonyunnun cpasHUTENDBHO KOPOTKUU YEKNUCT

2.2/3 MO)KHO aBTOMaTU3NpPOBaTH



BbiBoab!

1. NMonyunnun cpasHUTENDBHO KOPOTKUU YEKNUCT
2.2/3 MO)KHO aBTOMaTU3NpPOBaTH

3.Hy)>HO NOHUMaTb KaK YCTPOeHO NpunokeHue



BbiBoab!

1. NMonyunnun cpasHUTENDBHO KOPOTKUU YEKNUCT
2.2/3 MO)KHO aBTOMaTU3NpPOBaTH
3.Hy)>HO NOHUMaTb KaK YCTPOeHO NpunokeHue

4.HaunnaTtb co ctatnueckoro aHanusa (MobSF)



https://github.com/alexandra-s/heisenbug-2022
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Ccebinkn

1. OWASP Mobile Project https://owasp.org/www-project-mobile-security/

2. OWASP Mobile Application Security Verification Standard https://github.com/OWASP /owasp-masvs

3. OWASP Mobile Security Testing Guide https://github.com/OWASP /owasp-mstg

+ checklist https://github.com/OWASP /owasp-mstg/releases/tag/v1.4.0

4. Testing tools list https://github.com/OWASP /owasp-mstg/blob/master/Document/0x08-Testing-Tools.md

5. QARK https://github.com/linkedin/qgark

6. MobSF https://github.com/MobSF/Mobile-Security-Framework-MobSF

/. Drozer https://github.com/FSecureLABS/drozer

8. Damn Vulnerable Bank https://github.com/rewanthtammana/Damn-Vulnerable-Bank



https://owasp.org/www-project-mobile-security/
https://github.com/OWASP/owasp-masvs
https://github.com/OWASP/owasp-mstg
https://github.com/OWASP/owasp-mstg/releases/tag/v1.4.0
https://github.com/OWASP/owasp-mstg/blob/master/Document/0x08-Testing-Tools.md
https://github.com/linkedin/qark
https://github.com/MobSF/Mobile-Security-Framework-MobSF
https://github.com/FSecureLABS/drozer
https://github.com/rewanthtammana/Damn-Vulnerable-Bank

o OOHOKNACCHUKH
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