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KomnaHua AKBapuyc

OcHoBaHa B 1989 roay
> 1,2 MNH YCTPOMUCTB B rof,

B cobctBeHHOM LleHTpe Pa3paboTok
(MockBa, CaHkT-leTepbypr, HU»HUM
HoBropoa) aenaem CXeMOTEXHUKY NAaT,
MO, KOHCTPYKLUUN YCTPOWUCTB
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KomnaHua AKBapuyc
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dabpurKax
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Baseboard Management Controller - BMC -
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Baseboard Management Controller - BMC
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3ayem Bce 3T0?
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3ayem Bce 3T0?

* Gitlab
* Nexus
* Kubernetes
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3ayem Bce 3T0?

* Gitlab
* Nexus
* Kubernetes

* baHKoOBCKMe
cepBUCHI

* ObpaboTKa
NAHHbIX
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3ayem Bce 3T0?

* Gitlab
* Nexus
* Kubernetes

* Zabbix

* baHKoOBCKMe
cepBUCHI

* ObpaboTKa
NAHHbIX
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ACUARIUS

KOMANDIR

Firmware Information

0.24.2604

Mar 29 2024 17:09:23 MSK
Server On O ID LED Off
System health: Ok

# Dashboard

@ Sensor

© System Inventory
@ FRU Information

Ll |ogs & Reports

## Settings

& Remote Control

B Image Redirection

¢ Power Control

# |DLED Control

/& Maintenance

Kak ucnonb3osaTtb

Dashboard consol pane

0dObs

Power-On Hours

BMC?

“ PsSU
PSU_Slot1
PSU_Slot2
“ CPU
b
DevTypel_CPUO
DevTypel_CPU1
- Memory
» Baseboard
» Network interface
~ Fans
~ Storage drives

~ Storage controller

@ oK
@oK
@oK
@ ok
®oK
@ oK

@ Enabled

@ oK
@ oK
@ oK
@ oK
@ oK

More info ©

# Home

Dashboard
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Kak ucnonb3sosatb BMC?

ACUARIUS

KOMANDIR # Home System Inventory
Firmware Information SySte m I nven to ry
0.24.2604 [
Mar 29 2024 17:09:23 MSK
Server On @ ID LED Off
5 health: Ok . q
USEROIED System Processor Memory Controller Baseboard Power Thermal PCIE Device PCIE Function Storage
PCIE Function Info
Dashboard
Sub
Sensor Sub System
Device Link Link Class Device Vendor Function Revision System Vendor
System Inventory I1d Name Linked Device Class Width Speed Code Id Id Id Id Id Id State
FRU Information DevType3_DMMY_Devindex2A  Sky Lake-E DDRIO Registers  00_D7_15  SignalProcessingController  NA NA 0x110100 0x2088 0x2086 1 0x07 0x0000  0x8086  Enabled
DevType3_KTI1_DevindexlF  Sky Lake-E KTI0 00_5D_0F  SignalProcessingController NA NA 0x110100 0x2058 O0x8086 O 0x07 0x0000  0x2086  Enabled
Ll |ogs & Reports
DevType3_KT13_Devindex26 Sky Lake-EKTIO 00_D7_OE  SignalProcessingController NA NA 0x110100 0x2058 0x28086 O 0x07 0x0000 0x28086  Enabled
¥ Settings
DevType3_DMMY_Devindex24  Sky Lake-E DDRIO Registers ~ 00_5D_16  SignalProcessingController NA NA 0x110100 0x2088 0x8086 5 0x07 0x0000 0x2086  Enabled
G Remote Control DevType3_DMMY_Devindex23  Sky Lake-E DDRIO Registers ~ 00_5D_16  SignalProcessingController NA NA 0x110100 0x2088 0x28086 1 0x07 0x0000 0x8086  Enabled
B Image Redirection DevType3_MRO1_Devindex6 €620 Series Chipset Family ~ 00_00_11  Other NA NA 0xFFO0O00 OxA1ED oOx2086 1 0x09 0x7270  0x8086  Enabled
MROM 1
) Power Control i . .
DevType3_SAT2_Devindex7 (620 Series Chipset Family ~ 00_00_11  MassStorageController NA NA 0x010601 OxAlD2 O0x8086 5 0x09 0x7270  0x2086  Enabled
SSATA Controller [AHCI
# D LED Control mode]
/& Maintenance DevType3_MROO0_Devindex5 (620 Series Chipset Family 00_00_11 Other NA NA 0xFFO000 OxALEC o0x2086 O 0x09 0X7T270  0x2086  Enabled




Kak ucnonb3sosatb BMC?

KOMANDIR . # Home Sensor Reading
Firmware Information Sensor Readi NE Live reading of all sensors
0.24.2604

Mar 29 2024 17:09:23 MSK

Server On @ ID LED Off
System health: Ok m Critical Sensors (0)

4l threshold sensors are normal

# Dashboard .
[ Discrete Sensor States (4)

@& Sensor
Sensor Name State

© System Inventory

& CPU1_TStatus Manufacturer Specific Discrete State (3)
© FRU Information .

@ CPU2_TStatus Manufacturer Specific Discrete State (3)
Ll Logs & Reports © |PMI Watchdog No state defined
£+ Settings E System EventLog No state defined

= Remote Control

[N Normal Sensors (79)

& Image Redirection

® Power Control Sensor Name Reading Behavior H
® CPU1_Power 36 Watts

# IDLED Control
i CPU1i_TMargin 48 Unknown
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Baseboard Management Controller - BMC -
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A KaKue ecTb NPOTOKONbI?

* Web UI
* Redfish (REST)
* |IPMI

ACUARIUS
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EcTb KOHCONb — ecTb ynpasneHune ©

* Redfish:
o curl https://192.168.0.101/redfish/v1/Chassis/Self/Sensors

* curl
https://192.168.0.101/redfish/vl/Managers/Self/NetworkProtocol

ACUARIUS



https://192.168.0.101/redfish/v1/Chassis/Self/Sensors
https://192.168.0.101/redfish/v1/Managers/Self/NetworkProtocol

Kak TrectupoBatb BMC?
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Kak Tectuposatb BMC?

Bce non»KHO 6bITb aBTOMAaTU3UPOBAHHO!
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Kak Tectuposatb BMC?
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Kak Tectuposatb BMC?
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Kak TrectupoBatb BMC?
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Kak tectupoBatb BMC?

°* HauynHaem co CTOPOHDbI MOJ/ZIb30BATENA
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Kak tectupoBatb BMC?

* HaynHaem co CTOPOHDbI MOJ/ZIb30BATENA
* To eCcTb AN151 HAC 3TO YEPHbIN ALWLUK
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Kak tectuposatb BMC? G

* HauymnHaem co CTOPOHDbI MOJ/ZIb30BATENA

* To eCcTb AN151 HAC 3TO YEPHbIN ALWLUK
* Web Ul
* Redfish
* IPMI
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Kak tectupoBatb BMC?

* HauymnHaem co CTOPOHDbI MOJ/ZIb30BATENA

* To eCcTb AN151 HAC 3TO YEPHbIN ALWLUK

* Web Ul
* Redfish
* |[PMI

* Native language???
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Kak tectupoBatb BMC?

* HauymnHaem co CTOPOHDbI MOJ/ZIb30BATENA

* To eCcTb AN151 HAC 3TO YEPHbIN ALWLUK

* Web Ul
* Redfish
* |[PMI

* Native language???
* [1a n HeT
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Kak Tectuposatb BMC?

* HauymnHaem co CTOPOHDbI MOJ/ZIb30BATENA

* To eCcTb AN151 HAC 3TO YEPHbIN ALWLUK
* Web Ul
* Redfish
* |PMI

* Native language???
* [1a n HeT
* Robot Framework + Python
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Kak Tectuposatb BMC?

* Robot Framework + Python

ACUARIUS

Redfish Verify Values 0f Sensors When Server Is On
[Documentation] Turn on the server and check that sensor values

do not go beyond the reference thresholds.
[Setup] Redfish Host Power On

RedfishLibrary.Login

${power_status}= set Variable power_on

${redfish_sensor_data}t= Parse Redfish Sensors get_sensor_value=${True}
Verify Sensor Values ${redfish_sensor_data} ${power_status}

Redfish Check Statws 0f Sensors When Server Is OFF
[I]n[:umentatinn] Turn off the server and Compare status of sensors with
reference.
[Setup] Redfish Host Power OFf

RedfishLibrary.Login

${power_status}= Set Variable power_off

${redfish_sensor_datal= Parse Redfish Sensors

Verify Sensors Status With Reference ${redfish_sensor_data} ${power_status}

4



Kak tectuposatb BMC?

* Robot Framework + Python

WHUUManu3upoBaTe TecThl
Redfish Host Power On boot_mode=skip

OTKpbITe Bpay3ep W aETopW3oBaTbcA B BMC UI
[Arguments] ${user} ${success}=5{True}
${username}= Set Variable ${user['username']}
${password}= set Variable ${user['password']}
Open Web Browser With Login Page

IF ${success}
Login to BMC WebUI username=${username} password=${password}

Logout Of BMC WebUI

ELSE
Run Keyword And Expect Error STARTS: Page should not have contained text 'Login Failed'

Login te BMC WebUI username=3${username} password=${password}

END
[Teardown] Run Keyword And Ignore Error Close Browser

ACUARIUS



Kak TrectupoBatb BMC? -

* Robot Framework + Python

def valid_http_status_code(response, valid_status_codes):
if not isinstance(valid_status_codes, list):

valid_status_codes = literal_eval(valid_status_codes)
if len(valid_status_codes) ==

return
if response.status in valid_status_codes:

return

message = f"MonydyeHHuld Kog cTaTyca HTTP oTeeTa {response.status} "\
f"He coOTBETCTBYET owuaaeMoMmy {valid_status_codes}!\n"
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Yto Hac KaeT?

* Bbl He moxeTe B3ATb U 3anyctuTb 1000 supTyanbHbix BMC
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Yto Hac KaeT?

* Bbl He moxKeTe B3ATb 1 3anycTuTb 1000 BUpTYyanbHbix BMC
* Bbl He moXeTe NPOoCTO YOUTb 3aBUCLLMMN XOCT U NOAHATb HOBbIW
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Yto Hac KnaeT?

* Bbl He moxeTe B3ATb U 3anyctuTb 1000 supTyanbHbix BMC
* Bbl HE MOKeTe NPOCTO YOMUTb 3aBUCLLMM XOCT U NOAHATb HOBbIW

* MHorga 4ytobbl NOKPbLITb pPa3Hble KOHOUTYPaLUN — HYXKHO PU3NYECKU
n3meHuTb cepsep (Hanpumep, aoctasutb RAID controller)

ACUARIUS




A\
Yto Hac XKaeT? €

* Bbl He moxeTe B3ATb U 3anyctuTb 1000 supTyanbHbix BMC
* Bbl HE MOKeTe NPOCTO YOMUTb 3aBUCLLMM XOCT U NOAHATb HOBbIW

* MHorga 4ytobbl NOKPbLITb pPa3Hble KOHOUTYPaLUN — HYXKHO PU3NYECKU
n3meHuTb cepsep (Hanpumep, aoctasutb RAID controller)

* Ecnun c TectoBbiM 06BEKTOM UTO-TO HE TaK, TO BO3MOKHO HYXEH
dU3NYEeCKMUN AocTyn
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P
nO,D,I'OTOBVIM cepBep K TeCtam (.\E
Kak nogrotoBuTb cepBep K onbitTam?

Bepem B pyKn MHCTPYMEHTbI 1 npowmBaem BMC cBeXXeHbKOW NpoLlIMBKOM
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nO,D,I'OTOBVIM cepBep K TeCtam
Kak nogrotoBuTb cepBep K onbitTam?

Bepem B pyKn MHCTPYMEHTbI 1 npowmBaem BMC cBeXXeHbKOW NpoLlIMBKOM
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nOﬂ,rOTOBVIM cepBep K TeCtam
Kak nogrotoBuTb cepBep K onbitTam?

Bepem B pyKn MHCTPYMEHTbI 1 npowmBaem BMC cBeXXeHbKOW NpoLlIMBKOM

Firmware Update

Note:
Following are the Firmware update methods and components supported in this page.
& Dual Firmware update.

* HPM Firmware update supports the following components.
o BOOT and APP
@ BIOS
o ME

* BIOS Firmware update

Select Firmware Image

BuifepuTe dhain | new-image

Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other web pages and services will not work. All the open

widgets will be automatically closed. If the upgradation is cancelled in the middle of the wizard, the device will be reset only for BMC
BOOT,and APP components of Firmware.
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MoaroroBum cepsep K Tectam
...FOTOBUM cepBep K onbITaMm...

Bepem B pyKn MHCTPYMEHTbI 1 npowmBaem BMC cBeXXeHbKOW NpoLlIMBKOM

Firmware Update

Note:
Following are the Firmware update methods and components supported in this page.
& Dual Firmware update.

* HPM Firmware update supports the following components.
o BOOT and APP
@ BIOS
o ME

* BIOS Firmware update

Select Firmware Image

BuifepuTe dhain | new-image
Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other web pages and services will not work. All the open

widgets will be automatically closed. If the upgradation is cancelled in the middle of the wizard, the device will be reset only for BMC
BOOT,and APP components of Firmware.

ACUARIUS
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[loaroTosum cepBep K TeCTam
...TOTOBUM cepBep K onbiTam...

Bepem B pyKn MHCTPYMEHTbI 1 npowmBaem BMC cBeXXeHbKOW NpoLlIMBKOM
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MoaroroBum cepsep K Tectam
...FOTOBUM cepBep K onbITaMm...

Bepem B pyKN MHCTPYMEHTbI M NpOLUMBaE C cBeXXeHbKOW NPOLIMBKOM

CHOPIPU3
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HO,CI,I'OTOBI/IM cepBep K TeCtam
Ciopnpus....
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Upoem 3a coBeTOM
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HO,D,I'OTOBI/IM cepBeep K TeCtam
Ectb peweHue!
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HO,D,I'OTOBI/IM cepBeep K TeCtam
Ectb peweHue! =

€
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HO,D,I'OTOBI/IM cepBep KTeCTdaMm
EcTb pewweHue!

> ssh sasha@rpi-01
> sudo minicom -D /dev/ttyUSB1 -b 115200
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%
nO,D,I'OTOBVIM cepBep KTeCTaMm {"
EcTb peweHue!

> ssh sasha@rpi-01
> sudo minicom -D /dev/ttyUSB1 -b 115200

ACUARIUS




UHDpaCTPYKTYpa
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3anyckaem TecTbl Ha HO4Yb
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3anyckaem TecTbl Ha HO4Yb
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3anyckaem TecTbl Ha HO4Yb

G
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3anyckaem TecTbl Ha HO4Yb

CHOPTPU3
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Ucnpasnaem cutyauuio
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Ucnpasnaem cutyauuio

Bexnusble é MoryT

caenatb CTeHA
HeAOCTYMNHbIM
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Ucnpasnaem cutyauuio ('f
[TPOIrPAMMATOP

Bexnusble é MoryT

caenatb CTeHA,
HeAoCTYMHbIM
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Ucnpasnaem cutyauuio c'f
[TPOIrPAMMATOP

Bexnusble é MoryT

caenatb CTeHA,
HeAoCTYMHbIM
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Jlenaem BbiBOAbI
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Jlenaem BbiBOAbI

ACUARIUS

#! /bin/bash

while true do
logstash_send
done

G



lenaem BbiBOAbI

a
‘o*
elastic

ACUARIUS

#! /bin/bash

while true do
logstash_send
done

G



CmoTpum noru

) elastic Q

test-result v =

Discover v

@ (Q bmcip:10210012

bmc_ip: exists x

QU Search field names = [0 91 hits
v Selected fields 4 4
3
t timestamp 2
1
t bmc_ip 0 .- .
los:00 06:15
t message March 31, 2024
t log_type
Documents  Field statistics
~ Popular fields @ 4
= Columns ¢ 1field sorted

t user_agent.original

L @timestamp (©
B @timestamp

Find apps, content, and more

bd New Open Share Alerts Inspect
[ ] v~ Mar 31, 2024 @ 06:00:00.000 - Mar 31, 2024 @ 09:23:19.600 C Refresh
Break downby  Select field v BB

06:30 074 08:00 08:15 08:30 08:45

06:45

t event.original Z () Mar 31, 2024 @ 09:19:45.415
t message

v Available fields @ 18 | Mar 31, 2024 @ 99:19:45.415
) @timestamp

t) @version 7 [) Mar 31, 2024 @ 89:09:41.348
t bmc_ip

t event.original

o

(2]

071

timestamp

2024-83-31 09:19:45,099

2024-83-31 09:19:44,749

2024-83-31 09:089:39,612

w

09:00 09:15

Mar 31, 2024 @ 06:00:00.000 - Mar 31, 2024 @ 09:23:19.600 (interval: Auto - 5 minutes)

==
~  bmc_ip v~ message
19.2168.8.72 rsync warning: some files vanished before they cou
16.218.8.12 file has vanished: "/conf/resolv.conf85iz@F"
19.2168.8.12 rsync warning: some files vanished before they cou

ACUARIUS
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UHDpaCTPYKTYpa

elastic
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UHDpacTpyKTypa — He BCe rMagKo

elastic
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UHPpacTpyKTypa — He BCe raaKo

Wl - -
G| e—

elastic

ACUARIUS

Test
Run
Host

G



UHDpaCTPYKTYpa

elastic

Test
Run
Host
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UHDpaCTPYKTYpa

elastic

Test
Run
Host

Test Object

~Monitor
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4
Mopa npob6oBaTb NapannenuTtb TecTbl -

" runTests —stend 10.210.0.11 —group 1
" runTests —stend 10.210.0.12 —group 2
" runTests —stend 10.210.0.13 —group 3
" runTests —stend 10.210.0.14 —group 4
" runTests —stend 10.210.0.15 —group 5
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4
Mopa npob6oBaTb NapannenuTtb TecTbl -

" runTests —stend 10.210.0.11 —group 1
" runTests —stend 10.210.0.12 —group 2
" runTests —stend 10.210.0.13 —group 3
" runTests —stend 10.210.0.14 —group 4
" runTests —stend 10.210.0.15 —group 5

U cTeHAbl 3aKOHYUNUCD...
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He copaemcsa

= EcTb BUpTYanusauma — QEMU
" gemu-system-arm -machine g220a-bmc -m 512M -nographic -drive file= ....

ACUARIUS
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He cpaemcs

= EcTb BUpTYanusauma — QEMU
" gemu-system-arm -machine g220a-bmc -m 512M -nographic -drive file= ....
= BblaenAaem TecTbl KOTOPble MOXXHO rOHATb Ha BMPTYyasbHOM BMC
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He cpaemcs

= EcTb BUpTYanusauma — QEMU

" gemu-system-arm -machine g220a-bmc -m 512M -nographic -drive file= ....
= BblaenAaem TecTbl KOTOPble MOXXHO rOHATb Ha BMPTYyasbHOM BMC
= HactpamBaem 3anyckn Ha QEMU
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He caaemca

= EcTb BUpTYanusauma — QEMU
" gemu-system-arm -machine g220a-bmc -m 512M -nographic -drive file= ....
= BblaenAaem TecTbl KOTOPble MOXXHO rOHATb Ha BMPTYyasbHOM BMC

= HactpamBaem 3anyckn Ha QEMU
= [opa3no npouwe BcTpameaetca B Continuous Integration

ACUARIUS



UHDpaCTPYKTYpa

elastic

Test Object

~Manager
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UHDpaCTPYKTYpa

elastic

Test Object

~Manager
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4
A KaK HacueT pa3Hoobpa3ua B TeCTUPOBAHUN? G

....Mbl UMEEM TO/IbKO CUCTEMHOE TECTUPOBAHME....
Hy»KHO aelwweBne, bbicTpee, HageXKHee...

MNOAXOAbl EbIBAKOT PA3HbIE

ACUARIUS



Haao KpeaTtnsutb

- ABTOMaTI/ISaLI,VIH N YCKOpEeHNE NUaMeEHEHNA OKPYHKEHUA
" Bce 4TO He TpebyeT pU3nYecKoro AocTyna — B TEOPUM MOXKHO aBTOMATU3NPOBATb
= A TO yTO TpebyeT — caenaTb Tak 4Tobbl He Tpebosano ©
= “Mock everything” —4yt0 ewe He amynnposanun?
= Backend ana WebUl — To4HO MOXKHO.
= BIOS?
= YKeneso?

= WNHTerpnpoBaHHoeE?
= YcTaHasnauBaemoe?

* OwnboYHble cocToaHmna?

ACUARIUS




A KaKue BbiBOADbI?
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A KaKue BbiBOADbI?

ACUARIUS



A KaKue BbiBOADbI?

* AHaNOrUMN — MOLLHbIA UHCTPYMEHT
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A KaKue BbiBOADbI?

* AHaNOrUMN — MOLLHbIA UHCTPYMEHT
" KpeaTnBUTb HaZ0 63 OCTaHOBKM
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A KaKue BbiBOADbI?

* AHaNOrMM — MOLWHbIN MHCTPYMEHT
* KpeaTnBnTb Haao 6e3 0CTaHOBKM
= O6bweHune. ObweHme. ObLEHME!

ACUARIUS
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N moxHO nonpoboBaTtb

= OpenBMC — 370 Hala 6a3a, cunbHO AopaboTaHHasA
= https://github.com/openbmc/openbmc

= aioffe@aq.ru — gpasanTe obwarbea ©

ACUARIUS



https://github.com/openbmc/openbmc
mailto:aioffe@aq.ru

AGCUARIUS

LUEHTP PASPABOTOK

Cnacubo 3a BHUMaHue!

V 4/

[MponssoacTBEHHAA KOMMNAHUA «AKBapMyC»
r. Mocksa, yn. KpblnaTtckasa, 4.15
Ten.: (495) 729-5150

CuUA, 2023 r.



